d

&
ascerlia

ADSS Web RA Server

Microsoft Intune SCEP

Deployment Guide

ASCERTIA LTD
JANUARY 2024

DOCUMENT VERSION- 1.0.4

This document contains commercial-in-confidence material. It must not be disclosed to any
third party without the written authority of Ascertia Limited.

© Ascertia Limited 2023 Commercial-in-Confidence Page 1 of 106



@
ADSS Web RA Server — Microsoft Intune SCEP Deployment Guide ascerria

Document Revisions

Version Date

1.0.0
1.0.1
1.0.2
1.0.3
1.04

15 Sep 23
18 Sep 23
22 Sep 23
17 Oct 23
5 Jan 23

Author
HS
HS
HS
HS
HS

Action Notes

Created Initial draft

Reviewed | Revisions in text

Updated | Updated after QA’s review

Updated | Rearranged structure after PO’s feedback
Updated @ Restructure content sequence

Ascertia Limited 2023

Commercial-in-Confidence Page 2 of 106



ADSS Web RA Server — Microsoft Intune SCEP Deployment Guide

e
ascerria

CONTENTS

I 1 ) o o 16 o3 1o ] o PR 4
R T o o T o 1 PSSP 4
1.2 Intended REAAEISNID ....uuuiiiiiiiiiiiiiiiitiieii it 4
G I O] 171 a1 1] F= T 4
O = Tod o a1 Tof= IS U o] o] o (PP 4
A Y/ [ Tod o 1o ) i A L (U 1 [T 5
2.1. MICTOSOFt INTUNE SCEP ...oeeiie ettt e e eaeaes 5
3 Deployment Pre-ReqUISITES ....couviiiiii it e e e eaeees 7
3.1. ADSS Server Pre-ReQUISITES ........coooeiiie e 7
3.2. ADSS Web RA Server Pre-ReqUISIES.........ccoooeiieeeeeeeeeeeeeeeee e 17
4 Installing ADSS WeED RA SEIVEr.....ccoo oo 18
4.3. ADSS WeED RA INSTAIALION ...oenieiie e e e 18
5 ADSS Web RA Server Integration with Microsoft Intune ...........cccccceeeeeee. 19
5.1. ADSS Web RA AdMIN POIal .....c.u e 19
6 Configure MicroSoft INTUNE .....cooiiiiiiiii e 48
6.1. Configure MiICrOSOft INTUNE..........uuuuiiiiiiiiiiiiii e 48
6.2. Authorize communication between CA and INtUNE...........ooveeiiiiiiiiiiiiieeeee, 60
6.3. Configure INtUNE POLICY .........uuuuiiiiiiiiiiiii e 62
6.4. Android Enrolment for Microsoft INntune SCEP ..o, 86
6.5. i10S Enrolment for Microsoft INntune SCEP ........ooviiiiiiiie e, 94
7. View Certificates (from ADSS Web RA Web Portal) ......cccoooeeeiiiiiiiiieennn. 104
8. TrouDIESNOOTING ...uuiiiiiiiiiiii e 106
Ascertia Limited 2023 Commercial-in-Confidence Page 3 of 106



e
ADSS Web RA Server — Microsoft Intune SCEP Deployment Guide ascerria

1 Introduction

This manual is intended for ADSS Web RA Server administrators responsible for installation
and configurations of the Windows Certificate Enrolment. It describes an end-to-end flow, right
from installation, to configurations and certificate issuance. It is assumed that the reader has
a basic knowledge of digital signatures, certificates and information security.

1.1 Scope

This manual describes how to install and configure Ascertia ADSS Web RA Server and
Microsoft Intune SCEP service to enable certificate issuance of digital certificates.

1.2 Intended Readership

This manual is intended for use by Ascertia staff and customers who will be installing and
configuring ADSS Server and ADSS Web RA Server to issue certificates within a Microsoft
Intune admin centre. It is assumed that the reader has a basic knowledge of standard PKI
commands.

1.3 Conventions

The following typographical conventions are used in this guide to help locate and identify
information:

¢ Bold text identifies menu names, menu options, items that can be clicked on the screen,
file names, folder names, and keyboard keys.

e Courier New fontidentifies code and text that appears on the command line.

e Bold Courier New identifies commands that are required to be typed in.

1.4 Technical Support

If Technical Support is required, Ascertia has a dedicated support team. Ascertia Support can
be reached/accessed in the following ways:

Website https://www.ascertia.com

Email support@ascertia.com

Knowledge Base https://www.ascertia.com/products/knowledge-base/adss-server/
FAQs https://ascertia.force.com/partners/login

In addition to the free support services detailed above, Ascertia provides formal support
agreements with all product sales. Please contact sales@ascertia.com for more details.

When sending support queries to Ascertia Support team send ADSS Trust Monitor logs. Use
the Ascertia’s trace log export utility to collect logs for last two days or from the date, the
problem arose. It will help the support team to diagnose the issue faster. Follow the
instructions on how to run the trace log export utility.
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2 Microsoft Intune

Microsoft Intune is a cloud-based endpoint management solution. It manages user access and
simplifies application and device management across various devices, including mobile
devices, desktop computers, and virtual endpoints. Microsoft Intune can help you keep your
managed devices secure and up to date while helping you to protect your organization’s data
from compromised devices.

Third-Party Certification Authority
SCEP Integration with Microsoft
Intune

Admin targets the SCEP profile to a
mobile device. The challenge is generated in
In pted and signed
with additional information to validate the CSR.

) Cert is issued to the mobile dEu’iCE/
Intune validates the
signature of the encrypted
blob, decrypts it, and compares
the challenge with the

CSR received. The mobile device requests a certificate
If it matches, from the 3" party SCEP server

Intune informs the
SCEP server to issue th .

r 4\—//
e ce
SCEP server authenticates to Intune sevdmg/o/
CSR and encrypted challenge

The SCEP server requests an authentication token
AAD sends back a token forthe from AAD for the Intune tenant

Intune tenant to the SCEP server /

2% Microsoft

=

Microsoft Intune

ol

Active Directory

2.1. Microsoft Intune SCEP

Intune enables the utilization of the Simple Certificate Enrollment Protocol (SCEP) for
authenticating connections to both your applications and corporate resources. SCEP relies on
the Certification Authority (CA) certificate to ensure the security of the communication when
generating the Certificate Signing Request (CSR). If your infrastructure is compatible with
SCEP, you can utilize Intune SCEP certificate profiles, which are a specific type of device
profile within Intune, for distributing these certificates to your devices.

Limitations with respect to MS Intune:
Since Ascertia is still using the free version, consider the following points before you begin.

e Log out from official Ascertia MS office account before performing any configurations.
o Use different MS office credentials to sign-up to MS Intune and MS Azure Portal.

o Ensure they are not connected to Ascertia's internet when creating/working on Groups in
MS Intune.
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¢ Sometimes, VPN may also affect some things to work with MS Intune; you may want to
turn it off.
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3 Deployment Pre-Requisites

The installation of ADSS Web RA Server to support Microsoft Intune SCEP requires the
following pre-requisites to be met.

Installation of:

e ADSS Server installed with Root and Issuing CA pre-configured
e SMTP Server
e Microsoft Azure Active Directory

3.1. ADSS Server Pre-Requisites

Before you begin with Microsoft Intune setup, ADSS Server must be installed and configured.
A Root and Issuing Certification Authority need to be created prior to installing the ADSS Web
RA Server. The Issuing CA operator will need to create certification profiles required to issue
certificates to Android, iOS and Windows platforms.

You are required to upload Root and Intermediate certificates, but if you do not have them,
the steps below will guide to create certificates from ADSS Server to build a chain of trusted
certificates, that will be required while creating configuration profiles in the Microsoft Intune
admin center.

3.1.1 Generate a Key Pair from ADSS Server
1. Access the ADSS Server. From the main menu, click the Key Manager > Service Keys.

2. To generate a new key press the New button in the main Service Keys page.

Operator: hiba | Role: Administrator | Session started on: 2024-01-05 17:47:24 Unity Console | Home | Help | Logout
@
ascerfia ADSS Server - ADSS Server (192.168.2.98)
Signing Service | Verification Service | Certification Service | OCSP Service | TSA Service | Go>Sign Service | RA Service | RAS Service | SAM Service | CSP Service
Key Manager
Crypto Sources Key Manager > Service Keys
Key Templates
e A There are certificates which have expired - click here for details
BT
Certificate Groups Showing page 1 of 9
—— KT<T>T3 Order by: | Created At v | Descending v | Clear Search | Search |
Certificate Purposes Key Alias Key, t:agn.gtl;hm / Purpose Certified Crypto Profile ID Description
Auto-renew Certificates
® Encryption for Demo RSA / 2048 TLS Server Authentication Yes Software
Default DName
Aerts (O |Encryption Demo Key RSA /2048 TLS Server Authentication No Software
O |Intune SCEP SA RSA / 2048 TLS Server Authentication Yes Software View
O ascertia.com.pk RSA / 2048 TLS Server Authentication Yes Software
O |Encryption Key. Intune RSA / 2048 Document Signing Yes Software View
O |HS All SDNs RSA / 2048 Document Signing No Software
(O |est-server-san RSA / 2048 TLS Server Authentication No Software
O |est-tis-client2 RSA /2048 TLS Client Authentication No Software
O |Enterprise RAO 1 RSA /2048 TLS Client Authentication Yes Software
(O |SCEP Intune Encryption AS RSA /2048 Code Signing Yes Software
[ New | Edit | Delete | UsageMap | Certificates | ImportKey |

(© Ascertia Limited. All rights reserved.

A form is presented. The ones with a red Asterisk are mandatory fields:
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e Key Alias

Define a name for the new key e.g. Encryption_for_Demao.
e Purpose

Select the certificate purpose for this key pair e.g. TLS Server Authentication.
e Crypto Profile

Select where to generate and store this key e.g. Software.
o Key Algorithm

Select the key algorithm to be used e.g. RSA.

e Key Length

Select the key length to be used e.g. 2048.

e Description

Enter a description.

o Select Allow the private key to be exported later

Then click OK.

Key Manager > Service Keys > New

— Service Key

Key Alias*: |Encryption_for_Demo |

purpose*: | TLS Server Authentication v|
Crypto Profile*: ‘ Software v ‘
Key Algorithm*: | RSA v|
Key Length*: [ 2048 v|
Description:

4

Allow the private key to be exported later as PFX/PKCS#12 file

3.1.2 Create a Certificate in ADSS Server
1. Click on the key pair you created above, e.g. Encryption_for_Demo, then click Create
CSR/Certificate

Key Manager > Service Keys > Certificates
Purpose: TLS Server Authentication Crypto Profile ID: Software
Key Alias: Encryption_for_Demo Key Algorithm: RSA
Key Length: 2048

Showing page 1 of 1

Order by: | Created At v | Descending v | Clear Search | Search |
Certificate Alias Valid From Valid To Type Auto Renew Status
@ |Trusted-Certificates 2024-01-05 18:04:01 2025-01-05 18:04:01 Delegated No Active

| View ] Create CSR/Certificate | Export | Enable Auto Renew | Renew Certificate | Delete ] Back |

2. Inthe General Details section: (The ones with a red steric are mandatory fields)
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o Certificate Alias
Define a unique name for the certificate e.g. Trusted-Certificate.

3. In the Requested Certificate Details section, enter the Subject Distinguished Name
(SDNs):

e Common Name
Enter a common e.g. ADSS_Sample_Demo.

e The rest of the fields are optional include the Given Name, Surname, Title, Organization
Unit, Organization, Organization ldentifier, Email, Locality, Street Address, Postal Code,
State, Country, Serial Number, Business Category.

To learn more about the description of these fields, you can refer to ADSS Server Admin
Guide.

4. The following fields appear under the Subject alternative Name Details. (These fields are
not mandatory to be filled)

Rfc822Name, dNSName, iPAddress, directoryName, uniformResourceldentified,
registeredID, otherName, ediPartyName.

5. In the Certificate Processing Details section
e Select Use Local CA (as configured in manage CAs Module)
From the drop down, select the certificate e.g. ADSS_Sample_for_Demo, and click OK.

In this case, Key Manager will automatically communicate with the ADSS Local CA and the
certificate will be issued and imported within Key Manager without further manual
intervention.

Key Manager > Service Keys > Certificates > Create CSR/Certificate
Ganeral Detaiis

Template v | [View tensian |

]

i |
=
|
15
|3
1=
JE
1E
=
|
|
15
viE
il |
il
|
| B

[ iPAddress

The certificate will be generated.
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Key Manager > Service Keys > Certificates

O Certificate generated successfully

Purpose: TLS Server Authentication Crypto Profile ID: Software
Key Alias: Encryption_for_Demo Key Algorithm: RSA
Key Length: 2048

Showing page 1 of 1

order by: | Created At v | Descending v [ Clear Search | Search
Certificate Alias Valid From Valid To Type Auto Renew Status
@® | Trusted-Certificates 2024-01-05 18:04:01 2025-01-05 18:04:01 Delegated No Active
‘ View ] Create CSR/Certificate [ ] Export ] Enable Auto Renew | Renew Certificate | Delete | Back ‘

6. To export a private key and its associated certificate, click the Export button in the
Certificates screen. The following form is presented.

e You can choose to export certificate and private key, for which you will be required to enter
a password to protect the keys. Then click Export.

Key Manager > Service Keys > Certificates > Export Certificate > Trusted_Certificate

r— Export Certificate

@ Export certificate and private key (PKCS#12/PFX format)

Password*: ] .......... ‘

Confirm Password*: I .......... ‘ l

() Export only certificate as .cer file

S

e You can export the certificate as a .CER file, and then click Export.

Key Manager > Service Keys > Certificates > Export Certificate > Trusted_Certificate

— Export Certificate

() Export certificate and private key (PKCS#12/PFX format)

Password*:

Confirm Password*:

@ Export only certificate as .cer file

To build a trust on your deployment machine follow the steps below:

First, you will extract the chain of certificates (Root CA and Intermediate) from the certificate
you created from the ADSS Server.

3.1.3 Extract the Root CA Certificate

1. Double-click on your certificate > Open file > Certification Path. Then click View Certificate
against the ADSS Default Root CA.
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# Certificate X

General Details Certification Path

Certification path
B8] ADSS Defauit Root CA
—RJ ADSS Samples Test CA
{5] ADSS_Sample_Demo

View Certificate

Certificate status:

’W\s certificate is OK.
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2. From the Details tab click Copy to File...

a Certificate X

General Detas Certification Path

Show: | <All> v

Field Value ~
_ Version V3

 |Serial number 01172713ac7a7a1524

_ Signature agorithm sha2S6RSA

| Signature hash algorithm sha2s6

| 1ssuer ADSS Default Root CA, Ascert...
[_lvaid from Thursday, January 16, 2014 ...
Ivald to Monday, September 9, 2030 1...

I dvart ANSS Samnias Tact C8 dsrmct ¥

Edit Propertes...

3. On the Certificate Import Wizard, click Next.

&* Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust kists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establsh secure network
connections, A certificate store is the system area where certificates are kept.

To continue, cick Next.

Canc

4. Select the export file format as Base-64 encoded X.509 (.CER) and click Next.

X

€ & Cetificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
(O DER encoded binary X.509 (.CER)
(® Base-64 encoded X.509 (.CER)
(O Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)

Indlude all certificates in the certification path if possible

Microsoft Serialized Certificate Store (.SS

ol
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In the next step, specify the name of the file you want to export e.g. Trust_Cert and click
Next.

4* Centificate Export Wizard

File to Export

Speafy the name of the file you want to export

Fie name:

C:\Users\hiba.sulaman \Downloads Trust_Certjcer

Cancel
6. Click Finish to complete the certificate export wizard.

* Centificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certficate Export wizard.

You have specfied the followng settngs:

Export Keys

Include al certificates in the certfication path

No
File Format

Base64 Encoded X.509 (*.cer’

e

3.1.4 Extract the Intermediate certificate
1.

In the next step, you will extract the intermediate certificate from the Trusted_Root. Double-

click on your certificate > Open file > Certification Path. Then click View Certificate against
the ADSS Samples Test CA.

n Certificate

General Details Certification Path

Certification path

[55) ADSS Default Root CA
8] ADSS Samples Test CA
(5] ADSS_Sample_Demo

View Certificate

Certificate status:

’TMS certificate is OK.

o 1]
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2. From the Details tab click Copy to File...

‘ a! Certificate

General Details Certification Path

| Show: | <All> v
Field Value s
E Version v3
1: Serial number 04889aa05f3b99b242da5145¢. ..
|- | signature algorithm sha256RSA
f:: Signature hash algorithm sha256
: Issuer ADSS Samples Test CA, Ascert...
1: Valid from Thursday, October 5, 2023 1:...
[Z]vald to Saturday, October 5, 2024 1:...
PG shimet ANGS Samnle Namn v

Edit Properties... Copy to File...

3. On the Certificate Import Wizard, click Next.

& Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust ksts and certificate revocation

lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity

and contains information used to protect data or to estabish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.

[CRet ]

Cancel

4. Select the export file format as Base-64 encoded X.509 (.CER) and click Next.

€ &* Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
(O DER encoded binary X.509 (.CER)
(® Base-64 encoded X.509 (.CER)
(O Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)
cert th if possible

possble

Cancel

X

Ascertia Limited 2023 Commercial-in-Confidence
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5. Inthe next step, specify the name of the file you want to export e.g. Trust_Cert and click

Next.

€ &* Centificate Export Wizard

File to Export
Specify the name of the file you want to export

Browse...

Cance
6. Click Finish to complete the Certificate Export Wizard.

€ &* Centificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have spedified the following settings:
Export Keys No
Include all certificates in the certification path No

File Format Base64 Encoded X.509 (*.cer)

7. Once your certificate is imported, the following screen will appear. Click OK.

Certificate Import Wizard X

0 The import was successful.

You have successfully extracted the chain of certificates that will be required to get certificates
trusted in the Microsoft Intune Admin Centre.

The next step is to download the certificates on your deployment machine:

1. The certificate will be exported to your Downloads folder.

Right-click on your certificate e.g. Trusted_Certificate.cer, and click Install certificate. The
Certificate Import Wizard will appear. Select the Current User and click Next.
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£ Centificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certficates, certficate trust ksts, and certificate revocaton
ists from your disk to  certficate store.

A certificate, which is ssued by a certification authonty, s a confirmaton of your identity
and contains information used to protect data or to establsh secure network
connections. A certificate store is the system area where certficates are kept

Store Location

@ Current User

O Local Machine

To continue, cick Next.

e

2. The Certificate Store screen will appear, choose your destination folder, or select
automatically select the certificate store based on the type of certificate, and click Next.

«

x

& Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

\indows can automatically select a certificate store, or you can specify a location for
the certifcate,

® Automatically select the certficate store based on the type of certficate

O Place al certficates in the folowing store

anc

3. To complete the Certificate Import Wizard, click Finish.

Content

* Centificate Import Wizard

Completing the Certificate Import Wizard

The certificate wil be mported after you cidk Frush.

You have specfied the foloning settngs:

R et Atomatcaby determined by the wizard

Certificate

e

4. Once your certificate is imported, the following screen will appear. Click OK.

Certificate Import Wizard X

” The import was successful.

You have successfully downloaded the certificate on your machine.

Ascertia Limited 2023

Commercial-in-Confidence
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3.2. ADSS Web RA Server Pre-Requisites

Before configuring ADSS Web RA Server for Microsoft Intune, you will need the following:

Root CA Certificate from ADSS Server.

Certificate Templates, ADSS Certificate Profiles, Client ID and Secret from ADSS Server.
Microsoft Certificate Templates to map to ADSS Server Certificate Templates.

Microsoft Azure Active Directory.
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4 Installing ADSS Web RA Server

ADSS Web RA Server should be installed by following the installation steps defined within the
product installation guide.

e IS 10+ required features.
e ASP.NET Core Runtime 7.0.0 or above
e |IS URL Rewrite Module.

4.3. ADSS Web RA Installation

The Microsoft Intune SCEP feature will only be available when the administrator installs the
latest ADSS Web RA Server package from the installer.

1. Extract the ADSS Web RA Server installation package to the following path:
C:\ascertia\WebRA-v2.9-Win64-11Sep2023

2. Using Windows Explorer, navigate to C:\ascertia\WebRA-v2.9-Win64-11Sep2023\setup,
double click install.bat

3. The Web RA installer will launch, at the Welcome dialog, click Next.

- X
s Web RA Installer
Welcome to Web RA

Web RA is a central application for key management and certificate generation in the Ascertia product suite. Web RA is used
to register users to offer them different sets of certification services. it can also register users to ADSS CSP services, ADSS
RAS/SAM services as well as push users to Web RA. All of them are powerful applications to create certificates and sign the
documents using these keys. Web RA is ideal for the organizations that are looking to centrally control the certificates
creation and distribution process by implementing strong vetting for the issuance of these certificates.

Web RA consists of the following modules:

- Web RA Admin

- Web RA Desktop Web

- Web RA AP (RESThul Web Services|
- Web RA Device

- Web RA Windows Enrolment

We strongly recommend you to follow the installation instructions provided in Web RA Installation Guide

U.S. Patent No. 7,360,079

Next Cancel

4. The Web RA Device Modules dialog will display, Select the Web RA Device checkbox.

Click Next. For each selected application, provide the web application name and port. Click
Next to proceed.

€ o WebRAInstaller
Web RA Device Modules

[4 Web RA Device

[ HTTP (install SCEP)

Website Name: device Port: |109

4 HTTPS (Install SCEP, CMP, ACME, EST)

port: |10

4 Client Authentication (Install EST)

Website Name (EST): ssldevice Port: |111

Cancel

Please refer to the ADSS Web RA installation guide for detailed steps for the installation
process.
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5 ADSS Web RA Server Integration with Microsoft Intune

Before configuring the Microsoft Intune SCEP feature, the following pre-requisites from the
ADSS Web RA Server are necessary:

e External connectors for:
o ADSS Server
o SMTP Server
o Microsoft Azure Active Directory
o Certification Profiles created for ADSS Server and Web RA.

o Create a service plan.

e Create an enterprise.

¢ Import a license and allocate certificate quantities to the test enterprise.
e Create a default role with Microsoft Intune SCEP profile.

e Share certificate using the SDNs filter in the specific role.

e Set SCEP protocol in the enrolment protocol (s) section.

This part of the document describes the configurations in the ADSS Web RA Server as a
third-party SCEP enrolment server for Microsoft Intune certificate enrolment.

Before you begin, you need to ensure that you have the following items:

1. Microsoft Authenticator on your mobile device.
2. Intune Company Portal app on your Android mobile device.
3. Intune Company Portal app on your iOS mobile device.

5.1. ADSS Web RA Admin Portal

Following the installation of ADSS Web RA Server, the Intune SCEP feature must be enabled
for any role who will need access to this feature. Use the following process to enable Microsoft
Intune SCEP for the desired role.

5.1.1 Access Control

The default role i.e. Administrator, installed with ADSS Web RA Server has access to the
Microsoft Intune SCEP feature. Apart from the administrator, other operators need to be
enable it to configure the product.

4. Access ADSS Web RA administration portal as an administrator with permissions to
assign the Microsoft Intune SCEP settings to roles.

Navigate to Access Control > Roles > i > Edit.
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5. Select Microsoft Intune SCEP check box from the Configurations, select Microsoft Intune
SCEP under the Enterprise section and then click Save.

5.1.2 Configurations
You will be required to enable Intune SCEP in the configurations. Use the following process
to enable SCEP for Microsoft Intune Certificate Enrolment.

Access Web RA administration portal as an administrator to enable Microsoft Intune SCEP
feature.

1. Navigate to Configurations > Enrolment Protocol(s) > SCEP > Microsoft Intune SCEP.
2. Select the Enable Microsoft Intune SCEP checkbox.

e Upload a SCEP Server Encryption Auth Key (PFX)

o Enter the SCEP Server Encryption Auth Key (PFX) Password.

e Addthe HTTPS SCEP URL that the devices will use to communicate with ADSS Web
RA and click Save. (Make sure you upload PFX and chain of the same Root &
Intermediate certificates that you will be using in ADSS Web RA and in Microsoft Intune).

Ascertia Limited 2023 Commercial-in-Confidence Page 20 of 106



[
ADSS Web RA Server — Microsoft Intune SCEP Deployment Guide ascerfia

Device Enrolment
SCEP PROTOCOL

5.1.3 Assign Modules to Administrators
1. Expand Access Control > Roles.

2. Click £ against the administrator role.

Enterprise RAO (0) Enterprise RAQ Enterprise RAD

Admin RAD (0) Admin RAD Admin RAQ

Administrators (1) Administrator Admini

Showing: 3/3
=

3. Inthe Allowed Modules section, select the Enrolment Protocol (s) to enable SCEP and

Microsoft Intune SCEP.

Roles:
ADMINISTRATORS #

4. Scroll down, and from the Enterprise Role section

Select Enrolment Protocol (s) to enable and select SCEP Protocol, SCEP and Microsoft
Intune SCEP. Then click Save.
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Roles.
ADMINISTRATORS #

Allowed Modules Read Add/Edit Delete

W g ® WM @

B ?

2 e B

5.1.4 Create Azure Active Directory Connector
In order to create a certificate, ADSS Web RA Server requires an Azure Active Directory
connector. This section provides the configuration steps to create this connector.

1. Expand External Services > Connectors > click +

2. The basic information page will display, Enter a name and select Azure Active Directory
from the provider drop-down, tick the Active check box, click >.

me DrH s e B3

3. The Details page will display, enter the Client ID, Client Secret, Account Type and
Tenant ID. Then click Create.

You are required to register an application in the Azure AD portal to get the client ID, client
secret and tenant ID.
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In order to enable a third-party SCEP server to perform customized challenge validation
through Microsoft Intune, create an application in Azure AD. This application grants Intune the
necessary privileges to authenticate SCEP requests.

5.1.5 Sign up for Microsoft Intune
1. To sign up Microsoft Intune, click Dashboard - Microsoft 365 Dev Center

Enter an active email address (preferably a Gmail account), and then click Next.

B® Microsoft
Sign in

hibasulaiman469@gmail.com

No account? Create one!

Can't access your account?

Back Next

Q Sign-in options

2. Enter password, and then click Sign in.

B® Microsoft
hibasulaiman469@gmail.com

Enter password

Forgot password?

Email code to hibasulaiman469@gmail.com

3. Enter the following:

e Country Name

e Company

e Language preferences

e Select | accept the terms and conditions...
Click Next.
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Microsoft 365 > Developer Program > Dashboard

Join the Microsoft 365

ﬂ Developer Program!

First Name:  Hiba
Last Name:  Sulaiman
Email  hibasulaimand69@gmail.com

Please answer a few questions to help us customize your Developer

ions of the Microsof

[ 1 want to receive periodic emails about updates, tips, and resources for the

Microsoft 365 Developer gram. tany

Please refer to the privacy sta

4. Choose an option depending on your requirement.

In this scenario, we have selected Applications for internal use at my company. Then click
Next.

Microsoft 365  Developer Program > Dashboard

s a5 a developer? (Choose only one) *

old in market

tions for my own customers

5. On the next screen, make sure you select all the tools and resources as displayed
below. Selecting all options is necessary as all Microsoft tools are interconnected and
are required for Microsoft Intune, and click Save.

Microsoft 365  Developer Program * Dashboard

t 365 development are you interested in? We will show you resources, tools, and training
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6. The Welcome screen will appeatr, click Close.

Welcome to the Microsoft 365
Developer Program!

If you don't have a subscription already, we recommend
that you begin your membership by setting up your new
Microsoft 365 developer subscription.

7. From the Welcome screen, click Set up E5 subscription.

Microsoft 365 Developer Program
Microsoft 365 Developer Program

Welcome, Hiba Sulaiman

T Your Microsoft 365 developer program membership entitles you to a free Microsoft 365 ES subscription with all the latest Microsoft 365 apps, Enterprise
Mobility + Security, Azure AD, and more.

When you set up your subscriptions, you can choose an instant sandbox that comes preconfigured with sample data, or an empty tenant that you can
configure.

We're showing you content based on the preferences that you selected. To add or change your selections, go to the Settings page. See all

Microsoft 365 Resources.

Products Technologles Languages
Microsoft Tesms, Outiook | [ sharepcint rramework tspex, microsoft Graph, off.
Microsoft Teams X~ Outlook x  SharePoint Framework (SPFx) X Microsoft Graph x  Office Add-ins x
Save
Concepts ~

Overview for using Microsoft Teams, Shifts, Outlook calendar AP overview - Microsoft Set up your SharePoint Framework
and Viva Learning to foster teamwork - Graph development environment

N Outlook mail AP| overview - Microsoft Grap|

8. Select the Instant sandbox option and click Next to proceed.

Set up your Microsoft 365 E5 sandbox

Choose your Microsoft 365 ES developer sandbox:

) Instant sandbox
€ Domain name

Includes everything you need to build Microsoft mytenant.onmicrosoft.com

365 apps and solutions

The sandbox is preconfigured with 16 fictitious
51 Renewable ES subscription

users, Microsoft Teams sample data pack with App kg

Studio and custom apps preconfigured, and data

for Microsoft Graph, SharePoint, and Office Add-ins B A dkaknisator 90 o

development. Admin@mytenant onmicroo.com
s =) 75 dogs ot
& LL ) R Users
Users Mail &  Microsoft SharePoint 25 user icenses
Events Teams

Go to subscription
This option does not require provisioning o manual 48 camoie data packs
set up. You create a password; your domain name is

preconfigured and is not customizable. @ ™ +
Users  Maila Migosont Sharefoint Shareoint
Beals  Teams
O Configurable sandbox

Configure your own sandbox from scratch. This
subscription can take up to two days to provision
and you must manually add sample data.

You can customize the domain name.

Next Later
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9. Select and fill the following:

o Country

e Set up your user name

e Set up your password, and then click Next.

Set up your Microsoft 365 E5 |
instant sandbox

Country/region for your data center *

‘ North America (United States - CA)

Note: Your region cannot be changed after sign up.

Admin username *

| Hiba

Admin password *

Your instant sandbox comes with 16 fictitious users

pre-installed.

[] Use alternative password for all 16 fictitious users
(The default password for all fictitious users is the
admin password.)

Please refer to the privacy state
information.

10. Add the following:

e Country Code

e Phone Number

e Click Send Code.

Once you receive the code on your mobile number, enter it and click Set up.

X

Add phone number for security
Please enter a valid cell phone number that supports SMS.
We'll text you a code that you can use to verify your

identity.

Country code

| Pakistan (+92) I

Phone number

If you don't get a code within 3 minutes, click Resend
code

Enter the code

I 90129 l

.
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11. You will be redirected to the Microsoft 365 developer subscriptions page with your
domain name e.g. 5xrévp.onmicrosoft.com and the administrator e.g.
HA@5xr6vp.onmicrosoft.com.

Microsoft 365 > Developer Program > Dashboard

Microsoft 365 Developer Program

Your Microsoft 365 developer subscriptions

To learn more about how to work with your subscription, see Build Microsoft 365 solutions.

® Domain name
5xr6vp.onmicrosoft.com

Renewable E5
subscription

G Administrator 87’90
HA@Sxr6vp.onmicrosof ft.com
&8 Users days left
9 user licenses and 16 fictitious users
Go to subscription
€8 Sample data packs
& 8 & 18 -+

Users  Mail& Microsoft SharePoin | sparepoi
Events  Teams t =

12. If this page does not appear, refresh the Dashboard page, it will appear.
You have successfully completed the registration process for Microsoft Intune.

5.1.6 Create an application in Microsoft Azure Active Directory

1. Log in to the Azure Portal by following this link https://portal.azure.com/. You will be
required to sign in with a Microsoft account to login. Use the same email address you
used to sign up for Microsoft Intune in step 5.1.5. Enter email address, and then click

Next.

B® Microsoft

Sign in

to continue to Microsoft Azure

hibasulaiman469@gmai|.com‘

No account? Create one!

Can't access your account?

Back Next
O Sign in with GitHub

Q Sign-in options

2. Enter the password, and click Sign in.
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Microsoft Azure

B® Microsoft
hibasulaiman469@gmail.com

Enter password

seessnal

Forgot password?

Email code to hibasulaiman469@gmail.com

You will be directed to the Home page.
3. Search and click App Registrations in the Search Bar.

Home Recent services
App registrations mn any x
PP reg T b » Ak T
L] > & ] 1]
L app Arure Active lieenses  Azure AD roles Al resources
+ Mew registration @3 tndpoints ATl  Direcioey and._
5 Give feedback .
@ Storting June 30th 2020 we will 10 IOngen s [ERE———

Lrvremy (e s - iical support and sex we will na langer provide feature
updates Applications will need 1o be upgraded 1o Microsolt Authentication Library (MSAL] and Microsoft Graph, Learn mire

All applications  Owned applications  Deleled applications

£ start typing a display name or applieation (client) 10 to filter these r... iz Add filters

This account isn't listed as an owner of any applications in this directory.

View all applications in the directory

4. Click New registration.

= Microsoft Azure R Search resources, services, and docs (G+/)

Home

App registrations %

+ New registration @ Endpoints f Troubleshooting O Refresh £ Download Preview features ,0? Got feedback?

0 Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to provide techni
updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

All applications ~ Owned applications  Deleted applications

‘ L Start typing a display name or application (client) ID to filter these r... +7 Add filters

This account isn't listed as an owner of any applications in this directory.

View all applications in the directory

5. On the Register an Application, fill in the required fields:
e Set a Name of the application, e.g. SCEP_HS.
¢ In Supported account types, select Accounts in this organizational directory only.

Ascertia Limited 2023 Commercial-in-Confidence Page 28 of 106



®
ADSS Web RA Server — Microsoft Intune SCEP Deployment Guide ascerfia

R Search resources, services, and docs (G+/) I

Home

App registrations

Register an application

*Name

The user-facing display name for this application (this can be changed later).

[ scep_ns 7

Supported account types

Who can use this application or access this API?
@ Accounts in this organizational directory only (MSFT only - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
chanaed later. but a value is reauired for most authentication scenarios.

By proceeding, you agree to the Microsoft Platform Policies ('

6. Click Register to create the application.

}3 Sl et S

Home > App registrations

@ SCEPHS »

[2 search [l Delete @ Endpoints & Preview features
i® Overview

A Essentials
& Quickstart

Display name : SCEP_HS Client credentials
# Integration assistant o
Application (client) D : a1a5(229-b057-472d-8913-db720654b829 Redirect URIs
Manage Object ID : 771a13e4-35c2-483f-a423-4861d9be0561 Application ID URI : Add an Application ID URI
B Branding & properties Directory {tenant) ID : 04375ca8-e30e-488f-8b4c-96243eba7516 Managed application in |... : SCEP HS

P Ak Supported account types : My organization only

The details of the registered app will appear. Save the Application (client) ID as you will need

it later while creating a connector in ADSS Web RA.

7. Click Add a certificate or secret on right side against client credentials. The following

screen will appear. Click New client secret.

P, Seach esoutces, sovcs, and s G/

Home > App registrations

SCEP_HS | Certificates & secrets =

SCEP_HS

O search « A7 Got feedback?
A~
B/ Overview
& Quickstart Credentials enable to identify to the service when receiving tokens at a web addressable location (using an HTTPS

scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

# Integration assistant

Manage
@ Avpiication registration centificates, secrets and federated credentials can be found in the tabs below.

& Branding & properties

D Authentication

Certificates (0)  Client secrets (0)  Federated credentials (0)

Certificates & secrets

11! Token configuration

< APl permissions

@ Expose an API

App roles

8 _Owner

-~ New client secret

Description

Expires Value ©

No client secrets have been created for this application.

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

Secret ID
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8. Specify the following:

e Description, e.g. Intune SCEP
e Select an expiry, e.g. 90 days (3 months)
Then click Add to generate a value for the client secret.

Add a client secret x
Description [ ntune scee |
Expires [ 50 days 12 months ~

s

9. Save the new client secret value as it is known as the Client Secret, required in the
ADSS Web RA’s connector.

o Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0) Client secrets (1)  Federated credentials (0)

-+ New client secret
Description

Intune SCEP

X
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
Expires Value (D Secret ID
4/9/2024 L778Q~mbSmru7HoOPiQOytItdTi94zRBP... [} a81ffe31-8158-4d06-b1a1-ff9387d7efSa [ @I

10. From the left pane under Manage, select API permissions

— Microsoft Azure

Home > App registrations

- SCEP_HS | API permissions =

O Search
B overview
& Quickstart

#  Integration assistant

Manage

B2 Branding & properties

D Authentication
Certificates & secrets

Il Token configuration

9 API permissions

& Expose an AP

Hi App roles

& Owners

&. Roles and administrators

B Manifest

Support + Troubleshooting

 Troubleshooting

P Search resources, services, and docs (G+/)

O Refresh A7 Got feedback?

A\ starting November 9th, 2020 end users will no longer be able to grant consent to newly registered multitenant apps without verified publishy

@ The “Admin consent required” column shows the default value for an organization. However, user consent can be customized per permissior)
organizations where this app will be used. Leam more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of co|
all the permissions the application needs. Learn more about permissions and cansent

+ Add a permission /' Grant admin consent for MSFT

API / Permissions name Type Description Admin consent requ.

Delegated  Sign in and read user profile No

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try En
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Then perform the following steps to add two separate API permissions:

1. Click Add a permission.
¢ On the Request API permissions page, select Intune, and then click Application
permissions.

Request API permissions X

<CAll APIs

% Intune

https://api.manage.microsoft.com/ Docs (7
@ intune APIs are available via the Microsoft Graph API. You may want to consider using Microsoft Graph instead

What type of permissions does your application require?
Delegated permissions Application permissions

Your application needs to access the API as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

e Select the permission scep_challenge provider (SCEP challenge validation), and then
click Add permissions to save the configuration.

Request APl permissions X

Permission Admin consent required
/' Permissions (1)
get_data_warehouse (D)
Get data warehouse information from Microsoft Intune
get_device_compliance (@
Get device state and compliance information from Microsoft Intune
manage_partner_compliance_policy
Manage partner compliance policies with Microsoft Intune.
pfx_cert_provider (O
PFX certificate management

B OO0 0O O

scep_challenge_provider (O

SCEP challenge validation

send_data_usage ©

Send and receive device telecom and Wi-Fi data usage information with Microsoft
update_device_attributes (O

Send device attributes to Microsoft Intune

O 0o O

update_device_health (O
Send device threat information to Microsoft Intune

2. Click Add a permission, again.

¢ On the Request API permissions page, select Microsoft Graph > Application
permissions.

e Expand Application and select Application.Read.All (Read all applications), and click Add
permissions to save the configuration.
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Request API permissions X

> Application-RemateDesktopConfig

o Application (1)

u Application. Read.All
Read all applications
[ Application Readwiite all T
Head and write all applications
l_- Application ReadWrite wnedBy (0

es
Manage apps that this app creates or owns

e

AppRoleAssignment

AttackSimulation

i

e

Auditleg

B

AuthenticationContext

e

BillingComfiguration

Add parmissions

= Microsoft Azure L Search resources, services, and docs (G+/)

Home > SCEP_HS

= SCEP_HS | API permissions  #

L Search ) Refresh 87 Got feedback?

B Overview A\ You are editing permission(s) to your application, users will have to consent even f they've already done 5o previously.

& Quickstart

# Integration assistant . . . .
@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permissio
in organizations where this app will be used. Leam more
Manage
=

B sranding & i .
randing & properties Configured permissions

D Authentication Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of cg

. all the permissions the application needs. Learn more about permissions and consent
Certificates & secrets ¢ P

1l Token configuration | Add a permission ~/ Grant admin consent for MSFT

4. Then click Yes when the grant consent confirmation appears.

= Microsoft Azure P Search resources, services, and docs (G+/)

Home > SCEP_HS

= SCEP_HS | API permissions =

© Search O Refresh A7 Got feedback?
B Oweni &
verview . .
' Grant admin consent confirmation.
& Quickstart Do you want to grant consent for the requested permissions for all accounts in MSFT? This will update any existing
. N admin consent records this application already has to match what is listed below.
#  Integration assistant |
aissio
No ]
Manage
B Branding & ti L
randing & properties Configured permissions
D Authentication Applications are authorized ta call APIs when they are granted permissions by users/admins as part of the consent process. The list of c
. all the permissions the application needs. Learn more about permissions and consent
Certificates & secrets
11l Token configuration | Add a permission  ~ Grant admin consent for MSFT

The success message will appear.

3. On the API permissions page under the Configured permissions, click Grant admin
consent for <Tenant name>, e.g: Grant admin consent for MSFT.
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lorma > SCEP_HS

5 SCEP_HS | APl permissions =

3 Retesh | A7 Got teedback?

semt for the requested permissicns.

 reuireet” column shows
nece thic 3p wil be e,

@ Theadnin
in organiza

Configured permissions

5 APl permissions Type Description Admin consent requ... Status
[ S——

B npp oles pplcation. SCEP challenge vafdation s © cea for et
2 Guners

& Rokes and administrators Applicatinn Rl all applications Ve & Granted e MaseT
B Manifest UsesFead Delegated  sign in and read user profile e @ Grnled o MSET

Support + Troublesheoting

£ Touseshooting Toview anc anage consertec prrmisions for vl app, s el your enart'scomsent sctings,try Enterpriss applications.

We can configure Microsoft Intune for the following platforms:

¢ Windows 10
e Android
e jiOS

Azure AD connector

Now return to ADSS Web RA admin portal to complete the process of creating an Azure AD
connector. Once you have created an application in the Azure AD in step 5.1.4 point 3, enter
the client ID, client secret and tenant ID (from the app created in the Azure Portal) in the
connector as displayed below and click Create.

5.1.7 Create ADSS Server Connector

ADSS Web RA Server issues certificates from ADSS Server based Certification Authorities.
This section provides steps to create the connector between Web RA Server and the ADSS
Server Certification Service.

1. Expand External Services > Connectors > click +.

2. The Basic information page will display, enter a name and select ADSS Server as the
provider, select the Active check box, click >.
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Connectors
EDIT: ADSS SERVER - 172.16.8.113

g @ @ &

3. The Details page will display, provide the following information, click Create.
e Server Address
Specify the address and port number of ADSS Server.

e ADSS Client ID

Specify the ADSS Client ID configured in the Client Manager module of the ADSS Server for
this connector.

e ADSS Client Secret

Specify the ADSS client secret generated in the ADSS Server against this Client ID.

5.1.8 Create a Certification Profile

Azure Active Directory and ADSS Server maintain certificate templates that are used to
generate keys and certificates for people, devices and applications. ADSS Web RA Server
requires a certification profile for each type of certificate. It will be issuing using the Microsoft
Intune SCEP feature, the following section provides steps on how to create a certification
profile that maps a Microsoft Intune SCEP Certificate Template to an ADSS Server
Certification profile and template to ensure that certificates are issued with the correct
attributes, extensions, and validity periods.

The following is an example of creating a profile to support TLS User Authentication.

1. Expand External Services > Certification Profiles > click +.
2. The Basic information page will display, enter name, select the Active check box, click >.
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Certification Profiles
EDIT: HS_TLS_INTUNE

R F g @ m e

- ——

E ® DE F » R B

Details Authentications Advance Settings

3. The Profile Settings page will display, set the following, click >:

ADSS Service

Certification Service

ADSS Certification Server

Set the ADSS Server connector
configured in step 5.1.6.

ADSS Certification Service Profile

Set the ADSS Server Certification
Service Profile Name
e.g. Windows TLS User - 1 Year

Certificate Purpose

This is auto set by ADSS Server

Certificate Enrolment

Select Enrolment Protocol(s)

Enrolment Protocol(s)

Select the SCEP, and Microsoft Intune
SCEP protocols

Microsoft Intune SCEP connector

Set to the Azure Active Directory
Connector created in step 5.1.4.

Microsoft Intune SCEP Device
Certificate

Select this checkbox if you want to
create a device certificate

GO

4. The Details page will display, these values are only editable if the ADSS Server
Certification Profile Allows, if editable set the following, click >:

e Key Algorithm

Key Algorithm that will be used to generate the key pair in the smart card/token. This
configuration is coming from the ADSS Server so it cannot be changed.
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o Key Length

Key Length that will be used to generate the key pair in the smart card/token. This
configuration is coming from the ADSS Server so it cannot be changed.

e Validity Period Type

o Validity period type can be configured as a Fixed to restrict the enterprise user to

change the certificate validity or it can be set as Custom if enterprise RAO allow an
enterprise user to set validity period while creating a certificate request.

o These Fixed and Custom values can only be used on ADSS Web RA admin, if the
selected ADSS Certification profile has set over ridable option in certification profile. It
will be shown as fixed validity period type otherwise.

¢ Validity Period

Set the certificate validity period.

e W g e m

]

M ® > E 8 B =

5. The Authentications page will display. Accept the details, click >

Centfication Profiles
EDIT: HS_TLS_INTUNE

#) Service Pans

Bl - DE

6. The Advance Settings page will display, accept the default, click Create.
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Cerlifiation Profike:

EDIT: HS_TLS INTUNE

1 2 3 K

2asic Information Profie Setings Authentications Advance Settings

Agreement
Subscrlbior Agroament

e

7. Repeat this process for any other certificate templates that are required.
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5.1.9 Configure a Service Plan

ADSS Web RA Server uses service plans to govern which services and features are
available to a given enterprise. This section provides example steps on how to create a
basic service plan that will enable the issuance of certificates for Microsoft Intune SCEP. For
a detailed reference on service plan settings, please refer to the ADSS Web RA Server
product documentation.

1. Expand Service Plans click +

2. The Basic Information page will display, enter a name, select the Active check box, and
click >.

= e
a
-
o

3. The Profile Settings page will display. Click the Profile to create certificates for Intune
SCEP and select the profile created in step 5.1.7, repeat for Profile to create certificates
for SCEP , click >.

4. The Enrolments page will display.

5. This page consists of the different protocols that ADSS Web RA supports. Under the
Simple Certificate Enrolment Protocol (SCEP) section, there are three types of profiles:

Profile to create certificates for SCEP | Configure this profile for SCEP
certificates

Profile to create certificates for Configure this profile for user-based
Microsoft Intune SCEP User certificates

Profile to create certificates for Configure this profile for device-
Microsoft Intune SCEP Device based certificates
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Service Plans
EDIT: HS_INTUNE SP

1 2 —_— 4 5

Basi Inforration Profile Settings Enrolments Notificaton Agwance Settings

Simple Certificate Enrolment Protocol (SCEP)

Profles to creste cortificates for SCEP Profilas to creste cortificatss for Microzaft Intune SCE U

© proies use

© Fuofes e o e Miosut e SCCP Dot it

Automatic Certificate Management Environment (ACME)
acme

Profles to create cortificatss for ACM

6. Notifications page will display, enable the notification providers you require for user

notifications to be sent, click >.

SMS Gateway SMS Gateway connector to receive
OTP via SMS.

Email Gateway SMTP connector to receive email
notifications.

SMS Gateway

Email Gatawsy
Detault SMTP Server Conrector °xv

7. The Advance Settings page will display, ADSS Web RA Server provides primary and
secondary authentication profiles. “Primary Authentication Profiles” are used to control

how a user authenticates to Web RA to access the user portal. “Secondary

Authentication Profiles” are used when an enterprise wishes to use an additional
separate authentication mechanism to authorise an action, such as certificate rekey or

revocation.
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5.1.10 Create an Enterprise

ADSS Web RA Server is a multi-tenanted product that enables different organisations or
different departments to be created, each have their own administrative users that can create
and manage user invites, and user and device certificates. This section provides steps to
create an enterprise that will be used to issue and manager digital certificates for Microsoft
Intune SCEP.

1. Access Web RA administration as an administrator with permissions to create
enterprises, navigate to Enterprises > Requests click on +.

2. The Organisation Information page will display, provide the following information, click >.
e Legal Name

Legal Name is the official name of the organisation under which the organization is registered
with the government and it is the name that is used when submitting tax to the government
e.g. Ascertia Limited.

e Assumed Name

Assumed Name could be the short hand name of the organisation that is commonly used e.g.
Ascertia.

¢ Organisation Phone Number
Official phone number of the organisation that is registered in the government documents.

e Address

Complete address of the organisation as it was provided to government at the time of company
registration.

The following fields should be filled as part of Address:

Country

State

City

Postal Code

Address 1

Address 2

Service Plan

Select a service plan for this enterprise that you created for Microsoft Intune SCEP.

®¢ O O O O O O

o Create Default Role
Tick this checkbox to create a default role while creating a new enterprise.

kkkkkkk

3. The Account Owner page will display, enter the following information, click >
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e Name

Name of the enterprise owner. It could be any representative of the organisation but ideally, it
should be the CEO. The enterprise owner should initiate any change requested in the
enterprise.

e Emall

Email address of the enterprise owner. An email will be sent to this email address to create
an account on the ADSS Web RA Web.

e Mobile Number

Mobile number of the enterprise owner to send the OTP code if enabled in the profile.

e Job Title
The role of the enterprise owner in his organisation.

4. The License page will display, enter the certificate quota and expiry for the Enterprise,
click create.

e Name
Name of the certification profile for which an enterprise wants to use ADSS Web RA to create
certificates.
e Unlimited
A check box can be used to allow a user to create unlimited certificates. This field will appear
only if a user is allowed to create unlimited certificates.
e Certificates Quota
This defines the total number of certificates an enterprise is allowed to generate from ADSS
Web RA against each certification profile.
o Expiry
This defines the duration for which these certificates are valid.
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5. A confirmation dialog will display, click Yes to create the enterprise.

CONFIRM X

Are you sure you want to approve the enterprise request and create an
enterprise?

s

6. Click Registered from the left menu, your new enterprise will appear.

Enterprises
REGISTERED

Created On Enterprise Name. Account Country Service Plan Status

S Ascertia Demo i SR Pakistan HS Revision Active

Showing: 20 /258

7. Click on the enterprise name, you will be directed to the enterprise management screen.
Expand Users > User Invitations.

Information

e Name

Enter name of the user you wish to invite to the enterprise.
e Emall

Enter email of the user you wish to invite to the enterprise.
e Role

Select a role for the user.

Click Invite User.
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INVITE USER
ADD

O oo ters
@ Dashboard

INVITE LISER BULK INVITE
@ prefile v
S Information
o Name =
& users N Hiba

Email«
hsO6Erascertia.com

Role »
Default Role @V

Certification Details

No Certificate Details available
These details will be available when added in Role

8. An email will be sent to the user on the above configured email address. (As displayed

below) Click Join Now.

Ascertia Limited

Hi Hiba,

You are invited to join the enterprise Ascertia Demo on Ascertia Limited. By
joining Ascertia Demo you will become a member of Ascertia Demo team.

Click the button below to join

JOIN NOW

Regards,
Ascertia Limited Team

This invitation is sent by Admin(admin@webra.com)

If you have any questions or need any help, feel free to contact administrators at
support@ascertia.com

[=F]

9. The user will be redirected to the ADSS Web RA web portal’s account activation screen.

Enter the detalils:
e Emall
Email of the user to register on the Web portal.
e Mobile Number
Mobile number of the user.
e Password
Set a password for the login email.
e Confirm Password
Confirm password for the login email.
e Security Question
Set a security question for password recovery
e Security Answer
e Set a security answer for password recovery
Select | agree to the Terms of Service and Privacy Policy.

Click Activate.
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ACTIVATE ACCOUNT

Email »

Mobile Number »
00923214829208

@ Mobile number is used for OTP authentication and device registration. Include country code in your mobile number, e.g

0044234334334 or +44234334334

Security Question s
name

Security Answer »
number

~/ | agree to the Terms of Service and Privacy Policy

10. The user will now be directed to the Login screen, enter the user email and click Next.

LOGIN

Email «
hsOb@ascertia.com

[ Remember Me

Slon e

11. Enter the password and click Login Here.

< LOGIN

Email =

hsO6@ascertia.com

Password *

[ Remember Me Forgot Password?

12. The user will be logged in to the ADSS Web RA web portal. Expand Microsoft Intune

SCEP > Settings to generate the SCEP Profile URL that will be required while creating
SCEP profile in Microsoft Intune.
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Settings
MICROSOFT INTUNE SCEP

@ Dashboard
@) Certificate Center v s e e
profile URL is based on factors such as certificate type and the s
B3 virtual ID
1 Desktop Signing
3 ]
B Enrolment Protocol(s) v
& Microsoft Intune SCEP ~ Certificate Type «
Intune_User_Profile v
Certificate Requests
© Seiect 3 certification profil to generate 3 certficate policy URL
issued Certificates
o - Platforms »
evocation Requests
i Windows v
© Select the platform for which you req
B Windows Enraiment v
@ - )
Personal Information 3
0 use
& Fnternrice v
Term: vice 4
[ licy &2
Help 2
About

e Certificate Type

Select the certificate profile to generate a certificate policy URL, i.e. user, user device, or
device.

e Platforms

Select the platform for which you require to generate a certificate policy URL i.e. Android,
iOS or Windows.

e Profile URL

Once you select the certificate type and platform, a URL will be generated. You will be
required to use this URL while creating SCEP certificate policy in Microsoft Intune.
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5.1.11 Edit the Enterprise Default Role

Microsoft Intune users are automatically registered in the default enterprise role during the
auto-enrolment of certificates. This section includes the steps to control which certificates will
be displayed to a user in the ADSS Web RA Server User Portal.

1. Access ADSS Web RA administration as an administrator with permissions to edit roles,
expand Enterprises > Registered > select the Enterprise Name > Manage> Roles > click
the ¥ to edit the Default Role > Enrolments.

2. Select the Enrolment Protocol (s) check box and select the certificate profiles from the
various enrolment protocol (s) available.

3. Click Save when complete.

i

Users can access ADSS Web RA admin to manage certificates issued to them by the Intune
SCEP enrolment process. The Profiles to create certificates for SCEP drop-down enables
Web RA Administrators to define which user profiles a user can access via the Web RA user
portal. The Profile to create certificates for ACME drop-down enables Web RA Administrators
to define which SCEP profiles a user can access via the Web RA user portal. The Profiles to
create certificates for Microsoft Intune SCEP User drop-down enables Web RA Administrators
to define which user profiles a user can access via the Web RA user portal. The Profiles to
create certificates for Microsoft Intune SCEP Device drop-down enables Web RA
Administrators to define which device profiles a user can access via the Web RA user portal.

Certificate Access

1. Select the Access Certificate check box and select certification profiles to access
certificates. This drop down allows users to gain access to certificates based on the
profiles they configure.

2. Select a Microsoft Intune SCEP certification profiles to share certificates with other
users. This setting allows you to configure profiles to share certificates.

3. Microsoft Intune SCEP certificate filter by:

Once configured, this profile will enable you to apply a filter based on elements of a certificate’s
subject distinguished name (SDNs), these include, all, common name, first name, country,
etc. on basis of which certificate requests will appear on the ADSS Web RA web portal, and
the user will only be able to manage according to the filters applied here. Once the required
filters have been defined, click Save.
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WebRA

@ weinMenu

@ ossnbosrs
[

o Aparoval fegusts

8 usess

& integrations
B Enroiment Protocol(s)

& Adva

Sattings
& Lcenses

£ Notifietions

Roles
DEFAULT ROLE »#

MODULE CERTIFICATE MANAGEMENT EMROLMENTS CERTIFICATE ACCESS LOGIN AUTHEMTICATIONS

Certificate Access
/' hessss Certificate

Certification profikes 1o acsess certificates
Select v

© Wicrosol inture cerliicate share iller bype
@ Miciozufl kilune SCLP profiles with Docureril Signin purpose will not e included in the list

“ e

Al v

Enrolment Protocol (s)

If the Microsoft Intune SCEP is enabled in the Configurations section in the ADSS Web RA
admin portal, then the following section with appear in the Enterprise section under the
Enrolment Protocol(s) section.

Access ADSS Web RA administration as an administrator with permissions to edit roles,
expand Enterprises > Registered > select the Enterprise Name > Manage> Enrolment
Protocol (s) > SCEP Protocol, click the Microsoft Intune SCEP.

@ tain benu
@ Dashboord
® Frofile v

% Approval Requests v
£ Users
& Reles

@ Integrations -

Enrolment Protacol(s)

SCEP PROTOCOL

You can click on the download button against the SCEP CA Certificate to download the chain
of certificates from ADSS Web RA Sever that will be used later to create trusted certificates in

Microsoft Intune.
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6 Configure Microsoft Intune

The following system and environment pre-requisites need to be fulfilled prior to the
configurations of the ADSS Web RA Server Microsoft Intune SCEP.

6.1. Configure Microsoft Intune

Before you begin, you need to configure your Microsoft and secure with two-factor
authentication.

1. Login to Microsoft Intune through this link https://endpoint.microsoft.com/#home.
2. Use your Microsoft administrator e.g. HA@5xr6vp.onmicrosoft.com to login. Click Next.

B¥ Microsoft

Sign in

to continue to Microsoft Azure
HA@5xrévp.onmicrosoft.com

No account? Create one!

O Sign in with GitHub

Q Sign-in options

3. Then enter the password and click Sign In.

B® Microsoft
< ha@5xrévp.onmicrosoft.com

Enter password

Forgot my password

4. A security action will be required to set up the Microsoft Authenticator, click Next.

BS Microsoft
ha@5xrévp.onmicrosoft.com

Action Required

Security defaults are enabled to keep your
organization secure. Follow the prompts to

download and set up the Microsoft Authenticator
app to use for multifactor authentication.

Use a different account

Learn more about security defaults

You have 13 days until this is required.
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5. The keep your account safe screen will appear, click Next.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

e

Start by getting the app

On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose “Next".

I want to use a different authenticator app

| want to set up a different method

6. To set up the Microsoft Authenticator account, click Next.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”.

Back

| want to set up a different method

7. Download the Microsoft Authenticator app from the App Store on your mobile device and
Scan the QR code appearing on the screen, and click Next.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next".

‘ Can't scan image?

Back Next

1 want to set up a different method
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8. Open the Authenticator app on your mobile device and enter the code, e.g. 66.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Let's try it out

v

Approve the notification we're sending to your app by entering the number shown below.

66

‘ Back ‘

| want to set up a different method

9. The natification approved message will appear, click Next to proceed.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Notification approved

v

| want to set up a different method

10. Once the success message appears, click Done to complete the process.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Success!

Great job! You have successfully set up your security info. Choose "Done" to continue signing in.

Default sign-in method:

7\
Microsoft Authenticator
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6.1.1. Add Intune users in the Microsoft Intune admin center

Follow the steps defined below to configure Microsoft Intune for Certificate Enrolment.

1. After completing the two-factor authentication successfully, you will be directed to the

Microsoft Intune admin center.

Microsoft Intune admin center

MSFT (5xr6vp.onmicrosoft.com)

A Home
/| hl
[) Dashboard Status
i= All services
LH Devices I Enrors/faikires Healthy
i Ao 6

@, Endpoint security
2l Reports

&k Users

& Groups

&3 Tenant administration

K Troubleshooting + support

Cloud PC

Increase productivity with Cloud PCs

Easily provision Windows 365 Cloud PCs and manage them alongside your physical
devices.

Explore

2. Select Users from the left panel.

HA@Sxr6vp.onmicrosof.

MSFT (SXR6VP.ONMICROSOFT....

News

o

Intune Customer Success blog See all >

Intune add-ons

Intune add-ons offer advanced endpoint management
functionality.

Known Issue: Intune MAM applications unresponsive on Samsung SM-GI90E devices

support for i0S/iPadOS 17 and macOs 14

Update |

e App SDK, Wrapper, and iOS apps using MAM policies to support

Guided scenarios See all >

Deploy Edge for mobile

Configure Edge for use at work and deploy it to the iOS and Android devices managed
by your organization.

Start

Then click New user > Create new user from the drop down.

Microsoft Intune admin center

| « + New user J_/ Download users

A Home
A Home ® Users
24 Dashboard —
= All services ‘/O Search
lﬁ Devices @

4a All users

i Apps E Audit logs

‘ Endpoint security 3 Sign-in logs

BRI # Diagnose and solve problems ‘
A4 Users
Manage
A& Groups

& Deleted users
_‘? Tenant administration
Password reset

2{ Troubleshootina + support

Create new user
‘ Create a new internal user in your organization

Invite external user

Invite an external user to collaborate with your
organization

3. Provide the following user details in the Basics tab:

e User principal name

Universal principle name (UPN) stored in Azure Active Directory used to access the service,

e.g: Hiba.Sulaiman.
e Mail nickname

The Derive from user principal name is checked by default.
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e Display name

Set any name e.g. Hiba Sulaiman.

e Password

You can opt for an auto-generated password or create one manually.
The auto-generate password is checked by default, copy and save it for later use.
e The Account enabled is checked by default.

Microsoft Intune admin center

«
ﬁ Home
=41 Dashboard
= All services
[l Devices
£ Apps
‘, Endpoint security
Reports
Ah Users
&b Groups
A} Tenant administration

X Troubleshooting + support

4. Click Next: Properties >.
o Enter email.

Home > Users

Create new user

Create a new internal user in your organization

Basics  Properties

Assignments

Review + create

Create a new user in your organization. This user will have a user name like alice@centoso.com. Learn mare [

Identity
User principal name
Mail nickname *

Display name*

Password *

Account enabled @

Review + create

[hs | @| sxsvponmicrosoftcom | [
Domain not listed &

Derive from user principal name

| Hiba Sulaiman

[cevesarees Sl

Auto-generate password

Next: Properties >

¢ Under the Settings > set Usage location. (This is required to assign license to a user in the

next steps).

Microsoft Intune admin center

«
N Home

4] Dashboard

= All services

[l Devices

£22 Apps

@, Endpoint security
Reports

Ak Users

&8 Groups

% Tenant administration

#< Troubleshooting + support

5. Click Review + Create.

Home > Users

Create new user

Create a new internal user in your organization

i
ZIP or postal code
Country or region
Business phone
Mobile phone
Email

Other emails
Fax number

Parental controls
Age group

Consent provided for minor

Settings

Usage location

Review + create

hiba.sulaiman@outlock.com

- Add email
\ |
v
\ >
[ Paistan ~
‘ < Previous | ‘ Next: Assignments >

The user will be added successfully. Click the Refresh button if it does not appear in the list.
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6.1.2. Add Groups
Use the following steps to create a new group.

1. Select Groups from the left panel and then click New group.

Microsoft Intune admin center

X Home
ﬁ Home

E4] Dashboard

&a Groups | All groups

MSFT - Microsoft Entra ID

= All services A% Newgroup < Download groups () Refresh

Ei Devices

£52 Apps

&5 All groups

2 Deleted groups @ Azure Active Directory is now Microsoft Entra ID. |

N . (i) Dynamic group memberships have not been updated ¢
X Diagnose and solve problems R qroue B g

‘ Endpoint security

L Search
Reports Settings ‘
A4 Users £33 General Search mode Q Contains
48 Groups £33 Expiration 7 groups found
A% Tenant administration 3% Naming policy —
|7‘ Name T
< Troubleshooting + support i

2. Provide the following group details:
e Specify a Group type

e.g. Microsoft 365.

e Set a Group name

e.g. TW_Group.

e Provide a Group description

This should be specific and should include information so others know what the group is for,
e.g. Intune SCEP.

e Select Azure AD roles can be assigned to the group
No.
e Membership type

Administrators manually assign users or devices to this group, and manually remove users or
devices, e.g. Assigned.

Microsoft Intune admin center

S Home > Groups | All groups

A Home

E4} Dashboard

= All services

CH Devices

£ Apps

@, Endpoint security
Reports

A4 Users

&3 Groups

&} Tenant administration

# Troubleshooting + support

New Group

A7 Got feedback?
Group type * ©
Microsoft 365 v

Group name * (O

TW_Group il ‘

Group email address * ©

TW_Group | @sxi6vp.onmicrosoft.com

Group description ©
[Intune scep o

Microsoft Entra roles can be assigned to the group ©
ves  QETID

Membership type * ©

Assigned v

@ Use group sensitivity labels in Microsoft Entra ID to classify and protect Microsoft 365 groups. Learn more.
about assigning sensitivity labels in Microsoft Entra D,
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3. Scroll below and under the Owners tab click on No owners selected.

Microsoft Intune admin center

& Home > Groups | All groups
Home
f New Group
Ed] Dashboard
= All services A7 Got feedback?
W Devices TWGroup / | @5xrévp.onmicrosoft.com a
£ Apps
&2 App Group description (O
@ Endpoint security Enter a description for the group
G Reports Microsoft Entra roles can be assigned to the group G
& Users ves  @NID
& Groups Membership type * ©
,:'} Tenant administration Assigned b
K Troubleshooting + support
X
@ Use group sensitivity labels in Microsoft Entra ID to classify and protect Microsoft 365 groups. Learn more
igning sensitivity labels in Micr ra |
Owners
No owners selected
Members
No members selected
v

4. Onthe Add owners screen, select you user e.g. Hiba Sulaiman from the list and click

Add owners X
~
@ Try changing or adding filters if you don't see what you're looking for. Owners (1)
Reset
search @ -
0 @ Hiba sulaiman W

@A 5esx6wonmicosoftcom

19 results found

Al Users
~
Name Type Details
—
[] @  Diegosidiliani User DiegoS@8v18bS5.onmicrosoft.com
[] @ munu User tamkeenrana@8v18b5.onmicrosoft.com
@  Grady Archie User GradyA@8v18bS.onmicrosoft.com
@  Henrietta Mueller User HenriettaM@8v18b5 onmicrosoft.com
@  Hiba Sulaiman User HS@ Sxrévp. onmicrosoft com
—— v
< > v

5. You will returned to the New Group screen, and 1 owner selected will be updated. From
the Members tab, click No member selected to select members you want to allow to this

group.
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Microsoft Intune admin center

< Home > Groups | All groups

A o New Group

= All services A7 Got feedback?
3 Devices TW_Group @5xrvp. onmicrosoft.com bor
842 Apps Group description ©
@& Endpoint security Intune SCEP.
5 Reports Microsoft Entra roles can be assigned to the group ©
& users ves  TED
&2 Groups Membership type * ©
23 Tenant administration Assigned D
K Troubleshooting + support
x
@ Use group sensitivity labels in Microsoft Entra ID to classify and protect Microsoft 365 groups. Lear more
about assigning sensitivity labels in Microsoft Entra ID.
Owners
1 owner selected
Members
No members selected
v

6. The Add Members screen will appear. Select the user from the list e.g. Hiba Sulaiman

and then click Select.

Add members x
@ Try changing o adding fiters if you don't see what you're looking for. Selected (1)
Reset
Search
= | @ Hiba sulaiman W
5 x 0]
“ HS@Surévp.onmicrosoft.com
19 results found
Al Users
Name Type Details
—-—
] @ iego siiliani User DiegoS@8v18bS.onmicrosoftcorm
[ @ o User tamkeenrana®8v18b5.onmicrosoft.com
[] @ Gradyachi User GradyA@8v18bs.onmicosoft.com
(] @ et muster User HenriettaM@8v1855 onmicrosoft.com
@  tiba Sulaiman User HS@Sxrbvp onmicresoft com
< > v

7. Click Create to add the new group. Your group is shown in the list.

If it does not appear, click Refresh button and your group will be listed as shown in the

screen below. Click your group e.g. TW Group.

Microsoft Intune admin center

X Home

A Home 2a Groups | All groups

4} Dashboard MSFT - Microsoft Entra ID

= All services %% Newgroup ¥ Download groups () Refresh
i 3 3 .

Ol Devices & Al groups

Dynamic group memberships have not been updated
2 Deleted groups
£ Apps

% O Ssearch
@ endpoint secuiity X Diagnose and solve problems
Gl Reports Settings search mode (@D contains
& Users & General 9 groups found
» ;
& Groups &3 Expiration (] Namet
3 Tenant administration &} Naming policy

[} ﬂ Mark 8 Project Team

< Troubleshooting + support Activity
MSFT

Retail

Access reviews = n
& Auditlogs ] .

& i I
Bulk operation results 0O T

Troubleshooting + Support
sl i M Sample Team Site

0O . Security

& New support request

TW Group

U5, Sales
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You must assign each user an Intune license or Group before users can enrol their devices in

Intune.

6.1.3. Assign an Intune license in the Microsoft Intune admin center
In Microsoft Intune, you can assign licenses to users or groups, so that they can enrol their
devices. You can assign a license either to an individual user or to a group, so that the license

is applied to all the users in a certain group.

Assign License to a User

Use the following steps to assign an Intune license to the added user:

1. Click Users from the left panel.

Then search and click on the user you added from the list, e.g. Hiba Sulaiman.

Microsoft Intune admin center

< Home
R Home @ Users
E4! Dashboard -
= All services -+ Newuser ¥ L Download users [% Bulk operations ~ () Refresh %2 Mang
CH Devices & Allusers (@®  Azure Active Directory is becoming Microsoft Entra ID, [
£ Apps H Auditlogs O search Y Add filter
@ Endpoint security D sign-inlogs 18 users found (1 user selected)
G Reports X Diagnose and solve problems [] oisplay name 1 User principal name 11 User type
& Users — il /a e ince Adelev@sxrévp.onmicros.. [ pember
&2 Groups 2 o ] I“ Al Witber Alexw@5xrévp.onmicros.. [ pmember
& Tenant administration N \7\ & Diego Siciliani DiegoS@5xrévp.onmicros.. () Member
#X Troubleshooting + support P 0 @ HA@Sxr6vp.onmicrosofte... [ pember
A O w Grady Archie GradyA@Sxi6vp.onmicros.. [ pember
y ) ] @ Henrickts Musiier HenriettaM@5xr6vp.onmi.. [ pmember
roubleshooting + Support
R . Hiba Siilsiman Hs@xrvp.onmicrosoftc.. [0 wember
[ 1[ lesish Langer IsaiahL@5xr6vp.onmicros... [ Member
N aiomn Johannal@5xiévp.onmicr... [ \ember
[ Jonis@5xrévp.onmicrosof... [ pember
[l LeeG@5xrévp.onmicrosof.. [ Member
| LidiaH@5xrévp.onmicros... [ Member

2. The Overview screen will be displayed. From the Manage tab, click Licenses.

Microsoft Intune admin center

¥ Home > Users

Home i i
ft ® Hiba Sulaiman
4} Dashboard User
[ Devices Y @t
a2 Apps E Auditlogs
@, Endpoint security D sign-inlogs
G2 Reports £ Diagnose and solve problems
Ah Users
Manage
4& Groups

B Custom security attributes
A3 Tenant administration

&, Assigned roles
# Troubleshooting + support

A Administrative units

2 Groups
g Applications

Licenses

Ee

Ol Devices

3. Onthe Licenses screen, click Assignments

¢ Edit properties  [i] Delete () Refresh @\ Reset password
Overview Monitoring Properties
Basic info

Hiba Sulaiman
HS@S5xr6vp.onmicrosoft.com
Member

]

User principal name  HS@5xrévp.onmicrosoftcom [

Object ID 35aaffed-b36f-4e6c-bdac-35318020dbfs [
Created date time Oct 9, 2023, 2:06 PM
User type Member

Identities 5xrévp.onmicrosoft.com
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Microsoft Intune admin center

«
A Home

E1l Dashboard

= All services

I] Devices

i85 Apps

@ Endpoint security
Reports

A4 Users

& Groups

A Tenant administration

#{ Troubleshooting + support

Home > Users > Hiba Sulaiman

» Hiba Sulaiman | Licenses
User
[ 2 Search | « C' Reprocess () Refresh

—+ Assignments == Columns

&h Overview

Products State

Audit logs
No license assignments found.
D sign-in logs
/? Diagnose and solve problems
Manage
Bl Custom security attributes
& Assigned roles

& Administrative units

2 Groups

Applications
4 Licenses
Ol Devices

Azure role assignments

4. Update license assignments screen will appear.

Select licenses against the Microsoft 365 plan. Then select Microsoft 365 from the drop
down, check all options and click Save.

Microsoft Intune admin center

A Home
ED pashboard
= Allsenvices

Ll Devices

g ®

Hiba S

Update license assignments

@ Wren 3 user has oth direct and inherted licenses, only the directlicense assigament s removed when you uncheck 3 license check bor Inherite icenses are unavaiiable to

migrated between licenses.

B npps
W Endpaint security

G Reports

Select licenses

B Microsoft 65 5 Developer (without Windows and Audia Canferencing)

& users
&8 Groups
23 Tenant administration

X Troubleshooting + support

Review license options
Microsaft 365 E5 Developer (without Windows and Audio Conferencing)
Microsoft 365 E5 Developer (without Windows and Audic Conferencing)
B customer Lockbox ()
B Micosoht Loop
B eing Chat Enterprise
B Micrasoft Clipchamp
B Hicrosoft 365 Audit Platform
B viva Leaming Seeded
B oats Classification in Microsoft 365
B Microsoft 365 Communication Compliance
B Greph Connectors Search with Index
Power Virtual Agents for Office 365

Common Data Service for Teams
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Assign License to a Group

Use the following steps to assign an Intune license to the added group:
1. Click Groups.

Select the added group e.g. TW Group.

Microsoft Intune admin center

) Home

A Home
EL} pashboard
= All services
8 Devices

£ Apps

Groups | All groups
2 ps | Grollp

MSFT - Microsoft Entra

2 All groups

2 Deleted groups

%% Newgroup ' Download groups () Refresh

7) Dynamic group memberships have not been updated

Search

@ Endpoint security K Diagnose and salve problems k

5 Reports Settings seachmode (@D contains
& Users & General 9 groups found

&2 Groups €3 Expiration

&3 Tenant administration

X Troubleshooting + support

3 Naming policy
Activity

Access reviews
H Auditlogs
% Bulk operation results
Troubleshooting + Support

& Newsupport request

[7] Namet

(] ﬂ Mark 8 Project Team
O B v

] . Retail

] ' Sales and Marketing
O SampleTeam Ste
[} . Security

= e

1 M s s

Microsoft Intune admin center

ﬁ Home
E4l Dashboard
= All services

CH pevices

s Home > Groups | All groups

) TW Group =

Group

© overview

K Diagnose and solve problems

[l Delete

&7 Got feedback?

TW Group

pps G
@ Endpoint security Manage Intune SCEP
B2l Reports 1! Properties
&4 Users £ Members Membership type
&8 Groups &8 Owners
Source
2 Tenant administration & Roles and administrators
Type
# Troubleshooting + support & Administrative units
@ Group memberships iobjserld
Applications Created at
% Licenses i

Azure role assignments

Microsoft Intune admin center
«

A Home

EA} Dashboard

= All services

[ pevices

5 Apps

3. Onthe Licenses screen, click Assignments.

Home > Security
» Security | Licenses
‘ Group

© overview

K Diagnose and solve problems

@& endpoint security Manage

G2 Reports {I! properties
& Users & Members
& Groups 2 Owners

3 Tenant administration

XK Troubleshooting + support

&, Roles and administrators
& Administrative units

# Group memberships

Applications

Licenses

Ee

Azure role assignments

¢
 Assignments () Reprocess

Products

No license assignments found.

== Columns

2. The Overview screen will be displayed. From the Manage tab, click Licenses.
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4. Update license assignments screen will appear.
Select licenses against the Microsoft 365 plan.
Then select Microsoft 365 from the drop down, check all options and click Save.

Home > Security | Licenses

Update license assignments

Select licenses

Microsoft 365 ES Developer (without Windows and Audio Conferencing) Microsoft 365 ES Developer (without Windows and Audio Conferencing)

Save

Review license options

Microsoft 365 E5 Developer (without Windows and Audio Conferencing)
Customer Lockbox (A)

Microsoft Loop

8ing Chat Enterprise

B Microsoft Clipchamp

B Microsoft 365 Audit Platform

B viva Learing Seeded

B Data Classification in Microsoft 365

B Microsoft 365 Communication Compliance
B Graph Connectors Search with Index
Power Virtual Agents for Office 365
Common Data Service for Teams

Project for Office (Plan ES)

B Microsoft Insider Risk Management

B Microsoft Excel Advanced Analytics
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6.2. Authorize communication between CA and Intune

6.2.1. Add Mobile Device Management (MDM) Authority

A user needs to register the Mobile Device Management (MDM) authority to use Microsoft
Intune. Access Azure portal https://portal.azure.com by using the credentials used in section
5.1.5.

1. From the Microsoft Azure portal home page, open the left menu, scroll and click on
Microsoft Entra ID.

| Create a resource

ﬁ Home
[“4] Dashboard
= All services

% FAVORITES

App Services

> @

Function App
SQL databases
Azure Cosmos DB
Virtual machines

Load balancers

I $ 4 & a

Storage accounts
4> Virtual networks
» Microsoft Entra ID

O Monitor

2. From the left menu under Manage, click Mobility (MDM and MAM).
5 Search resources, semvicos and 603 (611 ]

Hage
@ MSFT | Overview

boadd v 6 e

Overview

3. Then click Microsoft Intune.
£ Search resources, services, and docs (G+/) I

Home > MSF

2) MSFT | Mobility (MDM and MAM)

+ add applicaion € Revesh 5 Manageview | [ preview featues | &P Got feedback?

Name ©

il Company branding
2 User settings
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4. You can specify settings to allow All users to enrol a device, or choose to
allow Some users (and specify a group).

= Microsoft Azure £ Search resources, sei
Home > MSFT | Mobility (MDM and MAM)

Microsoft Intune

MDM user scope

)
® None O some O an
MDM terms of use URL (@

https//portal.manage.microsoft.co ..

MDM discovery URL (D

https://enroliment.manage.microso...

MDM compliance URL ©

https//portal manage.microsoft.co ..

Restore default MDM URLs
MAM user scope

s ~ O
® None O some O anl

MAM terms of use URL

MAM discovery URL

httpsy//wip.mam.manage.microsoft ..

MAM compliance URL ©

T oo

5. In this document we have selected Some.
Add group Select the group e.g. TW Group from the list and click Select.

-~ Microsoft Azure B Sesch tesoutces, services. and does (G+/)
Home > MSFT | Mobility (MDM ard MAM) Select groups %
Microsoft Intune
S e : i Selected (2)
TRER—— (D Iy changing or adding fiters if you don't see what you're looking for.
Reset
© Nore @ some O an
MSFT "
NSt lsaeip onmicissottcom
Al Groups @o TWGroup ®
B — . B Nicrosbimtmonmiceficon
MM discovery URL © Name Type Email
| hetpsizenroliment manage microso. e
M eﬂ Sales and Marketing Group SaksandMarketing@Sxrvp.onmicrosoftcc
& Sample Team Site Group SampleTeamSite@Sxréup.onmicrasoft.com
] 3 Security Group
Sa ™o Graup L N ——
O 'ﬂ US. Sales Group. .S Sales@Sxrbvp.onmicrosoft.com
< > v

6. Then click Save.

Home > MSFT | Mobility (MDM and MAM)

Microsoft Intune

MDM user scope ®

O None @ some O ai
Groups
2 groups selected

MDM terms of use URL ©

[ https://portal.manage microsoftco ..

MDM discovery URL ®

[ https://enroliment.manage.microso...

MDM compliance URL ®

[ https://portal.manage microsoftco ...
Restore default MDM URLs

MAM user scope ®

@ None O some O ai

MAM terms of use URL

MAM discovery URL ©®

[ https://wip.mam manage.microsoft .

(o (SR
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6.3. Configure Intune Policy

After setting up both, Microsoft Intune and Microsoft Azure AD to activate Simple Certificate
Enrolment Protocol (SCEP), you gain the ability to create SCEP profiles for users and devices.
These profiles can be allocated within the Microsoft Intune environment.

However, for devices to utilize a SCEP certificate profile, it is essential to have a trusted root
certificate. The establishment of trust for the root CA can be achieved through the deployment
of a trusted certificate profile to the identical group that is granted the SCEP certificate profile.

Configure Intune Trusted Certificates and SCEP Certificate Profile

You need to create and configure the following Intune trusted certificates and SCEP certificate
profile:

o Trusted Certificate profile for ADSS Web RA Root CA in Computer Certificate Store —
Root.

e Trusted Certificate profile for ADSS Web RA Issuing CA in Computer Certificate Store —
Intermediate.

e SCEP Certificate profile.

‘ You are required to create and configure these three certificate profiles
individually for each platform i.e. Android, iOS and Windows.

This document explains you to create and configure certificate profiles for Windows 10 or later.
The steps for the other platforms i.e. Android and iOS will be the same.

6.3.1. Trusted Certificate Profile for ADSS Web RA Root CA
To create a Trusted Certificate profile for ADSS Web RA Root CA, follow the steps below:

1. Go to the Microsoft Intune admin center, and click on Devices from the main left menu.
Under the Policy tab > Configuration profiles > Policies > Create > New Policy.

Microsoft Intune admin center FE o0 & @ &

Home > Devices
H . . . .

Al Devices | Configuration profiles -

4] pashboard

= All services [Psearcn | «
- Policies Import ADMX

[} Devices Policy ”

i52 Apps Compliance policies + Create ¥ (O Refresh | Export ¥= Columns v

‘ Endpoint security O Conditional access

: —+ New Policy

Reports =) Configuration profiles B 0] 7 Add filters

T Import Policy

8 | —

44 Users Scripts

2. Inthe Create a profile tab, perform the following actions for Windows:

e Select the Platform as Windows 10 and later.

o Profile type as Templates,

e Search Trusted Certificate from the search bar in Template name and click Create.
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Create a profile X
Platform

[ windows 10 and fater v
Profile type

[ Templates v

Templates contain groups of settings, organized by functionality. Use a template when you
don't want to build policies manually or want to configure devices to access corporate
networks, such as configuring WiFi or VPN. Learn more

Trusted

Template name

Trusted certificate ()

If you are creating a profile for Android, perform the following actions at this step:

e Select the Platform as Android Enterprise.
o Profile type as Trusted certificate,
Then click Create.

Create a profile X
Platform

[ Android Enterprise ¥
Profile type

[ Trusted certificate

Import the trusted roat certificate from your Certification Authority and assign it to devices
that use SCEP and PCKS certificates to authenticate with your org’s resources. This policy is for
fully managed, dedicated, and corporate-owned work policy devices.

If you are creating a profile for iOS, perform the following actions at this step:

e Select the Platform as iOS/iPadOS.
o Profile type as Templates. Once you select this option, the Trusted drop down will appear.
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Create a profile X
Platform

[ ios/ipados M
Profile type

‘ Templates v ‘

Templates contain groups of settings, organized by functionality. Use a template when you
deon't want to build policies manually er want to configure devices to access corporate
networks, such as configuring WiFi or VPN. Learn more

[ Trusted

Template name

Trusted certificate ©

3. Inthe Basics tab set:
A profile name for the Trusted Root Certificate. Then click Next.

Microsoft Intune admin center

e Trusted certificate X
1! Dashboard Nindows 10and late
= All services
B v © Basics
i Apps Name * Root_Trust_CA
W Endpoint security Description
G2 Reports
Ak Users
SB Groups
£} Tenant administration
K Troubleshooting + support
Platform
Profile type

4. In the Configuration Settings tab perform the following actions:

Upload the Root CA Certificate — Here you can either:
o Download the chain of certificates from ADSS Web RA mentioned in section 5.1.10 under
the Enrolment Protocol (s) heading.
o You can create your own Trusted chain from ADSS Server as mentioned in section 3.1.
o If you have an existing CA certificate, you can use it here.
Then from Destination store select Computer certificate store - Root, and then click Next.
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Microsoft Intune admin center

[ashboard » Devices | Configuration >

-+
& tone Trusted certificate
Bl Dashboard Winddom

= all senviees
8 Devices @ Basic @ Configuration settings

i Apps Centficate file * adss-default-root-cacer
W endpaint seeurity
5 Repons

& users Destination store (0 Computer certificate store - Root |

B Groups

“aciss-default-root-ca.cer” =

£ Terant administration

A Troubleshooting + support

@ Upload Completed for adss-default-root X

cacer

0 an tatee 1.14 Kif | “Streaming

upload

5. Inthe Assignments tab, under Included groups, click Add groups.
Home > Devices | Configuration profiles

Trusted certificate

Windows 10 and later

@ Basic @ Configuration settings © Assignments Applicability Rules Review + create
Included groups
/Q, Add groups 9}} Add all users -+ Add all devices

Groups Group Members (D Filter

No groups selected

Filter mode

Edit filter

6. From Select groups to include:

Search and select your group e.g. All Windows 11 Devices it, and then click Select.

Select groups to include %
Azure AL Gireups
(@) Ty changing ar adding filters if you don't see what you're looking for, Selected (1)
Reset
Search
.ﬁ All Windows 11 Devices 0]
All Groups
MName Type Details
F-Y Al Windows 11 Devices Group
] & Android_intune_scep Group
] Intune_Webra Group
' 10% davices Groug
& ‘WebRA-Devices Group
') WIN-11 Device Developer Group
1 & window 10 and above Group
4 3
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7.

The group will appear in the list of included groups, click Next. You can set the
Applicability Rules, or leave the fields blank and then click Next to proceed.

Microsoft Intune admin center

A Home

Bl Dashboard

= All services

LH Devices

i Aops

@ Endpoint security
B2 Reports

& users

& Groups

&} Tenant administration

@ @ & Hibasuliman@
D A oo

Dashboard > Devices | Configuratior
Trusted certificate X
Nindows and later

@ Basic @ Configuration settings @ Assignments @ Applicability Rules Review + create
Included groups

R, Add groups

Groups Group Members O Filter Filter mode Edit filter

All Windows 11 Devices 0 devices, 4 users None None Edit filter

Excluded groups
@ When excluding groups, you cannot mix user and device groups across include and excude. Click here to leam more 3bout excluding aroups.
+ Add groups

Groups Group Members © Remove

No groups selected

On the Review + create tab, click Create.

Microsoft Intune admin center

A Home

Bl Dashboard

= Al services

8 pevices

& npps

W Endpoint security
G Reparts

% Users

&3 Groups

&* Tenant administration

# Troubleshooting + support

Dashboard > Devices | Configuration >

Trusted certificate

Windows 10 and lster

@ sasics @ Configuration settings @ Assignments @ Applicability Rules €@ Review + create
Summary

Basics

Name Roor_Trust_CA
Desc

e type
Configuration settings

Trusted Certificate

Certi adss-defaukt-root-ca.cer

Destination store Computer certificate store - Root

Assignments

Included graups

Group Group Members () Filter Filter

Refresh button.

A certificate profile will appear in the listing. If it does not appear in the listing, click on the
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6.3.2. Trusted Certificate Profile for ADSS Web RA Issuing CA
To create a Trusted Certificate profile for ADSS Web RA Issuing CA, follow the steps below:

1. Go to the Microsoft Intune admin center, and click on Devices from the main left menu.
Under the Manage tab > Configuration profiles > Policies > Create > New Policy.

Microsoft Intune admin center F o0 & @ &
& Home > Devices
u . . . .
Y Home Devices | Configuration profiles
24] Dashboard
= ok e a— T,
- olicies  Impo
[} pevices Policy A
i A . .
&is Apps Compliance policies + Create O Refresh J_/ Export #= Columns
@ Endpoint security O Conditional access + '
New Policy
Reports Configuration profiles _ ® W Add filters
. 7 Import Policy
Ah Users ™ Scripts

2. Inthe Create a profile tab:

e Select the Platform as Windows 10 and later,

e Profile type as Templates

e Search Trusted Certificate from the search bar in Template name and click Create.

Create a profile X

Platform

Template name T

Trusted certificate

3. In the Basics tab:

e Set a profile name for the Intermediate Certificate e.g. Intermediate_Certificate.
Then click Next.

Home » Devices | Configuration profiles

o Trusted certificate X
EL! Dshkoord Wi 10 arc e

Al senvices
O vevices O basics
B apps N Intermediate_Certificate
W Frdpoint secarity Bescripic
T Repon
AL Use
22 Gioups
£ Tt atkniristration
< Toubleshooting + support
- 9 e Platform

Praie y
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4. In the Configuration Settings tab,
Upload the Intermediate Certificate — Here you can either:

o Download the chain of certificates from ADSS Web RA mentioned in section 5.1.10 under
the Enrolment Protocol (s) heading.

o You can create your own Trusted chain from ADSS Server as mentioned in section 3.1.
o If you have an existing CA certificate, you can use it here.

e Then from Destination store select Intermediate certificate store - Root, and then click
Next.

Microsoft Intune admin cent

% Home » Devices| Configuration profiles

A Home Trusted certificate ’

@ Basics @ Configuration settings

Cartificats e *

5. In the Assignments tab:
e From the Included groups click Add group.
e Then select the groups to include, e.g. All Windows 11 Devices, and click Select.

Select groups to include X
Azure AD Groups

(@ Try changing or adding fitters if you don't see what you're looking for. Selected (1)
Reset
Search

-ﬁ All Windows 11 Devices i

Al Groups

Name Type Details

[

All Windows 11 Devices Grou

n

WebRA-Devices

[

WIN-11 Device Developer

ooooofe
o

ke

window 10 and above

6. The group will appear in the list of included groups, click Next. You can set the
Applicability Rules, or leave the fields blank and then click Next to proceed.
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Microsoft Intune admin center

Hiba.Sulaiman@0ssvfo... @

A Home

Bl pashboard

W Encpoint security
5 Reports

& Users

& Groups

&3 Tenant administration

A Troubleshooting + support

Dashboard > Des

evices | Configuration

Trusted certificate

0 Basics

Included groups

@ configuration settings @ Assignments @ Applicability Rules

Review = create

R, add groups

Groups Group Members ( Filter Filter mode

All Windows 11 Devices 0 devices, 4 users None None

Excluded groups

@ When exciuding groups, you cannot mix user and device groups across include and exclude. Cli

Edit filter

Edit filter

MSFT (0SSVF.ONMICROSOFT.COM) &0

Remove

Remove

Add groups

Groups

Remove

Group Members (

No groups selected

[ previous

7. On the Review + create tab, click Create.

Microsoft Intune admin center

Dashboard > Devices | Configuration >

A& Home

Trusted certificate - x
EL] Dashboard Windows 10 and lates
= All services =
[ Devices @ Basic @ Configuration settings @ Assignments @ Applicability Rules @ Review + create
vi
88 npps Summary
W Endpoint security Basics
Ri
palieees Name Intermediate Certificate
as Users Description
23 Groups Pl Windows 10 and later

prafile type Trusted certificate

2} Tenant administration

# Troubleshooting + support Configuration settings

Trusted Certificate

Certificate file adss-sample-test-ca.cer

Destination store Computer certificate store - Intermediate

Assignments

Included groups

Group

Previous Create

Group Members (0 Filter Filter

A certificate profile will appear in the listing. If it does not appear in the listing, click on the
Refresh button.

6.3.3. SCEP Configuration Profile
To create a SCEP Configuration profile, follow the steps below:

1. In the Microsoft Intune admin center, click on Devices from the main left menu.
Under the Policy tab, > Configuration > Palicies > Create > New Policy.

Microsoft Intune admin center &

o & @ &

«

Home > Devices

A Home

(=4l Dashboard

Devices | Configuration profiles

= Al services P ]«
- Policies Import ADMX
[l Devices Policy ~
855 Apps EJ Compliance policies —+ Create ™ () Refresh  Export £= Columns v
‘} Endpoint security O conditional access
= -+ New Policy
5d
G2l Reports Configuration profiles _ @ 7 Add filters
" T Import Policy
4k Users ™ Scripts
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2. Inthe Create a profile tab perform the following actions:

e Select the Platform as Windows 10 and later.

e Profile type as Templates.

e Search SCEP Certificate from the search bar in Template name and click Create.

Create a profile X

Platform

Windows 10 and later v |

Profile type

Templates

Template
don’
netw

[P scee

Template name ™.

SCEP certificate

3. Inthe Basics tab, set a profile name for the SCEP Certificate. Then click Next.

Microsoft Intune admin center

Dashboard > Devices | Configuration

(Al SCEP certificate -
ELl Dashbeard Windows 10 and later

= Allservices

© Basics

LA Devices

8 Apps Mame * SCEP_Certificate]

Descripticn

Platform

Frofile type

4. While creating a SCEP certificate, in the Configuration settings tab, fill in the following
fields:

Certificate type
Select a certificate type from the drop down.

e User
You can create two types of user certificates:

o User certificate

o User device certificate
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e Device
o Device certificate
Subject name format

The options for the subject name format depend on the certificate type you select, either user,
or device. You can also create a user device certificate, which is explained below:

e Subject name format if you are creating a user certificate:

To create a user certificate, enter a custom subject name format, for common name and email.
You can learn more about setting variables by clicking on the info button next to the subject
name format.

CN={{UserName}} - The user name of the user.
E={{EmailAddress}} - The email address of the user.

e Subject name format if you are creating a user device certificate:

To create a user device certificate, enter a custom subject name format, for common name
and email.

CN={{DeviceName}} - The name of the user device.
E={{EmailAddress}} - The email address of the user.
e Subject name format if you are creating a device certificate:

To create a device certificate, enter a custom subject name format, for common name. You
can learn more about setting variables by clicking on the info button next to the subject name
format.

CN={{AAD_Device_ID}} - This is used to identify a device by its Azure AD ID.

In this document, we are creating a user certificate.

Microsoft Intune admin center

S Dashboard > Devices | Overview > Windows | Configuration profiles

A Home SCEP certificate

4l Dashboard Windows 10 and later

= All services

[ Devices o Basics @ Configuration settings

£52 Apps Certificate type | user v

@ Endpoint security

Subject name format * (D | en=fuserName},E= {Emailaddress}) |
@ Reports

e Certificate validity period

You can select the duration in days, months or years, e.g. Years, 1.

e Key storage provider (KSP)

Specify where the key to the certificate is stored. Choose from the following values:

o Enroll to Trusted Platform Module (TPM) KSP if present, otherwise Software KSP

o Enroll to Trusted Platform Module (TPM) KSP, otherwise fail
o Enroll to Windows Hello for Business, otherwise fail (Windows 10 and later)
o Enroll to Software KSP

Home > Devices | Configuration profiles

SCEP certificate

Certificate validity periad * Years v

Key storage provider (KSP) * Mot configured ~
Not configured

nroll to Trusted Platform Module [TPM) KSP if present, atherwise Software KSP

E

Enroll to Trusted Platform Module (TPM) KSP, othes
Envoll to Windows Hello for Business, otherwise fail (Windows 10 and later)
E

nroll to Software KSP
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o Key usage
Select either both or one of the two options, e.g. Digital signature and Key encipherment from
this drop down.

e Key size
Select the number of bits contained in the key:
o Not configured

o 1024
o 2048
o 4096

¢ Hash Algorithm
Select one of the available hash algorithm types to use with this certificate.
o SHA-1

o SHA-2 or you may select both.

Key usage * O ‘ 2 selected v ‘

Key size (bits) * @ [1024 v

Hash algorithm * [ 2 selected v

Scroll down to fill in the remaining fields.

e + Root Certificate

Home > Devices | Configuration profiles

SCEP certificate

Windaows 10 and later

Root Certificate * (0

+ Root Certificate

Select the trusted certificate you created in section 6.4.1 and click OK.

Root Certificate X
Root Certificate * @
Profile name Profile type Last modified
Intermediate_Cert Trusted certificate 10/09/23, 10:21 AM
Root CA Trusted certificate 10/09/23, 10:23 AM
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The trusted root certificate will be uploaded.
o Extended key usage

Add values for the certificate's intended purpose. In most cases, the certificate requires client
authentication so that the user or device can authenticate to a server. Once you select, the
Object Identifier and Name will be auto-filled.

Root Certificate * ()

Root CA T
+ Root Certificate
Extended key usage * © m
Name Object Identifier Predefined values
| Client Authentication V][ 136155732

~ ‘ | Client Authentication (1.3.6.1.... | Tl ===

‘ Not configured ‘ | Not configured ‘ ‘ Not configured ~ ‘

¢ Enroliment Settings

Renewal threshold (%) - Enter the percentage of the certificate lifetime that remains before
the device requests renewal of the certificate. For example, if you enter 20, the renewal of
the certificate will be attempted when the certificate is 80% expired.

e SCEP Server URLs

At this step, copy the SCEP Profile URL that you created in Section 5.1.10 point number
12 and paste the URL here. Then click Next.

Enrollment Settings

Renewal threshold (%) * (D 20 v ‘
SCEP Server URLs * (0 m
| https://QA-Webra.ascertia.com.pk:451/scep/HS%20Revised/Microsoft-Intune-SCEP%20Profile v ‘ @ res

| e.g. https://contoso.com/certsrv/mscep/mscep.dll ‘

5. In the Assignments tab, from the Included groups click Add groups.

Home > Devices | Configuration profiles

SCEP certificate

Windows 10 and later

Q Basics o Configuration settings (3] Assignments

Included groups

rox,, Add groups p}&l\ Add all users -+ Add all devices

Groups Group Members (0 Filter

No groups selected

6. Then select the groups to include and click Select.
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Select groups to include

Selected (1)
Reset

(@ Try changing or adding filters if you don't see what you're looking for.

Search

@@ TWGroup
A‘ TWGroup@Sxrévp.onmicrosoftcom

All  Groups
Name Type Details
| 0, Security Group
oﬁ TW Group Group TWGroup@3xrévp.onmicrosoft.com
< >

7. The group will appear in the list of included groups, click Next. You can set the
Applicability Rules, or leave the fields blank and then click Next to proceed.

All services > Devices | Overview > Windows | Configuration profiles

SCEP certificate

Windows 10 and later

o Basics 0 Configuration settings (5] Assignments

Included groups
R, Add groups "2 /
Groups Group Members (O Filter

TW Group 0 devices, 2 users None

Excluded groups

0 When excluding groups, you cannot mix user and device groups across include and exclude. Click here to learn more about ex:

-+ Add groups
Groups Group Members O Remove

No groups selected

oo | N

8. On the Review + create tab, click Create.
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Microsoft Intune admin center

#
=1}
& |
L3
L‘l"‘
&
-]
&
«

Home

Dachboand

All services

Devices

Apps

Endpoint security
Reports

sers

Groups

Tenant ad ministraticn

Troubleshocting + support

s

Home

Windows 10 and later

0 Basics

Sumrmary

Basics

Name
Description
Platform

Profile type
Configuration settings

SCEP Certificate

Certificate type

Cartificate va

He

torage provider (KSP)

Key usage

Key size (bits)
Hash algorithm
Reot Certificate

Extended key usage

SCEP certificate

o Configuration settings

o Assignments

Windows 10 and later

SCEP certificate

Usar

@ Applicability Rules

CH={{DeviceNamel E={EmailaddressT]

1 Years

B Review + create

Erroll to Trusted Platform Module (TP KSP if present, otherwise Software KSP

Digital signature, Key encipherment

1024

SHA-T, SHA-Z

Root Trust CA
Mame

Obiject Identifier

Predefined values

You have created a SCEP certificate profile successfully.
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6.3.4. Windows Enrolment for Intune Policy
Log in to your Windows account with your Microsoft Intune user by following these steps:

1. Log into Windows account using your Microsoft Intune domain administrator, e.g.

HA@5xr6vp.onmicrosoft.com.

2. From the Start button, launch Settings and scroll to your user e.g. Hiba Sulaiman >

Change account settings.

Change account settings
Lock

Sign out

% Switch user

e Hiba Sulaiman

Documents

Pictures

3 Settings

Power

3. Click Access work or school account.

4. Then click on Connect.

Settings

@ Home

settfgs

@

Home

Find a setting

Accounts

Az

=]

Q

Find a setting

Accounts

A= Your info
= Email & accounts
@ Sign-in options
I Access work or school

R, Other users

Q

Sync your settings

5. From the alternate actions:

Your info

Email & accounts

Sign-in options

Access work or school

,  Other users

Sync your settings

Access work or school

Get access to resources like email, apps, and the network. Connecting
means your work or school might control some things on this device,
such as which settings you can change. For specific info about this, ask
them.

Connect
+
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Click Join this device to Azure Active Directory.

Microsoft account X

Set up a work or school account

You'll get access to resources like email, apps, and the network. Connecting means your
work or school might control some things on this device, such as which settings you can
change. For specific info about this, ask them.

| |Emai| address

Alternate actions:

These actions will set up the device as your organization's and give your organization
full control over this device.

Join this device to Azure Active Directory

Join this device to a local Active Directory domain

6. Enter your Microsoft Intune account e.g. HS@5xr6vp.onmicrosoft.com and click Next.

Microsoft account X

Set up a work or school account

You'll get access to resources like email, apps, and the network. Connecting means your
work or school might control some things on this device, such as which settings you can
change. For specific info about this, ask them.

hs@>5xrévp.onmicrosoft.com

7. You will be required to enter your password, and then click Sign-in.
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| Conecting te a sewice x

B2 Microsoft
hibasulaiman@ascertiadé9.onmicrosoft.com

Enter password

sign in

Termsefuse  Privacy & cookies  +- |

8. It may take some time to register the device with your company an apply policy.

X
Hold on while we register this device with your company and apply policy.
This may take a moment...
9. Success message appears. Click Done.
Microsoft account X

You're all set!

This device is connected to MSFT.

When you're ready to use this new account, select the Start button, select your current
account picture, and then select 'Switch account'. Sign in using your
HA@5xrévp.onmicrosoft.com email and password.

Done
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10. In the next step, you need to link your Windows account to Microsoft Authenticator app

on your mobile device. Make sure you use your Microsoft Intune account credentials to
log in to the Authenticator app.

Microsoft Authenticator app

Follow the steps below to link your Microsoft Intune account with Microsoft Authenticator:

e Launch the Microsoft Authenticator app on your mobile device and tap +.

= Authenticator Q-+

m Ascertia Limited
hiba sulaiman@ascertia.com

e On Add account, tap Add work or school account.

G Add account

HAT KIND OF ACCOUNT ARE YOU ADDINC

Personal account

= Work or school account

Other (Google, Facebook, stc.)

¢ Choose an option to Sign-in

< Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

Add work or school account
Signiin
Scan QR code

Cancel
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e Enter your Microsoft Intune email address and tap Next.

Cancel Get Codes

B® Microsoft
Sign in

hs@5xr6vp.onmicrosoft.com

Can't access your account?

‘ Q Sign-in options

e Enter your password and tap Sign in.

Cancel Get Codes

BS Microsoft

& hs@5xr6vp.onmicrosoft.com

Enter password

Forgotten my password

e A code from Authenticator app will appear. Access your mobile phone to enter the code
that appears on the screen.

Connecting to a sennce X

B® Microsoft
hibasulaiman@ascertiad69.onmicrosoft.com

Approve sign in request

Open your Authenticator app, and enter Ihe
number shown to sign in.

No numbers in your app? Make sure 1o upgrade to
the latest version.

Vi
Tems ofuse __Privacy & cockes ..
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e Setting up your device confirmation will appear. Click Got it to complete the setup.

Setting up your device

1t will take a few minutes to connect to your school or workplace. Any company apps,
network settings, email accounts, security policies, or other settings that your school or
workplace has set up for you will soon be set up on your device. If you don't have access
after waiting a few minutes, open the Settings app and select Accounts > Access work or
school > Info > Sync

11. Your account will be added, click Info.

12. Click Sync to apply the policies to your configured Windows device.

@ Hore Access work or school

< ke email apps.and the networic Comecting
hoos mig
s e change, For specife indo aboud thi, xk

5= Yourinto
1 Eal &accourts
Q sign-in cptions

| ©1 Acces wodk ar el
A Other users

2 Sncyoursatings

& Managed by MSFT

Dynamic miéht change depéndmg on device location, time, and
network configuration.

More information about Dynamic Management

Policies

*Security

Connection info

Management Server Address:

https://r.manage microsoft.com/devicegatewayproxy/cimhandler.ashx
Exchange ID:

709860567503686814BED2CEIZAIBIDS

Device sync status

Syncing keeps security policies, network profiles, and managed
applications up to date.

Last Attempted Sync:

The sync was successful
10/13/2023 4:1529 AM

Sync

Advanced Diagnostic Report

Your IT or support person may want additional information to help with
troubleshooting.

Create report
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13. You can also Sync by following the steps below:

In the Microsoft Intune admin center perform the following actions:

o Click Devices from the left menu and access your Windows device.
e Click Sync to apply all the configured policies.

Microsoft Intune admin center

i All services > Devices | Overview > Windows | Windows devices

H
B (i DESKTOP-GARLJAI -
ELl Dashboard
= All services O search | « X Retie D Wipe [ii] Delete [} R & Q sync £ Reset (@ Restart & Collect diagnostics
[l Devices ® oia A
8 Apps A\ Essentials
Manage
@ Endpoint security Device name
1 properties DESKTOP-GARLIA!
;‘;‘ Eovcete Mai name
%o Monitor HS_Windows_10/12/2023_5:26 AM
Hardh
28 Groups B Hardware il

8 Discovered apps Serial number

3 Tenant administration

K Troubleshooting + support I Deiiée ompinet s
Phone number Device model
B Device configuration S HP ProBook 450 G4
@ App configuration Saeinoie

Local admin password R
a i Device actions status

By Recoverybevs Action Status Date/Time Error

User experience

| o No data
) Device diagnostics

& Group membership

& Managed Apps

B Filter evaluation

) Freshstart -+

After the Sync is complete, your user will appear in the ADSS Web RA admin portal.

14. You can access ADSS Web RA to view it. From the left menu pane click Users:

[T] Created On Account Country Enterprise Name Service Plan B ®
O sg?i;loigfoo :S@eravp onricsditcom United Kingdom Ascertia Demo HS_Intune_SP
15. Then you need to sign up this user in the ADSS Web RA web portal.
Access Web RA web portal, enter your email and click Next.
LOGIN
Email «
hs@5xr6vp.onmicrosoft.com
(] Remember Me

16. An account activation dialog will appear, click Resend Email.

ACTIVATE ACCOUNT x

You must activate your account to login. Click on RESEND EMAIL button
to receive instructions to activate.

RESEND EMAIL CLOSE
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17. An email will be sent to the Microsoft account. Click the link in the email to complete the
sign up process.

Ascertia Limited

HiHS,

Welcome to the Ascertia Limited. Click the button below to confirm your
email address and activate your account.

ACTIVATE YOUR ACCOUNT

Regards,
Ascertia Limited Team

18. Fill the account activation details:
e Email

e Password

e Confirm Password

e Security Question

e Security Answer

e Select | agree to the Terms of Service and Privacy Policy
Click Activate.

ACTIVATE ACCOUNT

Email «

hs@ 5xrévp.onmicrosoft.com

Password

Security Question *
name

Security Answer *
number

~/" | agree to the Terms of Service and Privacy Policy

ACTIVATE

19. Then you will be directed to the Web RA login page.
Enter your email address, click Next.

Ascertia Limited 2023 Commercial-in-Confidence Page 83 of 106



[
ADSS Web RA Server — Microsoft Intune SCEP Deployment Guide ascerfia

LOGIN

Email *
hs@5xrévp.onmicrosoft.com

/' Remember Me
.

20. Then enter your password and click Login here.

< LOGIN

Email »

Password *

10/255

+/ Remember Me Forgot Password?

6.3.5. Windows Sync to Generate Certificates
Once you log in to your Windows device with your user e.g. HS@5xr6vp.onmicrosoft.com, the
following use cases will occur:

1. When creating user certificate, all the configured policies will be applied to the enrolled
Windows devices. This may take a few minutes to apply all the policies. Once applied,
they will appear in the ADSS Web RA web portal.

Access ADSS Web RA web portal > Certificates. The certificates appear in the listing.

Micrasoft Infune SCH
ISSUED CERTIFICATES

Certificate Alias

Centificate Type Expiry Date

592313 9721 4dd6 acha Intune_Demo_User_ Issued
6eedcaliObde Profile s e 2024-10-13

€d829366-0062-4d26-251-  Intune_Demo_Devic Issued
2a6l3bad630 & Profile s e 2024-10-13

s 7de72013-4430-490d-2e73- Intune_Demo_Devic Issued
e

2 2024-10-
65294277-1E Babisiita HS e 2024-10-13

01636955 f608 dda2 2270 Intune_Demo_Devic Issued

65294274-9F S 2004-10-13
09ad6d1abTe e Profile 202310

Showing: 4/4

2. When creating a device certificate, as soon as you Sync, all the configured policies will
be applied to the enrolled Windows devices automatically. Once applied, they will appear
in the ADSS Web RA admin portal.
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CERTIFICATES

[] Request No

[[] 652989F5-F1

[] 65298900-16

[ 65294277-1E

[ 65294274-9F

[[] 6527B55E-32

[] 65016938-95

HS
hs@Sxrévp.onmicrosoft
com

HS
hs@Sxrbvp.onmicrosoft
om

HS
hs@5x6vp.onmicrosoft
com

HS
hs@Sxbvp.onmicrosoft

dbeed368-2199-
4a2f-b51f-
404bd7a6535

2b9851¢9-cc32-
440e-b781-
d9c49cb2f49

Enterprise Name

Ascertia Demo

Ascertia Demo

Ascertia Demo

Ascertia Demo

Ascertia Demo

TR_intune

Common Name

HS
6131394c12e03ccd088f3f3d
ec95b11ad7544949

HS
5d1272d78a1dbafed936b77
e88b2aalae2ccbb3a

HS
7a3ebceaacd5120eb1c0b9f7
5b84debd9a044031

HS
5{7dbf3bfd5acab81e764361
75231a339bd24c99

dbeed368-e199-4a2f-b511-
404bd7a6535
182822678570b55918faab84
e00eaad0cc51983f

2b9851¢9-cc32-440e-b781-
d9c49cb2f49
150841f491768d5508b0b60
4dd925c6bd2e619c5

Certificate Type

Intune_Demo_User_Profile
Microsoft Intune SCEP

Intune_Demo_Device_Profile
Microsoft intune SCEP

Intune_Demo_Device_Profile
Microsoft Intune SCEP

Intune_Demo_Device_Profile

Microsoft Intune SCEP

Intune_Demo_Device_Profile

TR intune_Device

2023-10-13

Issued
2023-10-13

Issued
2023-10-13

Issued
2023-10-13

Issued

2022-10-12

Expired

Expiry Date w
2024-10-13 )
2024-10-13 H
2024-10-13 H
2024-10-13 H
2024-10-12 H
2023-09-14 3

Showing: 20/ 104
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6.4. Android Enrolment for Microsoft Intune SCEP

By enrolling your device in Microsoft Intune, you get secure access to work or school apps on
your Android device, and access to apps in Intune Company Portal and the Microsoft Intune
app. The Company Portal app and Intune app also monitor your device settings to ensure they
meet your organization's requirements and syncs including apps, policies, and updates from
your organization to your device.

Firstly, you will create Android configuration policies for Trusted certificates and SCEP
certificate similar to the ones created for Windows in section 6.4. Then you will proceed with
the Android enrolment process.

6.4.1. Setup Android enrolment in Intune Application
1. Access the Microsoft Intune admin center.

2. From the left menu, click Devices > Android > Android enrollment.
3. Scroll to Android Enterprise and under Properties click on Managed Google Play.

Microsoft Intune admin center

Home wdroid > Android

& riome ] Android | Android enrollment -

B! Dashboard

= Allservices O search | Select an Android managem: nd enrallment profile type to start
solution, make sure to link y on's Goegle Play aceount to InTund

LW Devices : k ’ ae !

i Apps

¥, Endpoint security General

3l Reports

Android policies
&k Users B enroliment netifications

Campliance policies

or push notifications to devices
tion profiles atter they enrol

28 Groups

LF Tenant administration
OTA deployments
X Troubleshooting + support

Android Enterprise

Prerequisites

Managed Google Play

B

Link your managed Google Play account to
Intune.

Bulk enrcliment methods

4. The Status of this application is Not Setup.

e Select | agree under | grant Microsoft permission to send both user and device information
to Google.

e Then click Launch Google to connect now.

Managed Google Play X

A Essentials
Status Goo
& not setup Nat

Organization Registration date
Mot Available Mot Avallable

You must connect Intune to your company’s managed Goagle Play account to manage Android enterprise devices, Follow the steps below to
enable Andraid enterprise enraliment. Leam more.

1.1 grant Microsaft permissicn to send both user and device information to Geagle. Learn more

| sgree

2. Connect your Intune tenant to an administrative Google account to enable Android enterprise enrollment

Launch Google to connect now.
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5. Follow the wizard under the Google Play, by clicking Sign in.

' Google Play

Bring Android to Work

Work smarter and faster with Android
SIGN IN

6. The following screen will appear.

Enter your current password and set a hew one. Then click Sign in.

7.

Microsoft Intune

B Microsoft
HS@5xrévp.onmicrosoft.com
Update your password

You need to update your password
because this is the first time you are
signing in, or because your password
has expired.

[Current password

New password

Confirm password

Terms of use  Privacy & cookies  « -+

If you have not followed the Windows enrolment for Microsoft Intune, and have not set
up the Authenticator, the following will appear. Click Next.

Microsoft Intune

Termsof use  Privacy & cookies  « -«

B7 Microsoft
HA@5xrévp.onmicrosoft.com

Action Required

Your organization requires additional
security information. Follow the

prompts to download and set up the
Microsoft Authenticator app.

Use a different account

You have 14 days until this is required.
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8. The Keep your account secure will appear. Click Next.

MSFT ?

Keep your account
secure

Your organization requires you to set up the
following methods of proving who you are.

Microsoft
Authenticator

0 Start by getting the
app

On your phone, install the Microsoft

Authenticator app. Download now

After you install the Microsoft
Authenticator app on your device, choose
“Next".

| want to use a different authenticator

app

9. A code will appear on your mobile’s authenticator app, enter the code, then click Next.
10. It will redirect you to Google’s log-in page.
Enter email address and click Next.

Google
Signin

Use your Google Account

[ hibasulaiman469@gmail.com|

Forgot email?

Not your computer? Use a Private Window 10 sign in
Learn more

English (United Kingdom) ~ w Help

Terms|

11. Then enter password and click Next.

Google

Hiba Sulaiman

@ hibasulaimands9@gmail.com v

Enter your password
[ ecscccos

[] Show password

Forgot password? m

English (United Kingdom) v Help  Privacy

Terms
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12. Once you log in to your Gmail account, it will redirect you to the home page. Click Get
started.

' Google Play # @

Bring Android to work

Get started

13. Enter a Domain name e.g. Ascertia Demo and click Next.

' Google Play z @
Business details

We need some details about your business

Domain name or Business name
Veur snawer
Ascertia Dema
Enterprise mobility management (EMM) provider

Microsoft Intune

14. Enter the following:

e Your name

e Emall

e Phone

e Select | have read and agree to the Managed Google Play agreement
Then click Confirm.

B Google Play i@ @
These details can be added later, in the Admin Settings section of managed Google Play, If you do not have
them available right now.

Data Protection Officer
Hiba
et
sulemanhebad@gmail com
o
009

EU Representative
Name
Email
Phone
| avereac nd agree ta the Managed Google Piay agreement
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15. Click Complete Registration to complete the setup.

B Google Play s @
Set up complete

Thanks for choosing Android enterprise.

Complete Registration

16. Intune will redirect you to the Managed Google Play tab with the status Setup. If it does
not redirect you automatically, you can switch to the Microsoft Intune admin center, the
status will appear as Setup.

Managed Google Play X

Android enroliment

;yo Disconnect
/\ Essentials

Status Google account
o Setup hiba.sulaiman469@gmail.com

Organization Registration date
Ascertia Demo 10/11/2023, 6:08:38 PM

You must connect Intune to your company’s managed Google Play account to manage Android enterprise devices. Follow the steps below to
enable Android enterprise enrollment. Learn more.

1. 1 grant Microsoft permission to send both user and device information to Google. Learn more.

| agree.

2. Connect your Intune tenant to an administrative Google account to enable Android enterprise enrollment.

17. Once the device enrolment is compete, you have to enrol your Android device on the
Company Portal app.

6.4.2. Enrol your Android device with Company Portal

Enrol your personal or corporate-owned Android device with Intune Company Portal to get
secure access to company email, apps, and data. Use the same Gmail account to log in to
this application that you have used in Microsoft Intune.

Company Portal supports devices running Android 8.0 and later.
Install Company Portal application

1. On your Android device, tap Home, then tap Play Store.
2. Search for and install Intune Company Portal.
3. Tap Accept, when app permissions prompt.
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Enrol Device

During enrolment, when prompted, choose a category that best describes how you use your

device.
1. Open the Company Portal app and sign in with your work account. If prompted to, review
notification permissions for the application.
2. If prompted to accept organization’s terms and conditions, tap Accept All.
3. Tap Begin to enrol your device.
Ascertia Access Setup
Let's set up your device to access your
email, Wi-Fi, and apps for work. You'll
also be able to manage your devices.
o (
[ J
© updated
POSTPONE BEGIN
4. Review what your organization can and cannot see. Then tap Continue.
Ascertia cares about your
privacy.
© Ascertia can never see:
‘ Ascertia may see:
< CONTINUE
5. Log in to your Microsoft Intune account by:

Entering your email e.g. HS@5xr6vp.onmicrosoft.com
Password
Then click Sign in.
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Microsoft Intune

B® Microsoft
< HS@5xr6vp.onmicrosoft.com
Enter password

Password

Forgotten my password

Termsof use  Privacy & cookies -+ + A

6. Login to the Authenticator app and sign-in with your Microsoft Intune user credentials.
Open the Authenticator app on your device and approve with the prompted verification
code. Refer to section 6.1 point 4 to see the Microsoft Authenticator configurations.

Microsoft Intune

B3 Microsoft
hibasulaiman@ascertiad69.onmicros.
Approve sign-in request

@ Open your Authenticator app, and
enter the number shown to sign in.

No numbers in your app? Make sure to
upgrade to the latest version.

| can't use my Microsoft Authenticator app
right now

Termsof use  Privacy & cookies  +«- y

7. Your device is enrolled in the Microsoft Intune admin center.

Dashboard > Devices | Overview > Android

@ Android | Android devices

[ £ search | «
© Overview
n Android devices

B Android enroliment

Android policies
[l Compliance policies
[L configuration profiles

$ Android FOTA deployments

O Refresh L Export #= Columns ~ i Bulk device actions

X
1 devices
@ OS: Android (device administrator), Android (personally-ow... , +4 % Add filters
Managed by Ownership ~ Compliance ~ 0S 7 05 version ¥ Primary us..  Last check-in
HS_AndroidForWork_10/11/2023...  Intune Personal @ Compliant  Android (.. 11.0 HS@5xrév...  10/13/2023, 1...
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8. Click on the device, all the details of the device will be displayed.

Dashboard > Devices | Overview > Android
) Android | Android devices X

[ 2 search | « -
- () Refresh L Export #= Columns ~ 2 Bulk device actions 1 devices

O Overview

B Android devices

‘ O Search @ OS: Android (device administrator), Android (personally-ow... , +4 2 Add filters
B Android enrollment
Device name 1 Managed by Ownership  Compliance 05 7 05 version 7 Primary us..  Last check-in
Android policies
HS_AndroidForWork_10/11/2023...  Intune Personal @ Compliant  Android (... 11.0 HS@5xrév...  10/13/2023, 1...

[l Compliance policies
[L configuration profiles

& Android FOTA deployments

6.4.3. Android Sync to Generate Certificates
1. Once your Google account is linked with Intune, click Sync to apply all the policies and
updates.

Sync - HibaSulaiman_AndroidForWork_9/4/2023_1:18 PM

Intune will attempt to check in with this device. If successful, it will sync current actions or policies to the device.
Would you like to continue?

-_—

2. Now, you can Sync via Company Portal app or from the Microsoft Intune admin center
as explained above, to apply all the profiles you have created for your Android device.
Once the policies are applied, your certificates can be viewed from the ADSS Web RA
admin or web portal (depending on the type of certificates i.e. User or device).
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6.5.10S Enrolment for Microsoft Intune SCEP

Enrol your iOS device with the Intune Company Portal app to gain secure access to your
organization's email, files, and apps.

After your device is enrolled, it becomes managed. Your organization can assign policies and
apps to the device through a mobile device management (MDM) provider, such as Intune.

6.5.1. Setup iOS Enrolment in Intune Application

1. From the left menu, click Devices > i0OS/iPadOS > i0S/iPadOS enrollment. From the
Prerequisites, click Apple MDM push Certificate. Select | grant Microsoft permission to
send both user and device information to Apple.

Microsoft Intune admin canter

# Home > Devices | Enrall devices > Enroll devices Configure MDM Push Certificate ®
Enroll devices | Apple enrollment -

2 Downiosd the Inture ctiicals sigriag regues required Lo reate an fppie MOM push ceticate
Apsle MDL e ! o "
 tean

Denlssd pour G

Prerequisites

Enrollment options.

2. Download the Intune certificate-signing request.

3. Then create an Apple MDM push certificate. Click the link; it will redirect you to the Apple
(Idms) portal. Login with your Apple ID.

Apple Push Certificates Portal

Get Started

FAQ

4. Atthe Terms of Use, select | have read and agree to these terms and conditions, and
click Accept.

Apple Push Certificates Portal

Terms of Use

PLEASE READ THE FOLL REEMENT L
'BEFORE DOWNLOADING OR USING THE APPLE CERTIFICATES. THESE TERIAS AND CONDITIONS
'CONSTITUTE ALEGAL AGREEIENT BETWEEN YOUR COMPANYIORGANIZATION AND APPLE.
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5. Inthe next step, upload the CSR you downloaded in step 3, and click Upload.

Apple Push Certificates Portal

Create a New Push Certificate

Upl

igned by your hird-party server

H
L]

Apple Push Certificates Portal :

Confirmation

You have successtully created a new pu h the tollowing information:

7. In the Microsoft Intune admin center, enter your Apple ID.

8. Upload your Apple MDM push certificate and then click Upload. Once the upload is
complete, all the enrolment methods will be enabled.

Microsoft Intune admin center

© Home > Cnrol

L= Enroll devices | Apple enrollment X
ELl Dashboard =
= Al services
quies an Apple MOM 12 10 manage Apple devices, and supports muliple encaliment rethods. Set up the WD
4 Devices push certificate to begin, Learn more.

B aop

Prerequisites

@ Apple MDM Push cerfcate
Certficste requied t0 manage Apple cevices

W Endpoint security
05 Reports

& s

28 Groups

3 Tenant administration

Bulk enrollment methads

[\ #eie conigurstor

== Manage Apple Canfigurator envolliment

X Tioublesho

Enrollment options

=
U s
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9. From the Enrolment Options, click Enrolment Types. Then click Create profile. Select
i0OS/ iPadOS.

Microsoft Intune admin center

‘

Heme > Crell devices | Apple enrollment

A Home Enroliment type profiles

B4l pashboard Apple enrcliment

= All services —+ Creste pofile

CH Devices

Create and manage envollment type profiles for i05/iRadCs
&8 Apps

% Endpaint security

o Priority Marme
5= Reports
Na Results
aa Users
S Groups:

A2 Tenant administration

?\‘ Troublesheating + suppert

10. In the Basics tab, set a profile name for the iOS Certificate e.g. HS_iOS. Then click Next.

Home > Crrcll d Apple enrcliment > Cnrolimer

Create enrollment type profile

Name:* £ Hs g
&

& v

28 Groups
£ tenant administrarian

X Wroubleshooting + support

Noxt

11. In the Settings tab, select Device enrolment with Company Portal from the drop down,
and click Next.

Microsoft Infune admin center

lame > Cnvoll devices | Apple ervollment > [nrollment type profiles

ot Create enrollment type profile

ER Dachtoard Rppe envotmer

= Allservices

L) Cevices D pas

BB appe eorporate davices will enroll

and
aroll with the selectod defau't option.
® Fndpoint security

[ Reports

Enroliment type * Device enroliment with Company Portal ~

X Toublsshocting + supper:
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12. In the Assignments tab, click Add groups, then select your relevant group e.g. Group 2
and click Select.

Select groups to include X
Azure AD Groups
(D) Try changing or adding filters if you don't see what yau're loaking far Selected (1)
Rezet

82 Group 2 W

Al Groups
Name Type Details
F-3 Group 2 Group
_| F- 3 Group1 Group

13. The group will be added to the list of Included groups.

Select groups to include X

Azure AD Graups

(I) Try changing or adding filters if you don't see what yau're loaking for Selected (1)
Reset
Search

F. Group 2 W

Al Groups
Name Type Details
& Group 2 Group.
_| F- 3 Groupi Group
< > “
Select

14. On the Review + create tab, click Create.

Microsoft Intune admin center

« Home > Enroll devices | Apple enrollment > Enrollment type profiles

& .
f.3 0 Create enrollment type profile
BT Dashboard Apple enroliment
i= Al services
B Cerice @ pasics @ Setiings @ Assignments @) Review + create
2 Apps Summary
@, Endpoint security Basics
G reports -
A, Users Description No Description
&8 Groups
Settings
¥ Tenant administration
Enroliment type Device enroliment with Campany Portal
A Troubleshaoting = support
Assignments
ncliaded groups Group ?
Excluded groups No Fcluded groups

Previous m
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15. The profile you created will be listed in the enrolment type profiles listing.

Home > Enroll devices | Apple enrollment

Enrollment type profiles - X

Apple enroliment

~+ Create profile

Create and manage enroliment type profiles for iOS/iPadOS users that have personal or corporate devices. This profile deploys device and enrollment type options to users setting up their devices in Company Portal. Learn
mare.

Priority Name Description Assigned Last Modified

1 Hs_ios No 09/05/23, 11:43 AM

Once the device enrolment is compete, you have to enrol your iOS device on the Company
Portal app.

6.5.2. Enrol your iOS device with Company Portal
Enrol your personal or corporate-owned iOS device with Intune Company Portal to get secure
access to company email, apps, and data.

Company Portal supports devices running iOS 14.0 and later.
Install Company Portal application

1. On your iOS device, tap Home, then tap App Store.

2. Search for and install Intune Company Portal.

3. Tap Accept, when app permissions prompt.

Enrol Device

During enrolment, when prompted, choose a category that best describes how you use your
device.

1. Open the Company Portal app and sign in with your work account. If prompted to, review
notification permissions for the application.

2. If prompted to accept organization’s terms and conditions, tap Accept All.

3. Tap Begin setup to enrol your device.

< Devices Device details

iPhone

i

Begin setup

Manufacturer
Model

Operating system

Original name
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4. From the set up organization access screen, tap Begin.

Ascertia

Set up Ascertia access

Review privacy information
Download management profile
ment profile

Checking device settings

5. Review what your organization can and cannot see. Then tap Continue.

< Back

Device management and
your privacy

Continue

6. If prompted to, allow permissions to download a configuration profile.

12:03
< Authentica,

T .

Cancel @ nanage.microsoft.com aA ¢

Download management profile
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7. Once the profile is downloaded, the following confirmation message will pop-up, tap
Close.

8. Then go to your iOS device’s Settings. Under the Apple ID, tap Profile Downloaded.

Settings

Install Profile

More Details
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10. While enrolling the certificate, the following will appear.

11. When prompted, tap Trust to enrol your iOS device into remote management.

12. Once the profile is installed, tap Done. Open the Company Portal app again.

Profile Installed
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13. The set up organization access screen will appear, tap Continue.

Ascertia

Set up Ascertia access

14. The app will check the device settings. This may take some time.

< Back

Checking device settings

15. Once your device in enrolled, your device details will appear.

< Devices Device details

Hiba's iPhone

Ascertia Limited 2023 Commercial-in-Confidence

Page 102 of 106



@
ADSS Web RA Server — Microsoft Intune SCEP Deployment Guide ascerria

6.5.3. iOS Sync to Generate Certificates
1. Once your iOS device is linked with Intune, in the list of devices you manage, select the
iOS device to open its Overview pane, and then select Sync.

Sync - HibaSulaiman_ Hiba's iPhone _9/4/2023_1:18 PM

Intune will attempt to chedk in with this device. If successful, it will sync current actions or policies to the device.
Would you like to continue?

N - |

2. To confirm, select Yes.

You can Sync via Company Portal app or from the Microsoft Intune admin center as
explained above, to apply all the profiles you have created for your Android device. Once the
policies are applied, your certificates can be viewed from the ADSS Web RA admin or web
portal (depending on the type of certificates i.e. User or device).
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7. View Certificates (from ADSS Web RA Web Portal)

The Microsoft Intune user can view and manage the certificates from ADSS Web RA web
portal.

1. Loginto ADSS Web RA web portal using your Microsoft Intune user credentials.

4 LOGIN

*
Password *

10/255

/" Remember Me Forgot Password?

slan e

2. From the left pane, expand Microsoft Intune SCEP > Create Requests.

This page consists of all the certificate requests including approved, and requests in draft
form, due to any limitations from ADSS Web RA.

Micrasoft Intune SCEP

SC
CERTIFICATE REQUESTS

e Center N Request No. Certificate Type Request By Status
ot Protocels) roved
§52989F5-F1 Intune Demo User Profile Hs ‘ﬂ’ e
65298900-16 Intune_Dema_Device_Frofle  HS Approved H
6529427T-1F Intune_Demo_Device Profile 1S Approved
£5294274-9F Intune_Demo_Device Profle  HS Approved i
65292777-51 Intune Demo Device Profle  Hs B
65292777-4F Intune_Demo_Devies Profile  HS praft H
6529273B-1C ; Intune_Demo Device Profile 1S ok
65292734-B7 "‘ . Hs e
nnnnnnnnnnn User He Draft
Showing: 20/ 111
Abo,

3. Click Issued Certificates to view all the certificates including issued, revoked, expired,
etc.

Microsoft Intune SCEP

ISSUED CERTIFICATES

Request No Commaon Name Certifieate Alias Certifieate Type Request By Status Expiry Date

5c923d13-97a1-4dd6-acka Infune_Demo, Lisar_ Issued
Ga2989E5-EL Gee9caliDBde Profile 1= 20231013 220
5298900.16 eds29366-OBez-ad2i-b2se-  Intune Demo Deve o Issued o 1013 :
aesel3badsac e Prolile 20031013
Tde72013-4430-490d-8¢T3-  Intuine_Demo_ Devic Issued
s BT fieabidciee e Profile s 2023101 2021013
@ Personal Information
. 01636955-608-44a2-3270-  Intane Demo: Dievic Revoked
8 Enerprisz M 65294274-9F sestsenabre e profie Hs s 2024-10-13

Terms of Senvice (4
Privacy Policy €
Help

Showing: 4/4
About
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4. To revoke a certificate, click : against a certificate, and then click More Actions.

@ Dashboard

BS) Cartficats Center v
B tnvalment Protocalis) v
B Microselt Intunc SCEP -

Centficate Requests

Revocation Requests

Settings
@ Persanal Informatios v
8 Enterprise v

Terme of senvice B4
Priuscy Foiicy
Help

Abeut

Microsoft Intune SCEP

ISSUED CERTIFICATES

Request No

65294277-1E

Certificate Alias

Certificate Type

5c424d13 97e1-Addb acba:  Intune Demo User_ o
GeedcalT0Bde Prafile
edB29166-0962-4026-b254-  Intune Demo Devic
sabd2badéicd & Profile
7de72013-4430-4%0ckacT3-  Intune Deme Devie o
fe3bfétciie e_Profile §
01616855-4600-4452-a270-  Intune Domo Devic |
095fdE81bTe ¢ Profile

Issued

20021013

Revoked

0221013

2024-10-

2024-1

202410

2024-1

View Certificate
Download Certificate

Delete Certificate

More Actians

Showing: 4/ 4

5. Select Revoke Certificate, and Certificate Revocation Reason and click Revoke.

CERTIFICATE ACTION x

Certificate Type: Request No: 65294274-9F
Intune_Demo_Device_Profile

Action
Revoke Certificate v

The certificate will be revoked for the reason you specify.

Certificate Revocation Reason »
Unspecified v

You can also add an optional message. Click REVOKE button to revoke
the certificate.

Message

[ Are you sure you want to revoke this certificate?

S

6. The certificate will appear in the Revoked Certificates listing.

@ Dashbosrd

& Centificate Center ~
£, enrolment Protocol(s) v
= Microsoft Intune SCE7 -

Settings
@ personal Information .
B emerprise -

Terms of Senvice 4

Policy 2
Help 2

Abaut

Microsoft Intune SCEP
REVOCATION REQUESTS

Request No

65204274-9F

Search by request no

Request Type Certificate Type

User

et e o Intune_Deme Device_ Pralile

Status

Approved

2023-10-13

Showing: 1/1
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8. Troubleshooting

This section lists a few common issues that a user may face while setting up Microsoft
Intune SCEP. To ensure a smooth process, you need to ensure the following:

1. If you are already logged in to Ascertia’s domain, your Ascertia’s account signed up with
Microsoft may be logged in automatically. You need to ensure that you either log out
from your existing account, and re-login with other credentials or use a different browser.

2. In case you are unable to access Groups in the Microsoft Intune admin center, make
sure that you are not connected to Ascertia’s network. Switch to a different network to
access Groups.

3. While installing the Management Profile in the iOS company portal app, the profiles may
not install due to poor network. Ensure that you do not have any connectivity issues
while following the instructions mentioned in this document.

For further details, contact us on sales@ascertia.com or visit www.ascertia.com
*** End of Document ***
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