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1 Introduction

This manual is intended for ADSS Web RA Server administrators responsible for installation
and configurations of the Windows Certificate Enrolment. It describes an end-to-end flow, right
from installation, to configurations and certificate issuance. It is assumed that the reader has
a basic knowledge of digital signatures, certificates and information security.

1.1 Scope

This manual describes how to install and configure Ascertia ADSS Server and Microsoft Active
Directory and Windows Servers and Clients to enable manual and automated certificate
issuance of digital certificates.

1.2 Intended Readership

This manual is intended for use by Ascertia staff and customers who will be installing and
configuring ADSS Server and ADSS Web RA Server to issue certificates within a Microsoft
Active Directory Environment. It is assumed that the reader has a basic knowledge of standard
Windows commands.

1.3 Conventions

The following typographical conventions are used in this guide to help locate and identify
information:

o Bold text identifies menu names, menu options, items that can be clicked on the screen,
file names, folder names, and keyboard keys.

e Courier New fontidentifies code and text that appears on the command line.

e Bold Courier New identifies commands that are required to be typed in.

1.4 Technical Support

If Technical Support is required, Ascertia has a dedicated support team. Ascertia Support can
be reached/accessed in the following ways:

Website https://www.ascertia.com

Email support@ascertia.com

Knowledge Base https://www.ascertia.com/products/knowledge-base/adss-server/
FAQs https://ascertia.force.com/partners/login

In addition to the free support services detailed above, Ascertia provides formal support
agreements with all product sales. Please contact sales@ascertia.com for more details.

When sending support queries to Ascertia Support team send ADSS Trust Monitor logs. Use
the Ascertia’s trace log export utility to collect logs for last two days or from the date, the
problem arose. It will help the support team to diagnose the issue faster. Follow the
instructions on how to run the trace log export utility.
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2 Windows Certificate Enrolment

ADSS Web RA Server provides an implementation of the Microsoft WSTEP Windows
Enrolment protocol for automating x.509 certificate issuance for public key infrastructure (PKI)
clients. These include web servers, endpoint devices and user identities, and anywhere PKI
certificates are used, as well as the associated certificates from a trusted Certificate Authority
(CA). Windows Enrolment uses certificate enrolment policy to enrol identity certificates based
on authentication scheme in deployment URLs. The following workflow explains how Windows
enrolment works. (Typical Scenario)

I
Windows Domain
Certificate
Enrolment Policy

S

Domain
Controller

o

[am—1 e <
N

User Windows ADSS Web RA Server
Workstation Certificate Enrolment Policy Server
Certificate Enrolment Server

~ S

Trust Services
< ™
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~
Certificate 1ssuingCA -~
< >
N
=

Certificate  ROOLCA

Client connects to the CEP web service over HTTPS.

The Windows Client \ Windows Server computer is configured to enrol for certificates against
ADSS Web RA CEP server. When CEP server is configured in the environment, the client
will connect to the CEP server via port 443 (HTTPS), and connect to the Certificate
Enrolment Policy (CEP) web service.

Administrators can configure via group policy to identify which CEP server to use. The
configurations for CEP web service are further explained in this document.

CEP web service queries LDAP.

The CEP service will send an LDAP query to a domain controller to get the following:

o Queries for a list of pKiCertificateTemplate objects (Certificate Templates) within the
forest.

e Queries for a list of pKIEnrollmentService objects (Enterprise CA’s) within the forest.
e Queries for a list of msPKI-Enterprise-Oid objects within the forest.

Once all the objects are collected and sent back to the client computer, it determines the types
of certificates for which it can enrol and which enterprise CAs can issue those certificates.
There is a new attribute in the CA’s “pKIEnrollmentService object” that indicates the URLs for
the CES servers in the environment to the client computer. The attribute name is msPKI-
Enroliment-Servers. The attribute is a multi-valued string so there can be multiple URL’s
defined if you need to support different authentication methods.
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Client connects to ADSS Web RA CES Web Service over HTTPS.

The client then connects to the Certificate Enrolment (CES) web Service that answers for the
Certification Authority that is configured to issue the certificate. The actual CES URL is defined
in the msPKI-Enroliment-Servers attribute on the pKIEnrolimentService object for that CA.

Web RA CES Web service requests a certificate

The ADSS Web RA CES web service requests a certificate from ADSS Server and then
provides the certificate back to the client.
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3 Deployment Pre-Requisites

The installation of ADSS Web RA Server Windows Enrolment requires the following pre-
requisites to be met.

Installation of:

e SMTP Server
e Microsoft Active Directory

¢ Microsoft Active Directory Clients (Windows 10, 11 or Server 2019, 2022 Domain
Members)

e Windows Server 2019 Domain Member for Web RA Server to be hosted

o ADSS Server installed with Root and Issuing CA pre-configured

3.1 ADSS Server Pre-Requisites

Before installing the ADSS Web RA Server Windows enrolment feature, ADSS Server must
be installed and configured. A Root and Issuing Certification Authority need to be created prior
to installing the ADSS Web RA Server. The Issuing CA operator will need to create certification
profiles required to issue certificates to Windows users, service accounts and domain
computers.

When issuing certificates from ADSS Server using Windows Certificate Templates, it is
important to note that the ADSS Server Certificate Template controls the certificate
extensions, lifetime, and subject distinguished name, the Microsoft Certificate Template will
control which Cryptographic Service Provider or Key Service Provider is used to generate the
private key, and if the private key is exportable.

ADSS Server requires the following to be set in the certificate templates:
Subject Alternative Naming
Computer and User certificates can optionally contain the following attributes.

o Computer Certificates
o DNS Name
e User Certificates
o Email Address
o User Principal Name

If you wish to issue certificates with any of the above subject alternative names, then they
must be enabled in the ADSS Server Certificate Template, within the required certificate
template, ensure that the following is enabled to add the required subject alternative name
entries:

Note: Subject Alternative Names can contain multiple entries, it is common to see Email
Address and User Principal Name in user certificates.

subject alternative name value ADSS Server profile certificate extension

Subject Alternative Name

DNS Name dNSName

Ascertia Limited 2023 Commercial-in-Confidence Page 7 of 92



@
ADSS Web RA Server — Windows Enrolment Deployment Guide ascerria

Subject Alternative Name

[ rfcgzzname [ othertiame
) ipaddress dNSHame

] directoryMame [ uniformResourceldentifier
] ediPartyName ] registeradID
Email Address rfc822Name
Subject Alternative Name
rfcg2aMame [ otherflame
) ipaddress O dnsiame
O directoryMame ) uniformResourceldentifier
[ ediPartyname [ registersdiD
User Principal Name otherName

Subject Alternative Name

[ rfeszaname otherName
) ipaddress [ dnshame
O directoryMame [ uniformResourcaldentifier

O ediPartyName O registeradID

Subject Distinguished Name Handling

When ADSS Web RA Server sends a request to ADSS Server, the Certificate Enrolment Web
Service queries Microsoft Active Directory to acquire information about the user or the
computer requesting a certificate, in order to ensure that ADSS Server issues a certificate with
the correct Subject Distinguished Name, you must ensure that the following is set within the
ADSS Server Certification Profile:

Set the Subject Distinguished Name to SREQUEST and mark this as Overridable

[~ Certificate Details

Crypto Profile™;

Key Algorithm: ) overrideable

Key Length: ] overrideable

Subject Distinguished Name*: |SREO UEST Overrideable
Match the pattern with subject DN in request

Validity Period™: ] overrideable

Note:- The certificate template default expiry time is used if this values is set to zero.

valid From Time of Issuance

_) Future Time

Custom Extension Handling

Certificate templates must contain the following OID as a custom extension, note this does
not need to be marked as critical, both represent Microsoft certificate extensions related to
Microsoft Certificate Template and Certificate Types:

e 136.1.4.1.311.20.2

e 136.141.311.21.7

— Custom Extension:

Custom Extensions

Extension OID*: ‘ [ aritical

Add

EEqvgs ety 1.3.6.1.4.1.311.21.7(Non-Critical)
1.3.6.1.4.1.311.20.2(Non-Critical)

Remove
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To serve the purpose of this document, we will configure ADSS Web RA Server to issue
certificate templates in Microsoft Active Directory that map to ADSS Server Certificate
Profiles\Templates that are listed below:

e Computer Certificates
o With Digital Signature Key Usage
o Client\ Server TLS Extended Key Usage

e User Certificates
o With Digital Signature Key Usage
o Client TLS Extended Key Usage

3.2 ADSS Web RA Server Pre-Requisites

Before configuring the ADSS Web RA Server Windows enrolment feature, the following pre-
requisites are necessary:

¢ Install Windows Authentication IIS Security Feature.

e External connectors for:
o ADSS Server
SMTP Server
Microsoft Active Directory
Authentication Profile for Microsoft Active Directory
Certification Profiles created at ADSS Server

O O O O

e Create a service plan.

e Create an enterprise.

e Create a default role with Windows enrolment profile.

e Share certificate using the SDNs filter in the specific role.

o Import a license and allocate certificate quantities to the test enterprise.

e Ensure that all firewall ports are open that ADSS Web RA Services require.
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4 Configure Active Directory

The following system and environment pre-requisites need to be fulfilled prior to the installation
of the ADSS Web RA Server Windows Enrolment feature.

Domain Membership - If using Kerberos Authentication for Windows User and Machine
enrolment, the server hosting ADSS Web RA Server must be a member of the Windows
Domain where you plan to issue certificates.

4.1 Create a Windows service account

A Windows user account is required for the ADSS Web RA Server application pools to run.

1. Log in to the server hosting Active Directory as a member of the Domain Admins and
Enterprise Admins groups.

2. Expand Start > Windows Administrative Tools > Active Directory Users and Computers.

Active Directory Users and Computers management console will be displayed.

4. From the left panel, expand the domain, right-click the Users container, click New > User.

w

| Active Directory Users and Computers

File Action View Help

e nm d0|IXEBEE2 BEIPaETER

] Active Directory Users and Com|| Name Type Description
| Saved Queries

~ 4 ascertiademo.local
| Builtin

E)Administrator User Built-in account for ad..,
nglluwed RO.. Security Group.. Members in this group ¢
| Computers fgCert Publish... Security Group.. Members of this group .
Dornain Controllers %ClﬂnaahleD... Security Group... Members of this group t
| ForeignSecurityPrincipal: %Denied ROD... Security Group... Members in this group ¢
DnsAdmins  Security Group... DNS Administrators Gro.

Managed Service Accour

Use A3 nnelindatep.,, Security Group... DNS clients who are per,
Delegate Control... Ad... Security Group... Designated administratg
Find... Cow.  Security Group..  All workstations and ser,
New > Computer N
All Tasks » Contact
View N Group ‘d
InetQOrgPerson .
Refresh

msD5-KeyCredential

e msDS-ResourcePropertyList 9

Properties msDS-ShadowPrincipalContainer N

Help mslmaging-P5Ps

B, RAS an MSMQ Queue Alias in

< > || #hRead-o Printer A
Creates a new item in this container. User

5. The New Object — User will appear. Enter a First Name, Last Name, and User logon name,
click Next. The following is an example:

MNew Object - User *

;_} Createin:  ascertiademo local/Users

Last name: |Service

|
|

Full name: |Web RA Service

User logon name:

|webra_svc| | @ascertiademo local ~

User logon name {pre-Windows 2000):
|ASCERTIADEMO | [webra_sve

Back Mext = Cancel
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6. Enter and confirm a strong password, uncheck User must change password at next logon,
and check User cannot change password and Password never expires, click Next.

New Object - User x

;_l Createin:  ascertiademo local/Users

L

Password: |................. |

Confirm password:

[ User must change password at nest logon

User cannot change password

[] Account is disabled

< Back Mext > Caneel

7. The summary dialog will appear, click Finish.

MNew Object - User x
; Create in:  ascertiademo local/Users
4

When you click Finish, the following object will be created:

Full name: WebRA Service
User logon name: webra_sve@ascertiademo local

The user cannct change the password.
The password never expires.

< Back Cancel

8. You will be returned to the Active Directory User and Computers management console,
right-click the new service account and select Properties.

7%, KEaa-only LIOMain LonTrollers SECUNT,
%Schema Admins Security
Copy...

Add to a group...
Disable Account

> Reset Password...

Move...
Open Home Page N
Send Mail

All Tasks >

Cut
Delete

Rename
Properties 3

Help
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9. The Service Account User Properties dialog will display, enter their email address in the
E-mail field, and click OK.

WebRA Service Properties ? X ‘
Console Root\Active Directory Users and Computy
Organization Member TF DigHn Environment Sessions
Remote control Remote Desktop Services Profile COM+
General Address Account Profile Telephones Delegation
e . WebRA Service
Uid
First name: [WebRAJ | Initials | |
Last name: ‘Ser\dice |
Display name: ‘WebRA Service |
Description: ‘ |
Cfice: ‘ |
Telephone number: ‘ | Other...
E-mail: ‘webra_svc@ascertiademo.local
Web page: ‘ | Other...
Cancel Apply Help

10. You will be returned to the Active Directory User and Computers management console,
close the management console, the service account has been created successfully and is
ready for use with Web RA.

4.2 Create Windows Groups

Windows Certificate auto-enrolment uses certificate templates that are stored in Active
Directory. These templates instruct the Microsoft Certificate Services client where it should
generate keys, the key length, if the private key should be exportable, etc.

During enrolment, clients download the certificate templates and check the Windows
permissions on these templates to see if they have the permission to enrol or auto-enrol.
Certificate template administrators set the enrol and auto-enrol permission when they create
these templates. For this document a group will be created that will be used in the certificate
templates to control enrolment.

1. Log in to the server hosting Active Directory as a member of the Domain Admins and
Enterprise Admins groups.

2. Expand Start > Windows Administrative Tools > Active Directory Users and Computers.

Active Directory Users and Computers management console will be displayed.

4. From the left panel, expand the domain, right-click the Users container, click New >
Group

w

] Active Directory Users and Computers
File Action View Help
e AE 40 XO0CE HE 3 eETER

|
] Adtive Directory Users and Computers [ASC-DEV|| Name
| Saved Queries

~ [ ascertiademo.local
b Builtin £ Allowed RODC Password Replication Grod

9 Computers B, Cert Publishers
] Domain Controllers 2, Cloneable Domain Controllers
| ForeignSecurityPrincipals £82 Denied RODC Password Replication Groug
“| Managed Service Accounts 2, DnsAdmins
7 Use 2 DnsUpdateProxy
5 We Delegate Control.. 3, Domain Adrins
Find.. :

&, Administrator

New » Computer

All Tasks > Contact

View >
InetOraDarcan
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5. The New Object — Group dialog will display, enter ADSS Web RA Users in the Group
name field, and click OK.

New Object - Group *

% Crestein:  ascertiademo.localUsers

Group name:
‘ ADSS Web RA Ulsers| |

Group name (pre-Windaws 2000):
‘ ADSS Web RA Ulsers |

Group scope Group type
(O Domain local (®) Security
(®) Global () Distribution
(O Universal
Cancel

6. You will be returned to Active Directory Users and Computers management console; the
new group will have now appear on the right panel.

| Active Directery Users and Computers - m} *
File Action View Help

e |nm /0 XEER HR teETa%

: Active Directory Users and Computers [ASC-DEM|| Mame Type Description
’ J Saved Queries E;Admlmstrator User Built-in account for ad...
v ascertiademo.local B, ADSS Web RA Users Security Group...
» [ Buitin 2, Allowed RODC Password Replication Group Security Group... Members in this group c...
% Computers %Cert Publishers Security Group... Members of this group ...
5 (& Domain Controllers pe ) '

7. You have successfully created the Windows Certificate Enrolment Group.
8. Repeat this process for ADSS Web RA Computers.

4.3 Active Directory Schema Requirements

For Windows enrolment using ADSS Web RA Server, the Windows domain must have the
2016 Active Directory schema or later.

Check and verify the Active Directory schema version, open a PowerShell window and run the
following command:

Get-ADObject (Get-ADRootDSE) .schemaNamingContext -properties objectVersion

Example Output

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator> Get-ADObject (Get-ADRootDSE) .schemaNamingContext -
properties objectVersion

DistinguishedName : CN=Schema, CN=Configuration,DC=ascertialab,DC=local
Name : Schema

ObjectClass : dMD
ObjectGUID : 984aee09-52f6-4e9a-8a5a-c948el13ebe8
objectVersion : 88
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4.4 Adding Windows certificate templates to Active Directory

The ADSS Web RA Server Windows enrolment service is Ascertia’s implementation of the
WSTEP protocol. The Ascertia WSTEP service will use Windows certificate templates when
enrolling users, computers, or domain controllers with your Windows-native endpoints.

If Microsoft Active Directory Certificate Services is already installed in your Active Directory,
the Certificate Templates feature is already installed and the certificate templates have already
been published, you can skip this section. Otherwise, you must install the Certificate
Templates feature using either Windows PowerShell or the Windows Server Manager
graphical interface.

4.4.1 Adding the certificate templates feature using PowerShell

To add Certificate Templates using Windows PowerShell, complete the following procedure.
1. Log in to the server hosting Active Directory as a member of the Domain Admins and
Enterprise Admins groups.

2. Open an elevated PowerShell window. Expand Start > Windows PowerShell, then right-
click Windows PowerShell > Run as administrator.

3. Run the following command.

PS C:\Users\Administrator>Add-WindowsFeature RSAT-ADCS-Mgmt

Example Output

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator>Add-WindowsFeature RSAT-ADCS-Mgmt
Success Restart Needed Exit Code Feature Result

Success {Active Directory Certificate Services

4. Run the following command to launch the Certificate Templates Console.

PS C:\Users\Administrator>C:\Windows\System32\certtmpl.msc

5. A Certificate Templates installation dialog will display, click Yes to install the new
certificate templates.

‘Windows has detected that new certificate templates should be
installed. Do you want to install them?

Yes Mo
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6. Click OK to the installation success message.

Certificate Templates

Windows successfully installed the new certificate templates.

7. The Certificate Templates Console will appear.

F Certificate Templates Console
File Action View Help

@ | = HE

G Certificate Templates (ASC-DEN|| Template Display Name Schema Version
&l Administrater 1
1] Authenticated Session 1
& Basic EFS 1
] CA Exchange 2
] CEP Encryption 1
&l Code Signing 1
] Computer 1
1] Cross Certification Authority 2
] Directory Email Replication 2
& Domain Controller 1
] Domain Controller Authentication 2

~

Actions
Certificate Templates (ASC-DEMO-AD-01.ascertiademo.loc...
More Actions 3

4.4.2 Adding the certificate templates feature using Server Manager

To add Certificate Templates using the Windows graphical interface, complete the following

procedure.

1. Log in to the server hosting Active Directory as a member of the Domain Admins and

Enterprise Admins groups.

2. Launch Server Manager. Select Start > Server Manager.
3. The Server Manager Dashboard will be displayed.

Server Manager » Dashboard

B Dashboard WELCOME TO SERVER MANAGER

B Local Server

5 Allservers

WHAT'S NEW.

LEARN MORE

0 Configure this local server
QUICK START

2 Add roles and features
3 Add other servers to manage
server group

5 Connect this server to cloud services

4. Click Manage > Add Roles and Features.

Ascertia Limited 2023
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5. The Add Roles and Features Wizard will launch, at the Before you begin dialog click

Next.

6. At the “Installation Type” dialog click Next.

s Add Roles and Features Wizard

- o

DESTINATION SERVER
ASC.0EMO-AD-01 azcartiademo oca

“This wizard helps you install roles, role services, or features, You determine which roles, role services, or

features to install based on the computing needs of your organization, such a5 sharing documents, or
hosting a website

To remove roles, role services, or features
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:
* The Administrator account has a strong password

* Network settings, such a5 static IP addresses, are configured

* The most current security updates from Windows Update are installed

any of the h
nd then run the wizard again.

Hy t been completed,
complete the steps, a

To continue, click Next.

Skip this page by default

£

X

F Add Roles and Features Wizard

Select in

Select the installation type. You can ins

install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.
_) Remote Desktop Services installation

Install required role services for Virtus| Desktop
or session-based desktop deployment.

to creste a virtual

[« previous | [ Next> Cancel

7. At the “Server Selection” dialog click Next.

T Add Roles and Features Wizard o x
Select destination server

DESTINATION SERVER
ASC-DEMO-40-01 sscartiademolocal

Before You Begin Select a server or a virtual hard disk on which to install roles and festures.

elect a server from the server posl

elect a virtual hard disk

Server Roles Server Pool
Feztures

Filter

Name 1P Address Operating System

Microsoft Windows Server 2019 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offiine servers and
newly-added servers from which data collection is still incomplete are not shown.

= =S

Cancel
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8. At the “Select Server Roles” dialog click Next.

iz Add Roles and Features Wizard

o

Select server roles

Select ane or more roles to install on the selected server.
Roles Description

)

¥/ Active Directory Domain Sevices (Installec)
] Active Directory Federation Services

[ Active Directory Lightweight Directory Services
[ Active Directory Rights Management Services
[ Device Health Attestation

[ DHCP Server

/| DN Server (Installed)

[ Fax Server

(W] File and Storage Services (2 of 12 installed)
[ Host Guardian Service

[ Hyper-v

[ Network Policy and Access Services

[ Print and Document Services

[ Remote Access

[ Remote Deskiop Services

[ Volume Activation Services

(] Web Server Il5)

[ Windows Deployment Services

[] Windows Server Update Senvicas

ASC-DEMO-40-01 sscartademalocal

Active Directory Certificate Services
(AD CS) is used to create
certifieation authorities and related
role services that allow you to issue
and manage certificates used ina
variety of applications.

- o x

ESTINATION SERVER

< Previous | [ Next> Install

Cancel

9. From the Select features dialog, expand Remote Server Administration Tools (4 of 43) >
Role Administration (4 of 26) > Active Directory Certificate Services Tools and tick the
check box to select Certificate Authority Management Tools, click Next.

i Add Roles and Features Wizard

Select features

Befor Select one or more features to install on the selected server,

Features Description

[ Remote Assistance
[ Remote Differential Compression
4 [W] Remote Server Administration Tools (4 of 43 instal
v [ Feature Administration Tools
4 W] Role Administration Tools (4 of 26 installed)
1 [®] AD DS and AD LDS Toals (2 of 4 installed)
v [ HyperV Management Tools
[ Remote Desktop Services Tools
t [ Windows Server Update Services Tools
4[] Active Directory Certificate Services Tools
Certification Authority Management To|
[J Online Responder Tools
[ Active Directory Rights Management Senvic
[J DHCP Server Tools
/| DN Server Tools (Installed)
[ Fax Server Tools
v [ File Services Tools
[] Network Policy and Access Services Tools
[ Print and Document Services Tooks

PKI snap-ins.

DESTINATION SERVER
ASC-DEMO-AD-01 sscertisdemaocal

Active Directory Certification
Authority Management Toals
includes the Certification Authority,
Certificate Templates, and Enterprise

- O %

< Brevious | [ Next> Install

Cancel

10. At the “Confirm installation selections” dialog click Install.

Pz Add Roles and Features Wizard

Confirm installation selections

Toinstall the following rales, role services, or features on selected server, click Install.

DESTINATION SERVER
ASC-DEMO-AD-01.ascartademoJocal

- o x

[ Restart the desfination server. if required

their check boxes.

Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

Export configuration settings
Specify an alternate source path

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. I you do not want to install these optional features, click Pravious to clear

< Brevious Next > Install

| [ Cancel

Ascertia Limited 2023

Commercial-in-Confidence

Page 17 of 92



@
ADSS Web RA Server — Windows Enrolment Deployment Guide ascerria

11. Once the installation is complete, click Close.

F Add Roles and Features Wizard - o X

Installation progress

close this wizard ing running tasks, or open this
by dlicking Notifications in the command bar, and then Task Details

Next > Close.

Shut down or sign out

Desktop

13. In the Run dialog, type certtempl.msc, click OK.

4 Run x

=7 Typethe name of a program, folder, decument, or Internet
= resource, and Windows will open it for you.

Open: | cer‘ttmpl.m;(| ~

EP This task will be created with administrative privileges.

Cancel Browse...

14. A Certificate Templates installation dialog will display, click Yes to install the new
certificate templates.

Windows has detected that new certificate templates should be
installed, Do you want to install them?

Yes Mo

15. Click OK to the installation success message.

Certificate Templates X

Windows successfully installed the new certificate templates.
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16. The Certificate Templates Console will be displayed.

T Certificate Templates Console

hemaVersion || Actions
Certificate Templates (ASC-DEMO-AD-01.ascertiademo.loc... &
More Actions 3

4.4.3 Creating Windows certificate templates for Web RA

The ADSS Web RA Server Windows Enrolment Service uses Windows certificate templates
to enrol users, computers, service accounts, or domain controllers with Windows-native
endpoints. Create the required Microsoft certificate templates using the Microsoft Certificate
Templates management console. For example, users may require certificates with two key
pairs (such as Digital Signature and Authentication) or one key pair (such as non-repudiation).

4.4.3.1 Create a new Windows Certificate Template

1. Log into an Active Directory domain controller as a member of the Domain Admins
group.

2. Right-click Start, then click Run.

Search

Run

Shut down or sign out

Desktop

3. Inthe Run dialog, type certtmpl.msc, click OK.

— Type the name of a program, folder, document, or Intemet
=1 resource, and Windows will open it for you.

Open: [ certtmpl.med| o

& This task will be created with administrative privileges.

I

4. The Certificate Templates Console will be displayed.

] Certificate Templates Console - o %
File Action View Help

Ll IESIREREYY 7)las
& Certificate Templates (ASC-DEN|

Template Display Name SchemaVersion || Actions

] Administrator 1 Certificate Templates (ASC-DEMO-AD-01 ascertiademolloc.,
E] Authenticated Session More Actions »
] Basic EFS

] CA Bxchange

3] CEP Encryption

] Code Signing

] Computer

] Cross Certification Authority
] Directory Email Replication

Mo D oo oo

[ Domain Controller

2] Domain Controller Authentication
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5. From the list of available certificate templates, right-click the User template and select
Duplicate Template.

{E] Trust List Signing 1 H
&
3« Duplicate Ternplate
All Tasks »
Properties
Help

6. The new duplicated template will appear. Set the following for the two templates we will
create for this document:

a. ADSS TLS User
b. ADSS TLS Server

4.4.3.2 Create User Certificate Template
1. Inthe Compatibility tab make the following changes:

a. Deselect the Show resulting changes check box.
b. Set the Certification Authority drop down to Windows Server 2012 R2.
c. Setthe Certificate Recipient drop down to Windows 8.1 / Windows Server 2012 R2.

Properties of New Template X
Subject Name Server Issuance Requirements
i Superseded Templates Exensions Securty

Compatbiity | Genersl Request Handing Cryptography  Key Attestation

The template options avaiiable are based on the eariest operating system
versions set in Compatibiity Settings

[ Show resuting changes

Compatibiity Settings
Certfication Authorty
Windows Server 2012 R2 ~
Certficate recipient

Windows 8.1/ Windows Server 2012 R ~

These settings may nct prevert earfier operating systems from using this
template

Cancel Hoply Help

2. In the General tab, make the following changes:
a. Setthe Template display name to ADSS TLS User.

Propetties of New Template X
Subject Name Server ssuance Requiemerts
Superseded Templates Edensions Securiy

Compatibiity General  Request Handing  Cryptography — Key Aftestation

Template display name
ADSS TLS Used

Template name:
[ADSSTLSUser

Validity period Renewal period:

- [ o>

[] Publish certificate in Active Directory

[] Do not automatically reenroll f a duplicate certificate exists in Active
Directory

ox by | [
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3. Inthe Extensions tab, select Applications Policies and click Edit.

Properties of New Template
Subject Name Server Issuance

Superseded Templates Extensions

To modify an extension, select it, and then click Edit

Extensions included i this template:

*x

Requirements

Compatibity General Request Handing ~ Cryptography  Key Attestation

Securty

[ Basic Constraints
| |Certficate Template Information
[=]lssuance Policies

Ji. | Key Usage

Description of Appication Policies:

Encrypting File System
Secure Email
Cliert Authertication

ox o

4. The Edit Application Policies Extensions dialog will display, highlight Encrypting File

System, and click Remove. Repeat for Secure Email, and then click OK.

5. Select the Security tab, click Add.

emplate X
Subject Name Server Issuance
Compat! £4it Application Policies Extension X pstation
Su fity
Tomo{ A 2pplication policy defines how a certiicate can be
used.
Extens
g Application policies:
| |Bq |Client Authentication
Co
= Secure Email
(] 1sq
i | kg
Desari
Add... Edt.. Remove
Encryg
Secu) [ Make this extension crical
0K Cancel
OK Cancel Apply Help
Properties of New Template X
Subject Name Server Issuance Requirements
Compatiblity General Request Handing  Cryptography ~ Key Attestation
Superseded Templates Extensions Security
Group or user names:
B2 Athenticated Users
& Administrator
£ Domain Admins (ASCERTIADEMO\Domain Admins)
£ Domain Users (ASCERTIADEMO\Domain Users)
82 Enterprise Admins (ASCERTIADEMO \Enterprise Admins)
B
Pemissions for Autherticated Users Alow Deny
Full Control O O
Read O
Wite O O
Enroll O O
Autoenroll O O
For special permissions or advanced settings, cick Advanced
Advanced. =
oK Cancel Apply Help
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6. The Select Users, Computers, Service Accounts, or Groups dialog will display, enter
ADSS Web RA Users, this is the group created in step 4.2, click Check Names, click OK.

Select Users, Computers, Service Accounts, or Groups X

Select this abject type:

‘Users‘ Groups, or Buit4n securty pincipals \ Object Types

From this location

[ascetiademo.ocal || Locations

Enter the object names to select (examples).

[ADSS Vieb A Users| Check Names
Advanced. Cancel

7. You will be returned to the properties of the new certificate template security tab, tick the
check boxes for Enrol and Auto Enrol. This will allow users who are members of the ADSS
Web RA Users group to enrol and auto enrol via Microsoft Group Policy, click OK.

Properties of New Template X
Subject Name Server ssuance Requirements
Compatibility General Reguest Handling Cryptography = Key Attestation
Superseded Templates Extensions Securty

Group or user names
82 Autherticated Users
& Admiristrator
A2 ADSS Web RA Users (ASCERTIADEMOVADSS Web RA Users)
&R Domain Admins (ASCERTIADEMO\Domain Admins)
&2 Domain Users (ASCERTIADEMO\Domain Users)
42 Enterprise Admins (ASCERTIADEMO\Enterprise Admins)

Add.. Bemove
Pemmissions for ADSS Web RA Users Allow Deny
Full Control O O
Read |
Write O O
Envoll a
Autoerrol O
Far special pemissions or advanced settings, click [T —
Advanced =

ox b | [

8. You have successfully created the Windows certificate template for users. This process
can be followed again to create other certificate templates with other key and extended
key usages depending on use case requirements.

4.4.3.3 Create Device Certificate Template

1. From the list of available certificate templates, right-click the Computer template and select
Duplicate Template.

z|

Template Display Nam,\e Schema Version Version |
JE Administrator 1 41
5] Authenticated Session 1 3.1
] Basic EFS 1 31
{E] CA Exchange 2 1060 F
£ CEP Encryption 1 41
] Code Signing 1 31

{3 Cross Certification Autharity Elplicatien s

& Directory Email Replication All Tasks » !
i Domain Controller

5] Domain Controller Authentication Hroneses q
& EFS Recovery Agent

Help
4| Enrollment Agent

-
3l Enrollment Anent (Computer] 1 5.1
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2. In the Compatibility tab, make the following changes:
a. Deselect the Show resulting changes check box.

b. Setthe Certification Authority drop down to Windows Server 2012 R2.

c. Set the Certificate recipient drop down to Windows 8.1 / Windows Server 2012 R2.

Properties of New Template %
Sublect Name Server Issuance Requirements
Superseded Templates Extensions Securty

Compatibiity General Request Handiing ~Cryptography ~ Key Attestation

The template options avalable are based on the ariest operating system
versions set in Compatibility Seftings.

[ Show resuiting changes

Compatbilty Setings

Cetfication Authority
Windows Server 2012 R2 ~

Certficate recipient

These seftings may not prevent earier operating systems from using this
tempiate.

Cancel Apply Help

3. Inthe General tab name the following changes:
a. Setthe Template display name to ADSS TLS Server.

Properties of New Template X
Subject Mame Server ssuance Requirsments
Superseded Templates Extensions Security

Compatibiity General Request Handling  Cryptography ~ Kay Attestation

Template display name
ADSS TLS Served

Template name:
ADSSTLSServer

Validty period Benewal period

[ i~ [ olweca ~

[] Publish certificate in Active Directory

Do not automatically reenroll f  duplicate certficate exists in Active
irectory

ox s || e
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4. In the Extensions tab, select Applications Policies, ensure the following are listed in the

description of Application Policies field:
a. Client Authentication.
b. Server Authentication.

5. Select the Security tab, click Add.

Properties of New Template X
Subject Name Server Issuance Requirements
Compatbiity General Request Handing Cryptography Ky Attestation
Superseded Templates Extensions Security

Group or user names:
Autherticated Users
& Administrator
£2 Domain Admins (ASCERTIADEMO'Domain Admins)
£2 Domain Computers (ASCERTIADEMO\Domain Computers)
#2 Enterprise Admins (ASCERTIADEMO\Enterprise Admins)

Add Remove
missions for Auth d Users Alow Deny
Full Control O |
Read |
Wite O O
Enrol O
Autoenroll O

For special pemmissions or advanced seftings, dlick Advanced

Advanced

Cancel Aosly Help

6. The Select Users, Computers, Service Accounts, or Groups dialog will display, enter

ADSS Web RA Computers, this is the group created in step 4.2, click Check Names,
click OK.

Select Users, Computers, Service Accounts, or Groups x

Select this object type:

‘Llsen‘ Groups, or Bultin securty principals ‘ Obiect Types.

From this location:

[secetiacemolocal | | Locationa

Enterthe object names to select (examles|
[ADSS Web RA Computers

Check Names

Advanced. 0K Cancel

7. You will be returned to the properties of the new certificate template security tab, tick the
check boxes for Enrol and Auto-Enrol. This will allow computers who are members of the

ADSS Web RA Computers group to enrol and auto enrol via Microsoft Group Policy, click
OK.

Properties of New Template X
Subject Name Server ssuance Requirements
Compathilty Genersl Request Handing  Cryptography  Key Attestation

Superseded Templates Extensions Security
Group or user names.
88 Authenticated Users
& Administrator
82 ADSS Web RA Computers (ASCERTIADEMO\ADSS Web RA Com
82 Domain Admins (ASCERTIADEMO'\Domain Admins)
82 Domain Computers (ASCERTIADEMO\Domain Computers)
82 Enterprise Admins (ASCERTIADEMO"Enterprise Admins)

Pemnissions for ADSS Web RA
Computers

=

Full Control
Read
Wiite
Enroll

Remove
Deny
O
O
O
O
Autoenrol O

Al
]
]

For special permissions or advanced settings, dlick Advanced
Advanced

Cancel Apply. Help

8. You have successfully created the Windows certificate template for computers. This

process can be followed again to create other certificate templates with other key and
extended key usages depending on use case requirements.
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5 Installing ADSS Web RA Server

ADSS Web RA Server should be installed by following the installation steps defined within the
product installation guide.

e IS + required features.

¢ .Net Windows Server Hosting 6.0.16.

e |IS URL Rewrite Module.

5.1 ADSS Web RA Installation

The Windows enrolment feature will only be available when the administrator installs the
ADSS WEBRA Server with Windows enrolment from the installer. ADSS Web RA installer will
include Windows enrolment module separately.

1. Extract the ADSS Web RA Server installation package to the following path
C:\ascertia\WebRA-v2.8-Win64-12Jun2023
2. Using Windows Explorer, navigate to C:\ascertia\WebRA-v2.8-Win64-12Jun2023\setup,
double click install.bat

3. The Web RA installer will launch, at the Welcome dialog, click Next.

& Web Ra Instaler

US. Patent No. 7.360.079

4. The Web RA Modules dialog will display, it is recommended to use Fully qualified domain
name (FQDNS), enter the Web RA Servers FQDNSs, click Next.

- x

&y Web RA Installer
Web RA Modules

Fully Qualified Domain Name: WebRA-AS,ascertia.com pk

® Fully qualified domain name will be set for the all instances in system settings. It will not update the system
setting for existing instances.

Web RA Admin

a3

Web RA API (RESTFul Web Services)

api
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5. The Windows Enrolment Modules dialog will display, tick the Windows Enrolment
checkbox to install this feature, click Next.

e

The following fields describe items in the screenshot above.

Authentication Windows Enrolment Web Description
Mechanism Services
Windows Certificate Enrolment Installer will deploy CEP service with
Integrated Policy Service (CEP) Windows Integrated Authentication on
Authentication this site and port.
Certificate Enrolment Installer will deploy CES service with
Service (CES) Windows Integrated Authentication on
this site and port.
UserName / Certificate Enrolment Installer will deploy CEP service with
Password Policy Service (CEP) UserName/Password Authentication on
Authentication this site and port.
Certificate Enrolment Installer will deploy CES service with
Service (CES) UserName/Password Authentication on
this site and port.
Client Certificate Enrolment Installer will deploy CEP service with
Authentication Policy Service (CEP) Client Authentication on this site and
port.
Certificate Enrolment Installer will deploy CES service with
Service (CES) Client Authentication on this site and
port.

Please refer to the ADSS Web RA installation guide for detailed steps for the installation
process.
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5.2 Import CA certificates into Microsoft Group Policy

Microsoft clients that are domain members who will rely on group policy configurations for
certificate enrolment requires the Root CA and Issuing Certificates be added to a domain
group policy and that certificate enrolment policy servers are added to enable clients to
manually or automatically enrol.

ADSS Web RA Server leverages TLS Server certificates to secure access to enrolment and
administration interfaces of the product, it is required that Web RA Server is a domain member
and as a result will have the Root and Issuing CA certificates published to its certificates stores

by group policy

For the following process, you will need to copy the Root and Issuing CA certificates to the

domain controller.

1. Log in to the server hosting Active Directory as a member of the Domain Admins.
2. Click Start > Administrative Tools > Group Policy Management.
3. The Group Policy Management console is displayed. Expand Forest:domain_name >

Domains > domain_name, right-click Default Domain Policy and select Edit.

[z Group Policy Management
Iz File  Action View Window Help
@ | C |

12 Group Policy Management
v 4 Forest: ascertiademo.local
~ £ Domains

Group Policy Man
Contents

~ i ascertiademo.local Name
s/ Default Domain Policy = A_- erg
5 Domain Controllers Edit...
5t Group Policy Objects Enforced
7 WM Filters ~  Link Enabled
] Starter GPOs Save Report...
[ Sites

Mew Window from Here

s Group Policy Modeling

4. The Group Policy Management Editor will display.

5. From the left panel, expand Computer Configuration > Policies > Windows Settings >
Security Policies > Public Key Policies, right-click Trusted Root Certification Authorities,

then click Import.

6. The Certificate Import Wizard will launch at the Welcome dialog, click Next.

(5[ Group Policy Management Editor
File Action View Help
e |z@ o= HE

~ Ty Security Settings A
H Account Palicies
| Local Palicies
| Eventlog
4 Restricted Groups
4 System Services
4 Registry
& File System
i_‘-‘ Wired Metwork (|EEE 802.3) Policies
_| Windows Defender Firewall with Advanced Security
| Metwork List Manager Policies
-;4»1' Wireless Metwork (IEEE 802.11) Policies
~ || Public Key Policies
" Encrypting File System
| Data Protection

| BitLocker Drive Encryption
_| BitLocker Drive Encryption Network Unlock Certificate
| Awtomatic Certificate Request Settings

| Trusted Root Certification Authorities

Enterprise Trust Import...
Intermediate Certification Authoritie:
Trusted Publishers

" Untrusted Certificates

All Tasks >
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54 Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by 3 certification authority, is 8 confirmation of your identity
and contains information used to protect data or to establish secure networl
connections. A certificate store is the system area where certificates are kept.

Store Location
Current User

Local Machine

To continue, dick Next.

Cance

7. At the File to import dialog, browse the Root CA Certificate, click Next.

& & Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:
Ci\erts\RootCA.cer | [Coramse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX, P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (,P78)

Microsoft Serialized Certificate Store (S5T)

Mext Cancel

8. At the certificate store dialog, accept the defaults, click Next.

*

€ 4&* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify alocation for
the certificate.

Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
[ Trusted Root certification Authorities Bronse...

Cancel
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9. At the Completing the Certificate Import dialog, click Finish.

<« b Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have specified the following settings:

e e e Ve Trusted Root Certification Authorities
Content Certificate
File Name: Cricerts\RootCA.cer

Finish Cancel

10. Click OK to the success message.

Certificate Import Wizard >

o The import was successful.

11. You will be returned to the Group Policy Management Editor where the Root CA
certificate will now display on the right panel.

15/ Group Policy Management Editor

- o X
File Action View Help
e amolc: Hm
B Secuity Settings ~ [ 1ssued o ~ Issued By
3 Account Policies I ACME Root CA ACME Root CA
3 Local Policies
3 Eventlog

A Restricted Groups
A System Services
A Registry
4 File System
Fs] Wired Network (IEEE 802.3) Policies

ey Pol
Encryping File System
Data n

Encryption

BitLocker Drive Eneryption Network Unlock Certificate
Automatic Certificate Request Settings

Trusted Root Certification Authorities

Enterprise Trust

Intermediate Certfication Authorities

Trusted Publishers

Untrusted Certificates

Trusted People

DOCODDORODRDE

<

Trusted Root Certification Authorities store contains 1 certificate.
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12. Select Intermediate Certification Authorities from the left panel and repeat the same
process for the Issuing CA certificate.
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5.3 Configure IIS for Web RA Server

The Certificate Enrolment Policy Web Service and Certificate Enrolment Service are
installed as an application in Microsoft Internet Information Services (1IS). Microsoft 1IS
requires a TLS certificate so that the Certificate Enrolment Policy Web Service can accept
certificate enrolment requests over HTTPS.

The following section describes how to issue a TLS certificate for Microsoft IIS.
5.3.1 Creating a CSR for the Web server certificate

The Certificate Enrolment Policy Web Service and Certificate Enrolment Service are
installed as applications with in an instance of Microsoft Internet Information Services (IIS).
Microsoft IIS requires a TLS certificate so that the Certificate Enrolment Policy Web Service
and Certificate Enrolment Service can process certificate enrolment requests over HTTPS.

The following procedure describes how to create a certificate-signing request (CSR) in
Microsoft IIS for a certificate. A CSR contains information that the issuing CA will use to
create the certificate.

Create a CSR for Microsoft IIS

1. Log into the server where Web RA will be installed as a domain administrator
2. Right-click Start > Run, type certim.msc, click OK.

—  Typethename of a program, folder, document, or Internet
L= resource, and Windows will open it for you.

Open: [ certim.msd] -] F

& This task will be created with administrative privileges.

Bl =

3. The Local Machine Certificate management console will display, right click Personal and
select All Tasks > Advanced Operations > Create Custom Request.

i certim - [Certificates - Local Computer] - [m] X

File Action View Help

@ |Fd: Hm

&) Certficates - Local Computer A || Logical Store Name ~
Pe

| T
JEn| AllTasks > Find Certificates...

Find Certificates... sonal

J Int
9 T
1 Un Help
) Thirusrary novt cerincs
| Trusted People
| Client Authentication Issu

Refresh Request New Certificate...
Import...

11 Advanced Operations > Create Custom Request...

_ Trusted People Manage Enrollment Policies...

4. The Certificate Enrolment wizard will launch, click Next.

- [m} X

5 Certificate Enrollment

Before You Begin

The following steps wil help you install certificates, which are digital credentials used to connect to wireless
networks, protect content, establish identity, and do other security-related tasks.

Before requesting a certificate, verify the following:

Your computer is connected to the network.
You have credentials that can be used to verify your right to obtain the certificate

Conce
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5. The Select Certificate Enrolment Policy dialog will display, select “Proceed without
enrolment policy” enrolment click Next.

(5 Certificate Enrollment

Select Certificate Enrollment Policy

Certificate enrallment policy enables enrallment for certificates based on predefined certificate templates,
Certificate enrallment policy may already be canfigured for you.

Configured by your administrator

Active Directory Enrollment Policy v
Configured by you Add New
Custom Regquest

Proceed without enrollment policy

6. The Custom request dialog will display, click Next.

(= Certificate Enrollment

Custom request

Chose an option from the list below and configure the certificate options as required,

Template: (Mo tempiate) CNG key Y

[ Suppress default extensions

Requestformat @ PKCS #10
ogme

Note: Key archival is not available for certificates based on a custom certificate request, even when this
option is specified in the certificate template.

7. The Certificate information dialog will display, click the down arrow next to Details and
click Properties.

(5 Certificate Enrollment

Certificate Information

Click Next to use the options already selected for this template, or click Details to customize the certificate
request, and then dlick Next.

Custom request i) STATUS: Availzble Detals ~
The following options describe the uses and validity period that apply to this type of certficate:
Key usage:
Application policies:
Validity period (days):
Properties

8. The Certificate Properties dialog will display, select the Subject Tab, in the Subject Name
field, ensure that Full DN is selected for the Type drop down and enter the following in
the Value field, click Add.

® This is a sample value and should be updated to reflect the DNS name and certificate
contents you require for your installation.

CN=asc-demo-wra-02.ascertiademo.local, OU=Services, O=Ascertia Lab, C=GB
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9. In the Alternative Name field, select DNS from the type drop down and in the Value field,
enter the following value, click Add.

asc-demo-wra-02.ascertiademo.local

[ This is a sample value and should be updated to reflect the DNS name and certificate
contents you require for your installation.

Certificate Properties x

General Subject Extensions Private Key

The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and altemative name values that
can be used in a certificate,

Subject of certificate
The user or computer that is receiving the certificate

Subject name:

Type: CN=asc-demo-wra-02.ascertid
i OU=Services
Full DN R D=Ascertis Lab

Value: c=GB

< Remove
L] ’ >

Alternative name:

Type:
DNS >
Value:
|:|a ue Add >
< Remove
< >
oK Cancel Apply

10. Select the Private Key tab, click the drop down arrow for Key Options and set the key
size to 2048, click OK.

Certificate Properties X
General Subject Extensions Private Key

Cryptographic Service Provider A4

Key options -
Set the key length and export options for the private key.

Key size: 2048 -
[ Make private key exportable

[[] Allow private key to be archived

[[]Strong private key protection

Select Hash Algorithm v
Select Signature Format ~
Key permissions ~

Cancel soply
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11. You will be returned to the Certificate Information dialog, click Next.

- o x

[ Certificate Enroliment

Certificate Information

Click Next to use the options already selected for this template, or click Details to customize the certificate
request, and then click Next.

Custom request A STATUS: Available Details
The following options describe the uses and validity period that apply to this type of certificate:

Key usage:
Application policies:

Validity period (da

12. The “Where do you want to save the offline request?” dialog will display, enter a disk
location for where you want to save the request to and click Finish.

- ] X
5] Certificate Enrollment
Where do you want to save the offline request?
If you want to save a copy of your certificate request or want to process the request later, save the request
to your hard disk or removable media. Enter the location and name of your certificate request, and then
click Finish.
File Name:
[ccentshasc-deme-wre-02 [
File format:
@ Base 64
O Binary
c

13. The CSR is saved ready for processing.

5.3.2 Issuing the Web server certificate with ADSS Server

Copy the CSR to the server hosting ADSS Server and access the ADSS Server console as
an operator with permissions to access the Issuing CA.

1. From the ADSS Server Console, navigate to CA Manager > Manual Certification and
supply the following information, click Generate Certificate.

u This is a sample data, update according to the naming of your environment and
systems.

o Certificate Alias: asc-demo-wra-02-2023-2024.
e Import PKCS#10: browse to the CSR created from the Web RA Server.
e Select Use Local CA (ADSS Server inbuilt CA) radio button.

o Certificate Template: ACME TLS Server —1 Year (Set to your TLS Certificate Template
Name).

o CA Certificate: ACME Issuing CA (Set to your Issuing CA Certificate).
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I5S Server - ADSS Server (172.168.113)

CA Manager
MANUAL CERTIFICATION

Manual Certification

2. The ADSS Server CA will process and issue the certificate, the Certificate Generated
Successfully dialog will display, select Download Certificate Chain and save the p7b file
to disk.

3. Click Download Certificate and save the .cer file to disk.

MANUAL CERTIFICATION

~/ Certificate generated successfully

VIEW CERTIFICATE DOWNLOAD CERTIFICATE CHAIN DOWNLOAD CERTIFICATE cLose

4. Copy the .p7b and .cer files to the server hosting Web RA.

5.3.3 Installing the Web server certificates

1. Log into the server where Web RA will be installed as a domain administrator
2. Right-click Start > Run, type certim.msc, click OK.

=7 Typethe name of a program, folder, document, or Internet
=1 resource, and Windows will open it for you.

Open: [ cetimmsd ~] F

& This task will be created with administrative privileges.

= || e

3. Expand Personal, right click Certificates select All Tasks > Import.

certlm - [Certificates - Local Computer\Trusted Reot Certification Authorities\ Certifi...

File Action View Help

e AN=s1c (RSN NNEYN ? Bol

[ Certificates - Local Computer 4 || |ssued To - Jssued By

~ [ Personal GIACME Issuing CA ACME Root G

| Certificates —_— n
~w [ Trusted Root C All Tasks » Request New Certificate... \
Certifi

- ertificates Refresh Import... !
| Enterprise Trus i b
7 Intermediate C Help Advanced Operations >
* Tosetard Duklichare — 3 Fublic Primary Lertificat.., Llass 3 Fublig

Ascertia Limited 2023 Commercial-in-Confidence Page 35 of 92



@
ADSS Web RA Server — Windows Enrolment Deployment Guide ascerria

4. The Certificate Import Wizard will launch, at the welcome dialog, click Next.

x

54 Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust ists, and certificate revacation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure netweork
connections. A certificate store is the system area where certificates are kept.

Store Location
Current User

Local Machine

To continue, diick Next.

5. The file to import dialog will display, browse to the certificate that was issued by ADSS
Server, click Next.

X
€ L Centificate Import Wizard
File to Import
Spedify the file you want to import.
File name:
C:\certs\asc-demo-wra-02 - 2023-2024 Certificate.cer ‘ E Browse... l
Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serialized Certificate Store (,S5T)
Next Cancel
6. The Certificate store dialog will display, click Next.
X

€ £* Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certficate
@ Place al certificates in the folowing store

Certificate store:
[ersonal

Erowse...

Ascertia Limited 2023 Commercial-in-Confidence Page 36 of 92



@
ADSS Web RA Server — Windows Enrolment Deployment Guide ascerria

7. The completing the certificate import wizard dialog will display, click Finish.

x
& £ Certificate Import Wizard

Completing the Certificate Import Wizard

The certficate wil be imported after you click Finish

You have specified the following settings:
Certificate Store Selected by User JEZgiEl
Content Certificate
File Name C:\eertstasc-demo-wra-02 - 2023-2024 Certificate. cf

Finish Cancel

8. Click ok to the success message, the Web RA TLS Certificate has successfully imported.

Certificate Import Wizard x>
o The import was successful,
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5.3.4 Update IIS TLS Certificate bindings

When ADSS Web RA Server installs, by default it installs a self-signed certificate and creates
a binding in IIS for each of the Web Sites used by ADSS Web RA Server. The following table
provides a summary of the site name, the ports used, and what purpose of the sites.

Make sure that all the ports, which you are using for your bindings, have access from the

deployment server.

Site TLS Port Binding Usage
Admin 443 ADSS Web RA
Administrative Operator
Portal
API 82 ADSS Web RA API's
Device 83 SCEP, EST, ACME and
CMP device enrolment
SSLDevice 85 EST with TLS
authentication Certificate
Web 81 ADSS WEB RA Web
Operator Portal
windowsIntegratedCepService 86 CEP service using
Windows authentication
windowslntegratedCesService 97 CES service using
Windows authentication
windowsSslCepService 90 CEP service using Client
authentication
windowsSslCesService 91 CES service using Client
authentication
windowsUserNamePasswordCepService 88 CEP service using
username and password
authentication
windowsUserNamePasswordCesService 89 CEP service using

username and password
authentication

5.3.4.1 Update the TLS binding using Internet Information Services (I1S) Manager

To add/update the IS TLS site bindings using the Microsoft Internet Information Server
Management console, complete the following procedure.

1. Click Start, select Windows Administrative Tools, select Internet Information Services (IIS)

Manager

2. Expand the server hosting Web RA > sites, highlight admin in the left panel, select Bindings

from the right hand action panel
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3 Internet Information Services (1IS) Manager
(€ | @+ ASC-DEMO-WRA-D2 » Sites » admin »

File View Help

Connections T Actions
= admin Home
€e-H |z |8 0 Bl Eplore
@5 Start Page = Edit Permissions...
<65 ASC-DEMO-WRA-02 (ASCERT Filter: - W Go - igjShowAll | Groupby: Area - E- e
2 Application Paols ASP.NET - o
- i - - _— indings..
v (@] Sites = & z T s r=
i & \ = = =
- e & L] @ I : L2 _?J e =
@ i NET NET \NET Error NET  .NETProfile .NETRoles .NETTrust .NET Users Application plication
@ Default Web Site Authorizat.. Compilation  Pages  Globalization Levels Settings View Virtual Directories
@ device N ~ e >, ————
: == @ " ~
? ssldevice ab i‘? SE]| ‘;ﬁ] & = Tinage» Website

3. The site bindings dialog will display, select the https site binding and click Edit

Site Bindings ? X
Type  HostName Port  IP Address Binding Informa... Add...
htps e
= Edit.
Browse
Close

4. Select the new certificate from the SSL certificate dropdown, click ok

Edit Site Binding 7 x
Type: 1P address: Port:
https All Unassigned ] [aa2
Host name:
[ Require Server Name Indication
[ Disable HTTP/2
[] Disable OCSP Stapling
SSL certificate:
asc-demo-wra-02.ascertiademo.local v Select. View...

5. You will be returned to the Site Bindings dialog, click Close

Site Bindings ? X
Type Host Name Port IP Address Binding Informa... Add...
https 443 * -
Browse
Close

6. Repeat this process for api, device, ssldevice, web and all other IIS sites that is installed for
ADSS Web RA Server.
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5.3.4.2 Update the TLS binding using PowerShell

To add/update the IIS TLS site bindings using Windows PowerShell, complete the following

procedure.

1. Log in to the server hosting Active Directory as a member of the Domain Admins and
Enterprise Admins groups.

2. Open an elevated PowerShell window. Select Start then right-click Windows PowerShell
> More > Run as administrator.

3. Run the following command to install WebAdministration module.

PS C:\Users\administrator.ASCERTIADEMO>Import-Module WebAdministration

4. Run the following command, this will locate any certificate with asc-demo-wra-02 in the
SDN.

$cert = Get-ChildItem Cert:\LocalMachine\my | Where Subject -Like '*asc-demo-wra-02*'

5. Run the following command, to update all IS TLS bindings.

Foreach ($Binding in (Get-ChildItem IIS:\SslBindings\)) {

# Remove current binding
$Binding | Remove-Item

# Add the binding again using the new certificate
# (Bindings using hostname instead of IP address use a slightly different path)
if ($Binding.Host) {
$cert | New-Item -path "IIS:\SslBindings\!$ ($binding.Port)!$ ($binding.Host)"
}
Elseif ($Binding.IPAddress) {
Scert | New-Item -path "IIS:\SslBindings\$ ($binding.IPAddress)!$ ($binding.Port)"
}

Example output

IP Address Port Host Name

ssldevice

windowsIntegratedCepService
windowsIntegratedCesService
windowsUserNamePasswordCepServic
e
windowsUserNamePasswordCesServic

(==l NeNeNe NN
(==l NeNeNeNe N

(=]
(=]

e
windowsSslCepService
windowsSslCesService

(=]
(=]

(=]
(=]
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5.3.5 Configure Windows Authentication

Windows integrated authentication is also known as Kerberos authentication. This enables
users to log in with their Windows credentials using Kerberos or NTLM. The client sends
credentials in the Authorization header. Windows authentication is best suited for an intranet
environment. It uses the security features of Windows clients and servers. The web browser
supplies the current Windows user information on the client computer through a cryptographic
exchange involving hashing with the web server. If you want to authenticate, you should
deploy ADSS Web RA CEP Service on Windows Integrated authentication mechanism.

ADSS Web RA Server requires the  windowslIntegratedCepService and
windowslntegratedCesService web sites to have Windows Authentication enabled and
anonymous authentication disabled.

1. Expand Start > Administrative Tools > Internet Information Services (11S) Manager.

2. The Internet Information Services (1IS) Manager management console will be displayed.
3. Expand the Server > Sites and select windowslIntegratedCepService.

windowsmegaedCessennce » @ 0.

“ windowslntegratedCepService Home

4. Double-click on Authentication in the centre panel. Select Windows Authentication in the
centre panel and select Enable from the actions panel on the right.

@ Authentication

;;;;;;;; HITP 302 Login/Redinect
Disabled HTTP 401 Challenge

5. Select Anonymous Authentication in the centre panel and select Disable from the actions
panel on the right.

6. Windows Authentication will now appear as enabled and Anonymous Authentication will
now appear as disabled for the windowsIntegratedCepService. Repeat the same process
for the windowslintegratedCesService.

©5 Intemet Infarmation Services (1IS) Manager
« @ » ASC-DEMO-WRA-0Z » Sites » windowsintegratedCepService »
File View Help
ST @ Authentication
;-9 Start Page » Group by: No Grouping
v -85 ASC-DEMO-WRA-02 (ASCERTIADEMOhac )
22 Application Paols Name Status Response Type
W -[@] Sites Anonymous Authentication Disabled
& admin ASP.MET Impersonation Disabled
@ apt Forms Authentication Disabled HTTP 302 Login/Redirect
& Default Web Site Windows Authentication Enabled HTTP 401 Challenge
D device
A ssldevice
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€5 Internet Information Services (I5) Manager
e @ » ASC-DEMO-WRA-02 » Sites » windowslntegratedCesService b
File View Help
" Authenticati
- uthentication
CHEIEY @
: Efj Start Page ) Group by: Ne Grouping
w..&sj ASC-DEMO-WRA-02 (ASCERTIADEMO' )
i Application Pols Name Status Response Type
(8] Sites Anonymous Authentication Disabled
@ edmin ASP.NET Impersonation Disabled
@ i Forms Authentication Disabled HTTP 302 Login/Redirect
» 4 Default Web Site Windows Authentication Enabled HTTP 401 Challenge
@ device
D ssldevice
D web
& windowsIntegratedCepService
4h windowsintegratedCesService

5.3.6 Configure IIS Application Pools

ADSS Web RA Server IS application pools need to be configured to run using the Windows
service account created in step 4.1.

1. Expand Start > Administrative Tools > Internet Information Services (11S) Manager.

2. The Internet Information Services (1IS) Manager management console will appear.

3. Expand the Server and select Application Pools from the left panel.
4

Select windowslntegratedCepService from the centre panel. Click Advanced Settings
from Actions in the right panel.

Appicmeon Pook W e

5. The Advanced Settings dialog will display, select the ApplicationPoolldentity field and click
the Edit button.

Advanced Settings ? X
v (General) ~
\NET CLR Version w0
Enable 32-Bit Applications False
Managed Pipeline Mode Integrated
Neme windowslntegratedCepService
Queue Length 1000
Start Mode OnDemand
v U
Limit (percent) 0
Limit Action NoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4204067205

Processor Affinity Mask (64-bit ¢ 4294967295
v Process Model
Generate Process Model Event L

iy PRe——
Idle Time-aut {minutes) 0
Idle Time-out Action Terminate v
Identity

[identity Type, username, password] Configures the application poel to run
as built-in account, i.e. Application Pool Identity (recommended), Network
Service, Local System, Local Service, or as a specific user identity.

oK Cancel
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6. The Application Pool Identity dialog will display. Select the Custom account radio button,
and then click Set.

Application Pool Identity ? X

(O Built-in account:

ApplicationPoolldentity

@ Custom acceunt:

Cancel

7. The Set Credentials dialog will display. Enter the username as domain\username, then
enter and confirm the password, click OK.

Set Credentials ? X

User name:

|ascert|adem0\webra,svc ‘

Password:

Confirm password:

8. You will be returned to the Application Pool Identity dialog, click OK.

Application Pool Identity 7 x

() Built-in account:

ApplicationPoolldentity

(® Custom account:

oK Cancel

9. You will be returned to the Advanced Settings dialog, click OK.

Advanced Settings ? X
v (General) ~
\NET CLR Version va.0
Enable 32-Bit Applications False
Managed Pipeline Mode Integrated
Mame windowslntegratedCepService
Queue Length 1000
Start Mode OnDemand
v U
Limit (percent) 0
Limit Action NoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294967295

Processor Affinity Mask (54-bit ¢ 4284967295
v Process Model
Generate Process Model Event L

Identity ascertiademo\webra svc

Ielle Time-out (minutes) [
Idlle Time-out Action Terminate v
Identity

[identity Type, usemame, password] Configures the application pool to run
as built-in account, i.e. Application Pool Identity (recommencled], Network
Service, Local System, Local Service, or as a specific user identity.

oK Cancel
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10. You will be returned to the Internet Information Services (lIS) Manager management

console, note the Identity for the windowslIntegratedCepService has how been updated to
the new identity.

Actions

Application Pools

Application Pool Tasks

£t Appication Poot

11. Repeat this process for the windowslntegratedCesService.
12. Once complete, right-click Start > Run, type cmd, click OK.

Type the name of a pragram, folder, document, or Internet
resource, and Windows will apen it for you.

Open: [ emd| -

&) This task will be crested with administrative privileges.

e ||| Bow

The Windows command prompt will display, type the following command, press enter:

C:\Users\administrator.ASCERTIADEMO>iisreset

Expected output

C:\Users\administrator.ASCERTIADEMO>iisreset

Attempting stop...

Internet services successfully stopped
Attempting start...
Internet services successfully restarted
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6 ADSS Web RA Server Configuration

Before configuring Web RA for Windows Enrolment, you will need the following:

e Root CA Certificate from ADSS Server.

o Certificate Templates, ADSS Certificate Profiles, Client ID and Secret from ADSS Server.
e Microsoft Certificate Templates to map to ADSS Server Certificate Templates.

e Microsoft Active Directory:

o Domain controller host
o Domain controller port
o Domain User Id and password

e Simple Mail Transfer Protocol (SMTP):

o SMTP Server Address
o SMTP Server Port

6.1 ADSS Web RA Admin Portal

Following the installation of ADSS Web RA Server, the Windows enrolment feature must be
enabled for any role who will need access to this feature. Use the following process to enable
Windows Enrolment for the desired role.

6.1.1 Access Control

The default roles that are installed with ADSS Web RA Server are not granted access to the
Windows Enrolment feature; these must be enabled to configure the product.

1. Access Web RA administration portal as an administrator with permissions to assign the
Windows Enrolment settings to roles. Navigate to Access Control > Roles > i > Edit.
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2. Select Windows Enrolment and then click Save.

Roles
ADMINISTRATORS #

& o
) sen
@ o
& v

# HMAC Verification

Branding

raters
@ personel informal - - aost

6.1.2 Enable Windows Enrolment

By default, when ADSS Web RA Server installs the Windows enrolment feature, it is disabled
and must be enabled and configured by an administrator.

1. Access Web RA administration as an administrator with permissions to enable the
Windows enrolment feature, navigate Configurations > Windows Enrolment.

2. Tick the check box to enable Windows Enrolment, click the upload button for the CA
Certificate field to import the Root CA Certificate. Ensure all the URLSs reflect the fully
gualified DNS name for the Web RA server installation, then click Save.

Configuations
WINDOWS ENROLMENT

B = ?

Windows Integrated Authentication mechanism: (As displayed in the image above).

Field Description

Certificate Enrolment Enter URL to manage certificate enrolment policies, e.g.

Policy (CEP) [Server URL]/Service.svc/CEP. For instance:
https://dc2016.ascertia.local:449/Service.scv/CEP

Certificate Enrolment Enter URL to manage certificate enrolment policies, e.g.

Service (CES) [Server URL]/Service.svc/CES. For instance:

https://dc2016.ascertia.local:447/Service.svc/CES
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Username / Password Authentication mechanism: (As displayed in the image above).

Field Description
Certificate Enrolment Enter URL to manage certificate enrolment policies, e.g.
Policy (CEP) [Server URL]/Service.svc/CEP. For instance:

https://localhost:82/1/Service.scv/CEP

Certificate Enrolment

Enter URL to manage certificate enrolment

policies, e.g.

Service (CES) [Server URL]/Service.svc/CES. For instance:

https://localhost:83/Service.svc/CES
Client Authentication mechanism: (Scroll down to see the next image).

Field Description

Certificate Enrolment Enter URL to manage certificate enrolment policies, e.g.

Policy (CEP) [Server URL]/Service.svc/CEP. For
instance:https://localhost:84/1/Service.scv/CEP

Certificate Enrolment Enter URL to manage certificate enrolment policies, e.g.
[Server URL]/Service.svc/CES. For instance:

Service (CES)

https://localhost:85/1/Service.svc/CES

B 2 R

Configurations
WINDOWS ENROLMENT

Windows Integrated

6.1.3 Create Active Directory Connector

In order to authenticate users and issue certificates using Kerberos to domain members,
ADSS Web RA Server requires an Active Directory connector. This section provides the
configuration steps to create this connector.

1. Expand External Services > Connectors > click +

2. The basic information page will display, Enter a name and select Active Directory from
the provider drop-down, tick the Active check box, click >.

g & ae

@ o

Connectors
EDIT: ASCERTIA DEMO ACTIVE DIRECTORY
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3. The Details page will display, enter the Domain Controller Host, Domain Controller Port,
Web RA Service Account User ID and Password. Click Create.

6.1.4 Create ADSS Server Connector

ADSS Web RA Server issues certificates from ADSS Server based Certification Authorities.
This section provides steps to create the connector between Web RA Server and the ADSS
Server Certification Service.

1. Expand External Services > Connectors > click +.

2. The Basic information page will display, enter a name and select ADSS Server as the
provider, tick the Active check box, click >.

3. The Details page will display, provide the following information, click create

e Server Address
Specify the address and port number of ADSS Server.

e ClientID

Specify the Client ID configured in the Client Manager module of the ADSS Server for this
connector

e Client Secret

Specify the client secret generated in the ADSS Server against this Client ID.
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-
]

B - -

6.1.5 Create an Authentication Profile

Microsoft requires that ADSS Web RA Server authenticates to Active Directory in order to
access the Microsoft Certificate Templates and information about users and computers that
will be submitted to the CA as part of a certificate request. This section provides the steps to
create an authentication profile that is used by Web RA Server to authenticate to Active
Directory using a Windows Service Account.

1. Expand External Services > Authentication Profiles > click +
2. The Details page will display, enter a name, tick the Active check box, and click >.

Authentication Profies
EDIT: ASCERTIA DEMO

NNNNNN

3. The Details page will display, set the following information, and click Create.

e Method - Active Directory.

¢ Active Directory Connectors — Select the Active Directory Connector created in step 6.1.3.
e Fully Qualified Domain Name — Enter the Fully Qualified Domain Name.

e Allowed Groups — Domain Users.
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6.1.6 Create a Certification Profile

Active Directory and ADSS Server maintain certificate templates that are used to generate
keys and certificates for people, devices and applications. ADSS Web RA Server requires a
certification profile for each type of certificate. It will be issuing using the Windows Enrolment
feature, the following section provides steps on how to create a certification profile that maps
a Windows Certificate Template to an ADSS Server Certification profile and template to ensure
that certificates are issued with the correct attributes, extensions, and validity periods.

The following is an example of creating a profile to support TLS User Authentication.

1. Expand External Services > Certification Profiles > click +.
2. The Basic information page will display, enter Windows TLS User - 1 Year the following

information, tick the Active check box, click >.

3. The Profile Settings page will display, set the following, click >:

ADSS Service

Certification Service

ADSS Certification Server

Set the ADSS Server connector
configured in step 6.1.4

ADSS Certification service Profile

Set the ADSS Server Certification
Service Profile Name
e.g. Windows TLS User - 1 Year

Certificate Purpose

Is auto set by ADSS Server

Certificate Enrolment

Windows Enrolment

Active Directory Profile

Set to the Active Directory Connector
created in step 6.1.3

Certificate Template

Set to the Windows Certificate Template
created in step 4.4.3

Windows Device Certificate

Check this tick box if the certificate
template if for a server, desktop or
device.

Ascertia Limited 2023 Commercial-in-Confidence Page 50 of 92




®
ADSS Web RA Server — Windows Enrolment Deployment Guide ascerfia

4. The Details page will display, these values are only editable if the ADSS Server
Certification Profile Allows, if editable set the following, click >:

e Key Algorithm
Key Algorithm that will be used to generate the key pair in the smart card/token. This
configuration is coming from the ADSS Server so it cannot be changed

o Key Length
Key Length that will be used to generate the key pair in the smart card/token. This
configuration is coming from the ADSS Server so it cannot be changed.

e Validity Period Type
o Validity period type can be configured as a Fixed to restrict the enterprise user to
change the certificate validity or it can be set as Custom if enterprise RAO allow
an enterprise user to set validity period while creating a certificate request.

o These Fixed and Custom values can only be used on ADSS Web RA admin, if the
selected ADSS Certification profile has set over ridable option in certification
profile. It will be shown as fixed validity period type otherwise.

e Validity Period
Set the certificate validity period.

5. The Authentications page will display. Accept the details, click >
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7. Repeat this process for any other certificate templates that are required.
6.1.7 Configure a Service Plan

ADSS Web RA Server uses service plans to govern which services and features are
available to a given enterprise. This section provides example steps on how to create a
basic service plan that will enable the issuance of certificates to Windows domain members,
for a detailed reference on service plan settings, please refer to the ADSS Web RA Server
product documentation.

1. Expand Service Plans click +
2. The Basic Information page will display, enter a name, tick the Active check box, click >.

3. The Profile Settings page will display.
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Under the Services section, there two types of profiles:

Profile to create certificates for Configure this profile for user-based
Windows user enrolment certificates

Profile to create certificates for Configure this profile for device-based
Windows device enrolment certificates

4. Click the Profile to create certificates for Windows user enrolment drop down and select
the profile created in step 6.1.6, repeat for Profile to create certificates for Windows
device enrolment, click >.

5. The Notifications page will display, enable the notification providers you require for user
notifications to be sent, click >.

SMS Gateway SMS gateway connector to receive OTP
via SMS.

Email Gateway SMTP connector to receive email
notifications.

6. The Advance Settings page will display, Web RA Server provides primary and secondary
authentication profiles. “Primary Authentication Profiles” are used to control how a user
authenticates to Web RA to access the user portal. “Secondary Authentication Profiles”
are used when an enterprise wishes to use an additional separate authentication
mechanism to authorise an action, such as certificate rekey or revocation.

7. Set the Primary Authentication Profile to the authentication profile you created in step
6.1.6.

8. Set the Default Authentication Profile to the authentication profile you created in step
6.1.6, click Create.
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6.1.8 Create an Enterprise.

ADSS Web RA Server is a multi-tenanted product that enables different organisations or
different departments to be created, each have their own administrative users that can create
and manage user invites, and user and device certificates. This section provides steps to
create an enterprise that will be used to connect to Active Directory to issue and manager
digital certificates for domain members.

1. Access Web RA administration as an administrator with permissions to create
enterprises, navigate to Enterprises > Requests click on +

2. The Organisation Information page will display, provide the following information, click >

Legal Name

Legal Name is the official name of the organisation under which the organization is
registered with the government and it is the name that is used when submitting tax to
the government e.g. Ascertia Limited.

Assumed Name

Assumed Name could be the short hand name of the organisation that is commonly
used e.g. Ascertia

Organisation Phone Number

Official phone number of the organisation that is registered in the government
documents.

Address

Complete address of the organisation as it was provided to government at the time of
company registration.

The following fields should be filled as part of Address:
Country

State

City

Postal Code

Address 1

Address 2

Service Plan
Select a service plan for this enterprise that you created for Windows enrolment.
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Create Default Role

Tick this checkbox to create a default role while creating a new enterprise.

=x >

3. The Account Owner page will display, enter the following information, click >

Name

Name of the enterprise owner. It could be any representative of the organisation but
ideally, it should be the CEO. The enterprise owner should initiate any change
requested in the enterprise.

Email
Email address of the enterprise owner. An email will be sent to this email address to
create an account on the ADSS Web RA Web.

Mobile Number
Mobile number of the enterprise owner to send the OTP code if enabled in the profile.

Job Title
The role of the enterprise owner in his organisation.

.......

- =2 >

4. The License page will display, enter the certificate quota and expiry for the Enterprise,
click create.
e Name

Name of the certification profile for which an enterprise wants to use ADSS Web RA to
create certificates.

Unlimited
A check box can be used to allow a user to create unlimited certificates. This field will
appear only if a user is allowed to create unlimited certificates.

Certificates Quota
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This defines the total number of certificates an enterprise is allowed to generate from
ADSS Web RA against each certification profile.

o Expiry
This defines the duration for which these certificates are valid.

Nams Cartificates Quota Expiry

“ st Rarmaining Applcation Cartifiates: 100 <

B ace oo

5. A confirmation dialog will display, click Yes to create the enterprise.

CONFIRM X

Are you sure you want to approve the enterprise request and create an
enterprise?

"

6.1.9 Edit the Enterprise Default Role

Windows Users are automatically registered in the default enterprise role during the auto-
enrolment of certificates, this section provides step to control which certificates will be
displayed to a user | the Web RA Server User Portal

1. Access Web RA administration as an administrator with permissions to edit roles,
expand Enterprises > Registered > select the Enterprise Name > Roles > click the i to
edit the Default Role > Certificate Management.

2. Check the Windows Enrolment check box and select the certificate profiles from the
Profile to create certificates for Windows User Enrolment or Profile to create certificates
for Windows Device Enrolment.

Note: If the role is for end users who you only wish to see their certificates, do not enable the
Profile to create certificates for Windows Device Enrolment check box.

If you are creating a role to manage device certificates, only then only check the Profile to
create certificates for Windows Device Enrolment

3. Click Save when complete.
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Users can access Web RA to manage certificates issued to them by the Windows Enrolment
process. The Profile to create certificates for Windows User Enrolment drop-down enables
Web RA Administrators to define which user profiles a user can access via the Web RA user
portal. The Profile to create certificates for Windows User Enrolment drop-down enables Web
RA Administrators to define which device profiles a user can access via the Web RA user
portal.

Certificate Sharing (and filter)

This setting allows you to configure profiles to share certificates. Once configured this profile
will enable you to apply a filter based on elements of a certificates subject distinguished name,
these include, All, common name, first hame, country, etc. on basis of which certificate
requests will appear on the ADSS Web RA web portal, and the user will only be able to
manage according to the filters applied here. Once the required filters have been defined, click
Save.

Certificate Sharing is a setting that is used to enable administrators to have a view on multiple
certificates, for example, Certificate Sharing enables you to create a role that can see all
device TLS Certificates with OU=TLS Devices in the SDN.

Certificate Sharing

6.1.10 Create Web RA Service Account

ADSS Web RA Server uses a windows service account to access Active Directory Certificate
Templates and domain member information. This account must be activated in Web RA, the
following provides steps to create and enable the service account.

1. Access the ADSS Web RA Server as the Enterprise RAO where you have enabled
Windows Enrolment.

2. Expand Enterprises. Click Registered from the left menu and click on the Enterprise
Name from the centre panel.
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3. Click Users > User Invitations from the left menu. The User Invitations page will display.
Click on the + to create a new invitation.

Usars
USER INVITATIONS

\\\\\

vl Risguast

4. The Invite User page will display. Enter the following information to invite the Windows
Web RA Service account that was created in step 4.1. Click Invite User.

¢ Name: webra_svc
e Email: webra svc@ascertiademo.local
e Role: Default Role

INVITE USER
ADD
m e

Information
Mames

Email+
Role »
Certification Details

No Certificate Details available
These details will be available when added in Role

m oo

5. The user invitation will be generated and sent. The service account will need to be
activated using the email sent to the service accounts email address.

6.1.11 Subject Distinguished Name Controls

Digital Certificates contain information about people, devices, and applications, to identify a
certificate holder their identity information is first verified and then it is sent to a certification
authority in a certificate request, the identity information is contained in the subject field in a
digital certificate.

ADSS Web RA Server CEP and CES services work together to authenticate users and
computers, and then collects information about them to place into the subject field in
certificates. This section will cover Web RA Server’s default behaviours for constructing the
subject field in the certificates issued during Enrolment.

ADSS Web RA Server will enforce the following Subject Distinguished Name elements:

e Country Code
e Organisation

These will appear in a digital certificate in the following format:
C=GB
O=Ascertia Demo

Both, Country code and organisation name are defined by the Enterprise Legal Name and the
Enterprise Country.
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Users and Devices can exist in Active Directory in different locations, administrators group
users and devices by department, by user or device type, or other groupings, this information
also needs to be added to a user or devices digital Certificate. When the Web RA CES service
receives a certificate request, it will query Active Directory and search for the user or the device
that is enrolling, it will retrieve the following information:

e Common Name
e Organisation Unit

The Web RA CES service will also query active directory to populate the Subject Alternative
Name in a digital certificate, these are created as follows:

User Subject Alternative Name

e Email Address
e User Principal Name

Device Subject Alternative Name

e DNS name
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6.1.12 Activate ADSS Web RA Server enterprise service account

1. Access the Web RA invitation email that has been sent to the inbox for the webra_svc
service account and click on the Join Now button.

Ascertia Limited WebRA

Hiwebra_sve,

You are invited 1o join the enterprise Ascertia Deme on Ascertia Limited. By
joning Ascertia Demo you will become & member of Ascerba Dema team.
Click the bution below to join

Regards,
Ascertia Limited Team

2. The Account Activation page will display, provide a mobile account number for the
account and check the | agree to the Terms of Service and Privacy Policy check box on
the activation form, and click Activate.

ACTIVATE ACCOUNT

3. You will be returned to the login page, enter the Web RA service account email address,
click Next.

4. The Windows authentication dialog will display, enter the Windows user id and password
for the Web RA service account, and click Sign in.

5. The ADSS Web RA Server User Dashboard will display.

a
CVERVIEW

You dan't have any certificate requests

6. You have successfully created the Web RA Service Account.
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7. Select the down arrow next to the user’s silhouette and select Logout.

Ascertia Demo
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7 Active Directory Configuration

7.1 Create an enrolment service in Active Directory

Microsoft requires an enrolment service for each CA that will issue certificates via ADSS Web
RA Server to users and devices.

For the following process, you will need a copy of the Root CA certificate that will be copied to
the domain controller.

1. Log in to the server hosting Active Directory as a member of the Domain Admins and
Enterprise Admins groups.

2. Right-click Start > Run, type cmd and click OK.

Run x

Type the name of a program, folder, document, or Internet
resource, and Windows will apen it for you.

Open: [ cmd] -

& This task will be created with administrative privileges.

Cancel Browse...

3. At the command prompt run the following command where the CA certificate is located
at c:\certs

certutil -f -dspublish C:\certs\RootCA.cer RootCA

Expected output

C:\Users\Administrator>certutil -f -dspublish C:\certs\RootCA.cer RootCA
ldap:///CN=ACME Root CA,CN=Certification Authorities,CN=Public Key
Services,CN=Services,CN=Configuration, DC=ascertiademo,DC=local?cACertificate

Certificate added to DS store.

ldap:///CN=ACME Root CA,CN=AIA,CN=Public Key
Services,CN=Services,CN=Configuration, DC=ascertiademo,DC=local?cACertificate

Certificate added to DS store.

CertUtil: -dsPublish command completed successfully.

4. Right-click Start > Run, type adsiedit.msc and click OK.

Run >

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you,

Open: [ adsieditmsd| -

& This task will be created with administrative privileges.

[ | [ Gnea | [ s
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5. ADSI Edit will launch. Right-click ADSI Edit and click Connect To.

2’ ADSI Edit
| File Action View Help
@=|mE 6|
2 ADSI Edit
Connect to...
! View >
i Refresh
L Help
i

6. A Connection Settings dialog will display. Click the Select a well known Naming Context
dropdown and select Configuration. Click OK.

Connection Settings

x

Name: | Configuration

Path: | LDAP:/{ASC-DEMO-AD-01.ascertiademo.local {Configuration

Connection Point

() select or type a Distinguished Name or Naming Context:

> ‘

(®) Select a well known Naming Context:
Configuration w
Computer
(C) Select or type a domain or server: (Server | Domain [:port])
| v]
(®) Default (Domain or server that you logged in to)
[Juse s5L-based Encryption
Advanced... Cancel

7. ADSI Edit will connect to the Configuration instance of Active Directory. From the left
panel, expand Configuration > CN=Configuration, DC=ascertiademo, DC=local >
CN=Services > CN=Public Key Services > CN=Certificate Authorities, the Root CA will
display in the centre panel.

Z nDs| Edit - [m] X
File Action View Help
ez smXEGE HE
2 ADs Edit A || Mame Class Distinguished || Actions
~ 8 c [ASC-DEMO-AD-01 local] 5] CN=ACME Root CA certification..  CN=ACME Ro|| CN=Certifi... &
+ [] CN=Configuration,DC=ascertiademo,DC=local
“| CN=DisplaySpecifiers More .. ¥

CN=Extended-Rights
CN=ForestUpdates
CN=LostAndFoundCenfig
CN=NTDS Quotas

CN=Partitions

CN=Physical Locations
CN=Services

| CN=AuthN Policy Configuration
| CN=Claims Configuration

] CN=Group Key Distribution Service
| CN=Microsoft SPP
 CN=MsmgServices

1 CN=NetServices
CN=Public Key Services
| CH=AlA

CN=Certificate Templates

CN=Certification Authorities
CN=Enrollment Services

8. In ADSI Edit right-click CN=Enrollment Services > New > Object.
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9. The Create Obiject dialog will prompt you to Select a class list, highlight

+ ] CN=Configuration,DC=ascertiaderno,DC=local
| CN=DisplaySpecifiers
| CN=Extended-Rights
| CN=ForestUpdates
| CN=LostAndFoundConfig
| CN=NTDS Quotas
| CN=Partitions
| CN=Physical Locations
v [ CN=Services
| CN=AuthM Policy Cenfiguration
| CM=Claims Cenfiguration
1 CN=Group Key Distribution Service
| CN=Microsoft SPP
| CN=MsmgServices
1 CN=NetServices
w [ CN=Public Key Services
= CN=AlA
| CN=CDP
| CN=Certificate Templates
[ CM=Certification Authorities
| CN=Enrollment Servic--
= CN=KRA Move
| CN=0ID
Il CM-RRAS

New
reates a new item in this container.

L ——

MNew Connection from Here

There are no items to sho

pkIEnrolmentService, click Next.

Object...

Create Object

Select a dass:

msWMI-WMIGPO
nisMap
nisMetgroup
nisObject
nTDSS5ervice
nTFRSSettings
oncRpc
organizationalPerson
organizationalRole
person
KICertificateTemplate

Arint e e

v

Cancel

Help

10. The Create Object dialog will prompt you to provide a Common-Name, enter ADSS Web
RA Server, click Next.

Create Object
Attrbute:
Syntax: Unicode String

Description:  Common-Mame

Yalue: ADSS Web RA Server|

Cancel

Help
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11. The Create Object dialog will prompt you to complete the process, and then click More

Attributes.

Create Object

To complete the creation of this object, click Finish.

To set mare attributes, click More Attibutes

< Back Finish

Cancel Help

12. The Attributes dialog will display. Set the Select a property to view drop down to
Certificate Templates and enter ADSSTLSUSser in the Edit Attribute field. Click Add.

Attributes

Path:

Synita:

Value(s):

Select a property to view:

Attribute Values

cn=ADSS Web RA Server

Class: pKIEnrollment Service

Select which properties to view: | Optional

*

Edi Attribute: |ADSSTLSUsed

certificate Templates w
| DirectoryString |
<not set>
Add Remove
Cancel

13. Repeat this for ADSSTLSServer.

14. Note: These names must match the Template Name field from the Microsoft Certificate

Templates created in step 4.4.3.

15. Click OK when complete, you will be returned to the Create Object dialog, click Finish.

7.2 Configure Certificate Enrolment
Microsoft clients support two types of certificate enrolment:

e Manual certificate enrolment.
e Certificate auto-enrolment.

7.2.1 Manual Certificate Enrolment

Ascertia Limited 2023

Commercial-in-Confidence

Page 65 of 92



®
ADSS Web RA Server — Windows Enrolment Deployment Guide ascerfia

When using this method, users can manually enrol certificates for clients by performing using
Microsoft Management Console (MMC) for personal certificates.

7.2.1.1 Define an Enrolment Policy for Domain Computer
1. Access ADSS Web RA Server as the Web RA Service Account.

2. Navigate to Windows Enrolment > Settings copy the Windows Integrated Certificate
Enrolment Policy URL.

‘Windows Enrolment
SETTINGS
] windows Enrolment
Certificate Requests :
Windows Integrated
URLs for Windows certificate enrolment using Windows Integrated authentication scheme.
2 on Reqy
o o
@ peronot momation . © s s o o s ot e e Copy UL i S ey s 5, @ Serce s e o ecious it eesient e, copy UL o e s
B Enterprise >
Username / Password
URLs for Windows certificate enrolment using Username / Password authenticatio
o (]
O Senvice a0dress use for windows certificate enrolment service. Copy URL to eonfiguie policy service e.g O Service adaress use for w
. fsenice 2 Client Authentication
URLs for Windows certificate enrolment using client authentication scheme.
P P [£4
Help (2 L] L]
About - -

3. Access the domain controller as an administrator and access the Group Policy
Management console by executing gpmc.msc in Run.

= Run *

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: v

)

J

0K Cancel Browse...

Group Policy Management Console will be open.
4. Navigate to Linked Group Policy Objects.

Ascertia Limited 2023 Commercial-in-Confidence Page 66 of 92



ADSS Web RA Server — Windows Enrolment Deployment Guide

[
ascerfia

_3 Group Policy Management

#/ Default Domain Policy
2 Domain Controllers
2] Services
5 Group Policy Objects
¥ WMI Filters
L& Starter GPOs

(@ Sites

587 Group Policy Modeling

L4/ Group Policy Results

- O X
& File Adion View Window Help - 8 X
e 2E A BHE
& Group Policy Management WebRA.local
v A\ Forest: WebRAlocal Status  Linked Group Policy Objects  Group Policy Inheritance  Delegation
~ |z Domains
« %3 WebRAlocal Link Order GPO Enforced [ Link Enabled GPOStatus  WMIFiter  Modfied  Domain

[ T Defaut Domain Poliy Mo

7/3/2023

WebRA....

going to configure ADSS Web RA enrolment policy.

Make it sure that the link is enabled against the group policy object in which you are

If link is not enabled then right click on the Policy object and click on Link Enabled.

3 Group Policy Management

- [m] x
IR File Action View Window Help - 8 X%
o= @ 6 HE
&, Group Policy Management WebRA.local
v ﬂ Fgrest: WebRA local Status Linked Group Policy Objects  Group Policy Inheritance  Delagation
~ & Domains
~ %3 WebRAlocal Link Order GPO Enforced Link Enabled GPO Status WM Fitter Modified Domain
./ Default Domain Policy 5] Defaut Domain Policy No 7/3/2023 .. WebRA
5| Domain Controllers Edit
L‘ Services Enforced
-/ Group Policy Objects
] p Policy OOy ¥ Link Enabled
Ly WMI Filters
Gl Starter GPOs Save Report..
L3 Sites
##¥ Group Policy Modeling D
[ Group Policy Results Rename
Refresh

Ascertia Limited 2023

Commercial-in-Confidence

Page 67 of 92



ADSS Web RA Server — Windows Enrolment Deployment Guide

@
ascerfia

7. Right click on the Policy in which you are going to configure the ADSS Web RA

Enrolment Policy and click Edit. Group Policy Editor will open.

j Group Policy Management

& File Action View Window Help

e nm Xa B

-8 %

2 Group Policy Management
v £\ Forest: WebRAlocal
v &5 Domains

Default Domain Policy
Scope Details Settings Delegation

¥ Group Policy Modeling
_#) Group Policy Results

New Window from Here

« §3 WebRAlocal tnks
-] Default Domain Pol'= Display links in this location: WebRA local .
=1 Domain Controllers Edit.. | nd OUs are inked to this GPO:
2 Services Enforced -
& Group Policy Object Bl Link Enabled Enforcsd  Link Enabled Path
5 WMIFilters Save Report... No Yes WebRA local
& Starter GPOs
i@ Sites View

nly apply to the following groups, users, and computers:

Remove Properties

Delete
Rename
Refresh
Help
Add...
WMI Filtering

<none>

Oben the GPO editor

This GPO is linked to the following WM filter:

- Open

8. In the Group Policy Management Editor expand Computer Configuration > Policies >
Windows Settings > Security Policies > Public Key Policies, double click on Certificate
Services Client — Certificate Enrolment Policy.

- Group Policy Management Editor
File Action View Help

o 2@ 6= BE

=/ Default Domain Policy [WEBRA-WCC-DCWEBRALOCAL] P|
~ % Computer Configuration
v [ Policies
] Software Settings
v | Windows Settings
| Name Resolution Policy
|&=] Scripts (Startup/Shutdown)
= Deployed Printers
v i; Security Settings
_:g-‘ Account Policies
j Local Policies
;ﬁ Event Log
['4 Restricted Groups
& System Services
(4 Registry
4 File System
i;u Wired Network (IEEE 802.3) Policies
~| Windows Defender Firewall with Advan|
[} Network List Manager Policies
5‘5@' Wireless Network (IEEE 802.11) Policies
| Public Key Policies
. Software Restriction Policies
1 Application Control Policies
g IP Security Policies on Active Directory (|
| Advanced Audit Policy Configuration
ulli Policy-based QoS
| Administrative Templates: Policy definitions (Al
| Preferences

Object Type
| Encrypting File System
| Data Protection
| BitLocker Drive Encryption
“ BitLocker Drive Encryption Network Unlock Certificate
| Automatic Certificate Request Settings
“| Trusted Root Certification Autharities
| Enterprise Trust
 Intermediate Certification Authorities
| Trusted Publishers
"] Untrusted Certificates
_| Trusted People
IJ‘Q']CErtificate Services Client - Certificate Enrollment Policy I
QCeniﬂrzte Path Validation Settings
[5] Certificate Services Client - Auto-Enrollment
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9. The “Certificate Services Client — Certificate Enrolment Policy” will display, click Add.

Certificate Services Client - Certificate Enrollment Polic..  ? X

Console Reat\Default Domain Policy |
Enrollment Policy

Configuration Mode: Enabled

Certificate enrollment policy list

Defauit  Name Automatic Enroliment
Active Directory Enrollmen...  Enabled

Add... Remove... Properties

Additional certificate enrolment policy configuration

[ pisable user confiqured enrolment policy servers

ot ol

10. The Certificate Enrolment Policy Server properties dialog will display. Paste the ADSS
Web RA Server Windows Integrated Certificate Enrolment Policy URL into the Enter
enrolment policy server URI field and click Validate Server, the connection test will take

place, click Add.

W' Certificate Enrollment Policy Server

Certificate enrollment policy server configuration

Enter URI for a certificate enroliment policy server and select the comect authertication type. then
click Validate Server’

[[] Use default Active Directory domain controller URI Configure Friendly Name
Enter enrollment policy server URI:

‘hﬂps //asc-demo-wra-02.ascertiademo local:86/Service sve/CEP PAscertia % 20Demo

Authentication type:

Windows integrated v| | Vaiidate Server

[ Priority:  Default

Certificate enrollment policy properties

Information regarding the validation of the server UR| will be presented below. Ensure that the
propetties retumed from the server match the expected values before proceeding

The URI "https://asc-demo-wra-02 ascetiademo Jocal: 86/ Service sve/CEP ?Ascertia -~
%20Demo" was validated successfully.
Enroliment 1D
{083C7011-1D0A-4855-8850-AC945184658C)
Enrollmert Friendly Name v
Add Cancel

11. You will be returned to the Certificate Enrolment Policy Server properties, tick the check
box to mark this policy server as the default, OK.

Certificate Services Client - Certificate Enrollment Polic... ?

Enrollment Policy

Configuration Model: Enabled

Certificate enrollment policy list

Default ~ Mame Automatic Enroliment
ADSS WEBRA Enrollment ... Enabled

Add... Remove... Properties

Additional certificate enrollment policy configuration

[Jpisable user configured enrollment policy servers

Cancel Apply

*
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7.2.1.2 Define Enrolment Policy for Domain User
1. Access ADSS Web RA Server as the Web RA Service Account.

2. Navigate to Windows Enrolment > Settings copy the Windows Integrated Certificate
Enrolment Policy URL.

Windows Enrolment
SETTINGS

B Windows Enrolment

Centificate Requests

Windows Integrated

URLs for Windows certificate enrolment using Windows Integrated authentication scheme.
[
L viceeg. @S
@ Personal Ik - o
B Enterprise -
Username / Password
URLS for Windows certificate enrolment using Username / Password authentication scheme.
[
© Service address use for windows certificate envolment service, Copy URL to configure policy service e 0 Service address use for w
e of Service € Client Authentication
URLS for Windows certificate enrolment using client authentication scheme.
Privacy Policy (4
Help -
About .

3. Access the domain controller as an administrator and access the Group Policy
Management console by executing gpmc.msc in Run

= Run X
o Type the name of a program, folder, document, or
/ Internet resource, and Windows will open it for you.
Open: v

OK Cancel Browse...

Group Policy Management Console will be open.
4. Navigate to Linked Group Policy Objects
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_3 Group Policy Management

#/ Default Domain Policy
2 Domain Controllers
2] Services
5 Group Policy Objects
¥ WMI Filters
L& Starter GPOs

(@ Sites

587 Group Policy Modeling

L4/ Group Policy Results

- O X
& File Adion View Window Help - 8 X
e 2E A BHE
& Group Policy Management WebRA.local
v A\ Forest: WebRAlocal Status  Linked Group Policy Objects  Group Policy Inheritance  Delegation
~ |z Domains
« %3 WebRAlocal Link Order GPO Enforced [ Link Enabled GPOStatus  WMIFiter  Modfied  Domain

[ T Defaut Domain Poliy Mo

7/3/2023

WebRA....

going to configure ADSS Web RA enrolment policy.

Make it sure that the link is enabled against the group policy object in which you are

If link is not enabled then right click on the Policy object and click on Link Enabled.

3 Group Policy Management

- [m] x
IR File Action View Window Help - 8 X%
o= @ 6 HE
&, Group Policy Management WebRA.local
v ﬂ Fgrest: WebRA local Status Linked Group Policy Objects  Group Policy Inheritance  Delagation
~ & Domains
~ %3 WebRAlocal Link Order GPO Enforced Link Enabled GPO Status WM Fitter Modified Domain
./ Default Domain Policy 5] Defaut Domain Policy No 7/3/2023 .. WebRA
5| Domain Controllers Edit
L‘ Services Enforced
-/ Group Policy Objects
] p Policy OOy ¥ Link Enabled
Ly WMI Filters
Gl Starter GPOs Save Report..
L3 Sites
##¥ Group Policy Modeling D
[ Group Policy Results Rename
Refresh
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7. Right-click on the Policy in which you are going to configure the ADSS Web RA

Enrolment Policy and click Edit. Group Policy Editor will open/.

_g’ Group Policy Management

e nm Xa B

Z File Action View Window Help

2 Group Policy Management
v £\ Forest: WebRAlocal
v &5 Domains

Default Domain Policy
Scope  Details  Settings Delegation

5 Group Policy Modeling

& Links

- 4 WebRAlocal
7 Default Domain Pol'= Display links in this location: WebRA local
=1 Domain Controllers Edit.. nd OUs are linked to this GPO:
2| Services Enforced -
& Group Policy Object Bl Link Enabled Enforcsd  Link Enabled Path
% WMI Filters S— No Yes WebRA local
& Starter GPOs

A Sites View

New Window from Here

« Group Policy Results

Delete
Rename nly apply to the following groups, users, and computers:
Refresh
Help
Add... Remove Properties
WMI Filtering

This GPO is linked to the following WMI fiter:

<none> - Open

Oben the GPO editor

In the Group Policy Management Editor expand User Configuration > Policies >
Windows Settings > Security Policies > Public Key Policies, double click on Certificate
Services Client — Certificate Enrolment Policy.

=I Group Policy Management Editor - [} X

File Action View Help
o 25 = HE

| Default Domain Policy WEBRA-WCC-DCWEBF| Object Type

~ & Computer Configuration | Enterprise Trust

- ?l':'es "I Trusted People
2 1 reterences . |2/ Certificate Services Client - Certificate Enrollment Policy |
v % User Configuration y 3 N N N
Poli q\JCemﬁcate Services Client - Credential Roaming
~ || Policies

"1 Software Settings '_”QJ Certificate Services Client - Auto-Enrollment

~ ] Windows Settings
(&) Scripts (Logon/Logoff)
« [ Security Settings
| Public Key Policies
| Software Restriction Policies
(2 Folder Redirection
“ Policy-based QoS
9 Deployed Printers
| Administrative Templates: Policy def
_| Preferences

The Certificate Enrolment Policy Server properties dialog will display. Paste the ADSS
Web RA Server Windows Integrated Certificate Enrolment Policy URL into the Enter
enrollment policy server URI field and click Validate Server, the connection test will take
place, click Add.
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W' Certificate Enrollment Policy Server X

Certificate enrollment policy server configuration

Enter UR for a certiicate enroliment policy server and select the comect authertication type, then
dlick Validate Server’

[ Use defautt Active Directory domain controller URI Configure Friendly Name

Enter enrcliment policy server URI:
‘https //asc-demo-wra-02 ascertiademo local:86/ Service sve/CEP PAscertia® 20Demo

Authertication type:
Windows integrated ~ Validate Server

[ Priortty * Default

Certificate enrollment policy properties

Information regarding the validation of the server URI will be presented below. Ensure that the
propeties retumed from the server match the expected values before proceeding

The URI "https://asc-dema-wra-02 ascertiademo local 86/ Service sve/CEP ?Ascartia ~
%.20Demo" was validated successfully

Enrollmert 1D
{083C7011-1D0A-4855-8850-AC945184658C)
Enrollment Friendly Name

Add Cancel

10. You will be returned to the Certificate Enrolment Policy Server properties, check the tick
box to mark this policy server as the default, OK.

Certificate Services Client - Certificate Enrollment Polic.. 7 hed

Enrollment Palicy

Configuration Model: Enabled ~

Certificate enrollment policy list

Default  Name Automatic Enrollment
ADSS WEBRA Enrolment ... Enabled

Add... Remave... Properties

Additional certificate enrollment policy configuration

[ Disable user configured enrollment policy servers

Cancel Apply

7.2.1.3 Test Computer-based Certificate Enrolment

Computer certificates are enrolled for using the local system security context. For manual
enrolment, the certificate enrolment will need to be initiated by the Windows Local System
account. The following steps include the use of a Microsoft tool to initiate and test this process.
1. Download PsExec from Microsoft.

2. Extract PSExec to a suitable disk location.

3. Click Start, type cmd, right click Command Prompt and select Run as administrator,
enter the administrator credentials at the User Account Control dialog if prompted.

Al Apps Documents Web More ¥

Best match

F Command Prompt

A 5
i CQ  Run as administrator

il Search the web [ oOpenfile location
i © cmd - See web results ~1 Pin to Start

= Pin to taskbar
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4. Change directory to the disk location where PsExec was extracted and run the following

command.

C:\sw\PSTools>PsExec.exe -sid mmc

5. The PsExec license agreement dialog will display, click Agree.

PsExec License Agreement

You can also use the /accepteula command-ine switch to accept the EULA.

X

SYSINTERNALS SOFTWARE LICENSE TERMS

These license terms are an agreement between Sysinternals (a wholly
owned subsidiary of Microsoft Corporation) and you. Please read them.
They apply to the software you are downleading from Sysinternals.com,
which includes the media on which you received it, if any. The terms also

Bint

updates,

apply to any Sysinternals

supplements,

Internet-based services, and

Decline

v

6. The Microsoft Management Console will display, press ctrl+m.

& Consolel - [Console Root]

- [m] X
ﬁ File Action View Favorites Window Help alx
€= |mH = HIE
| Console Root Name —
There are na items to show in this view, Console Root -
More Actions R

7. The Add or Remove Snap-ins dialog will display, select Certificates.

Add or Remove Snap-ins

You can select snap-ins for this consale from those avalable on your computer and configure the selected set of snap-ins. For

extensble snap-ins, you can configure which extensions are enabled.

Available snap-ns:

Selected snap-ins:

Snap-n Vendor " 7l Console Root
=) ActiveX Control Microsoft Cor...
[T authorization Manager Microsoft Cor...
B Certificates Microsoft Cor..
. Component Services  Microsoft Cor..
omputer Managem... Microsoft Cor...
<& Device Manager Vicrosaft Cor...
7 DiskManagement  Microsoftand...
{2l Event viewer Microsoft Cor...
I Folder Vicrosoft Cor...
(=] Group Policy Object ... Microsoft Cor...
‘8, 1P Security Monitor  Microsoft Cor..
‘B 1P security Policy M...  Microsoft Cor...
[#]Link to Web Address  Mirosoft Cor...

Desaription:

x

Edit Extensions....

Adyanced...

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

oK Cancel

8. Click Add, select the Computer account radio button, click Next.
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Certificates snap-in X

This snap-in will ahways manage certficates for.
() My user account

O

< Back Next > Cancel

9. The Select Computer dialog will display, accept the default, click Finish.

Select Computer x

Select the computer you want this snap+n to manage.
This snap-n will always manage:

(®) Local computer: {the computer this console is running on)

() Ancther computer: Browse...

[[] Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console:

< Back Cancel

10. You will be returned to the Add or Remove Snap-ins dialog, click OK.

Add or Remove Snap-ins X

You can select snap-ns for this console from those available on your computer and configure the selected set of snapns. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n Vendor ~ [Econsole Root Edit Extensions...
%) ActiveX Contral Microsoft Cor... Gl Certificates Lacal Computer) —
[E3 authorization Manager Microsoft Cor.. -
B Certificates Microsoft Cor....
. Component Services  Microsoft Cor.. Move Up
& computer Managem... Microsoft Cor...
M Device Manager Microsoft Cor. . TS B Dove
#PDiskManagement  Microsoftand... =
‘@l Event viewer Mierosoft Cor...
“IFolder Microsoft Cor...
=f Group Policy Object ... Mierosoft Cor..
&, Security Monitor  Microsoft Cor....
8, P security Policy M...  Microsoft Cor..
2 icto web address  Mirosoft Cor... e

Description:

The Certificates snap-in allows you to browse the contents of the certficate stores for yourself, a service, or a computer ‘

oK Cancel

11. You will be returned to the Microsoft Management Console with the Local Computer
certificate snap-in added. In the left panel, expand Certificates (Local Computer), right
click Personal, select Request New Certificate.

Console] - [Console Root]

File Action View Favorites Window Help

L A):a(REY

| Console Root | Name

~ 5 Certificates (Local Computer) 51 Certifcstes (Local Computer]
| Personal
= Trust Find Certificates...
Bl Ente All Tasks > Find Certificates..
7 Inter
7 Trust New Window from Here Request New Certificate...
= Untr
© . Refresh Import...

<

Help Advanced Operations > ]
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12. The Certificate Enrolment wizard will launch, click Next.

I Certificate Enrollment

Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless
networks, protect content, establish identity, and do other security-related tasks.

Before requesting a certificate, verify the following:

Your computer is connected to the network
You have credentials that can be used to verify your right to obtain the certificate

Next Cancel

13. The Select Certificate Enrolment Policy dialog will display, accept the default of ADSS
WEBRA Enrollment Policy, click Next.

[5] Certificate Enrollment

Select Certificate Enrollment Policy

Certificate enrollment policy enables enrollment for certificates based en predefined certificate templates.
Certificate enrollment policy may already be configured for you.

Configured by your administrator
ADSS WEBRA Enrollment Policy v
Configured by you Add Mew
Next Cancel

14. The Request Certificates dialog will display, this will list all certificate templates in Active
Directory that the computer has the enrol permission set for, check the tick box next to
the certificate template for which you are enrolling, click Enrol.

- [m) X
5] Certificate Enrollment
Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then
click Enroll.

ADSS WEBRA Enrollment Policy

[] ADSSTLSServer i) STATUS: Available Details ¥
[]IPSECintermediateOnline 1) STATUS: Available Details v
[] Machine 1) STATUS: Available Details v
[JTLSComputer 1) STATUS: Available Details v
[ Workstation 1) STATUS: Available Details v

[ Show all templates

Enroll Cancel
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15. The Certificate Installation Results dialog will display, the certificate enrolment will
display a status Succeeded, click Finish.

- [m] x
L] Certificate Enrollment
Certificate Installation Results
The following certificates have been enrolled and installed on this computer,
ADSS WEBRA Enroliment Policy
ADSSTLSServer of STATUS: Succeeded Detailsiv}

16. You will be returned to the Certificates — (Local Computer) management console,
expand Personal and click on Certificates, from the right-hand panel, you will see listed
the new certificate that was installed as part of the enrolment process.

Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates]

File Action View Favorites Window Help
e« nH B8l = BF

m} s

-8 x

7| Console Root

~ [ Personal

| Certificates

~ Gl Certificates (Local Computer)

A || Issued To

7] ASC-DEMO-W10-01

~ Trusted Root Certification Authorities
. Enterprise Trust
“ Intermediate Certification Authorities
~ Trusted Publishers
| Untrusted Certificates
1 Third-Party Root Certification Authoritic
~ Tusted People
“ Client Authentication lssuers
= Preview Build Roots
= Test Roots
| RAD Token Issuer

| eSIM Certification Authorities

[ETS——. Marhine Cenificater

< >

v

Ilssued By Actions

ACME Issuing CA

Personal store contains 1 certificate.

Certificates

More Actions

| Certificate

General Details  Certification Path

X

g Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer
 Ensures the identity of a remote computer

Issued to: ASC-DEMO-W10-01
Issued by: ACME Issuing CA

Valid from §/23/2023 to 6/29/2024

'1? You have a private key that corresponds

to this certificate.

Issuer Statement

17. Double-click on the certificate to view its contents, select the details tab to view the
detailed properties, click ok to close the certificate viewer.

n  Certificate

General Detals Certification Path

Show: | <All> ~

Field Value al
Dlﬂ'ers\on V3
DSeria\ number 07bafaf7edsfasf41cdc 150ad. ..
[ signature algorithm sha256RSA
=] signature hash algorithm sha256

Issuer ACME Issuing CA, Certification. ..
Dh‘ahd from Thursday, June 29, 2023 5:30...
Dh‘ahd to Saturday, June 29, 2024 5:30...
[Fleihiart GRAcrertia Nama ASCNEM hd

Edit Properties. ..

Copy to File...

During this process, the computer certificate details will be automatically added to the ADSS
Web RA Server Enterprise.
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Access the Web RA User Certificate Portal, as a user who is in a role with the permissions to
see device certificates, in the left hand menu, expand Windows Enrolment, select Issued
Certificates, Web RA will display the certificate that was just issued to the user.

Request No

649DBIAF-07

649DAGAF-EQ

b 649CSTAB-93

649C5380-3C

649C4FID-F6

649C4F05-FO

i Y e 649C04AD-53

Windows Enrolment
ISSUED CERTIFICATES

Common Name Certificate Alias Cartificate Type

ASC-DEMO-W10-01
afafTed6fB9f41cd

5d8ad121-35ed-4b1d-
bc83-9b683645136b

i ADSS TLS Server - 1 Year
dcd

ASC-DEMO-W10-01

ADSS TLS Server - 1 Year

ASC-DEMO-W11-1
" " 03096080e1Sf -

ASC.DEMO Wia o1 (770%c1-S284300-9080- oo
2 o 9d38124bb01 v

ASC-DEMO-WRA-02 R T T
0af7c3da94c601a10F 3068e-2022-4196-826 DS TLS Server— 1 Year
Sa040b81b9c1

bASCETfd-30a4-4a3F-529f-

ASC-DEMO-AD-01
51a3386(f908842e46t ADSS TLS Server - 1 Year
da1de1202661

ASC-DEMO-W11-1
c508bce- -813c-

4894607358095 €cS08bce-dB60-4195-813¢-  poss Tis Server -1 Year

a171558c1146

Request By

ASC-DEMO-W10-
o1

ASC-DEMO-W10-
o1

ASC-DEMO-W11-1

ASC-DEMO-W10-
o1
ASC-DEMO-WRA.
02

ASC-DEMO-AD-01

ASC-DEMO-W11-1

Issued

Issued

Issued

Expiry

2024-06-29

2024-06-29

2024-06-28

2024-06-28

2024-06-28

2024-06-28

2024.06-28

Showing: 8/8

18. Select ? and click View Certificate to see the certificate contents in Web RA, click Close.

CERTIFICATE INFORMATION

This certificate is intended for the following purpose(s):
Key Encipherment

Digital Signature

Client Authentication

Server Authentication

Refer to the certification authority's statement for details.
Issued to: ASC-DEMO-W10-01

Issued by: ACME Issuing CA
Valid from: 2023-06-29 To 2024-06-29

CLOSE
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7.2.1.4 Test User-based Certificate Enrolment

The following steps explain manual certificate enrolment for user-based certificates:

1. Access a windows desktop or server as a user who has been granted enrol permission
on a certificate template in Active Directory.

2. Click Start and type certmgr.msc, press Enter.

Windows 10

Windows 11

£ cenmgrmsd

Best match

certmgr.mse

Search the web

Web  Settings  Folders  Photos » - [y

certmgr.msc

3. The Certificates — Current User management console will launch.

[& certmagr - [Certificates - Current User]

File Action View Help
@ |mE c= |

e

5 Certificates - Current User
> || Personal

5> [ Trusted Root Certification Au
> [ Enterprise Trust

5> [ Intermediate Certification Aul
> [] Active Directory User Object

> [ Trusted Publishers

> [ Untrusted Certificates

5[] Third-Party Root Certificatior
> [ Trusted People

> [ Client Authentication |ssuers
5> [ Certificate Enrollment Reque
>

Smart Card Trusted Roots

Logical Store Name
“IPersonal
"I Trusted Root Certification Authorities
"I Enterprise Trust
“Intermediate Certification Authorities
“| Active Directory User Object
“I Trusted Publishers
| Untrusted Certificates
7| Third-Party Root Certification Authorities
"I Trusted People
"I Client Authentication Issuers
7| Certificate Enrollment Requests
Smart Card Trusted Roots

4. From the left panel, right click Personal > All Tasks > Request New Certificate.

certmgr - [Certificates - Current User\Personal]
File Action View Help
e8| nFE B|6E HE

(5 Certificates - Current User ” Object Type

| Prreonsl i

ST Find Certificates... prtificates

- ‘E' Al Tasks > Find Certificates...

7 in

TA L View > Request New Certficate...

9T
U Refresh (o

ST Export List Advanced Operations >
T

] C' Help

Certificate Enrollment Reque;
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5. The Certificate Enrolment Wizard will launch, click Next.

- [m]
5] Certificate Enrollment

Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wircless

netwarks, protect content, establish identity, and do other security-related tasks.
Before requesting a certificate, verify the following:

Your computer is connected to the network
You have credentials that can be used to verify your right t obtain the certificate

Next Cancel

6. The Select Certificate Enrolment Policy dialog will display, accept the default of ADSS
WEBRA Enrolment Policy, click Next.

5] Certificate Enroliment

Select Certificate Enrollment Policy

Certificate enrollment policy enables enrollment for certificates based on predefined certificate templates.
Certificate enrollment policy may already be configured for you.

Configured by your administrator
ADSS WEBRA Enrollment Policy v
Configured by you Add New
Next Cancel

7. The Request Certificates dialog will display, this will list all certificate templates in Active

Directory that your user has the enrol permission set for, check the tick box next to the
certificate template for which you are enrolling, click Enrol.

o x

5 Certificate Enrollment

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then
click Enroll

ADSS WEERA Enroliment Policy

ADSETLSTser] i) STATUS: Available Details v

[ Show all templates

Enroll Cancel
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8. The Certificate Installation Results dialog will display, the certificate enrolment will
display a status of Succeeded, click Finish.

- u] X
L4l Certificate Enrollment
Certificate Installation Results
The following certificates have been enrolled and installed on this computer.
ADSS WEBRA Enrollment Policy
ADSSTLSUser ' STATUS: Succeeded Details{¥}

You will be returned to the Certificates — Current User management console, expand Personal
and click on Certificates, in the right-hand panel, you will see listed the new certificate that was
installed as part of the enrolment process.

File Action View Help

[ certmgr - [Certificates - Current User\Personal\Certificates] - O X

e« zE oo Em

[ Certificates - Current User
~ [ Personal
~| Certificates

= Trusted Root Certification Au
Enterprise Trust
Intermediate Certification Au
Active Directory User Object
= Trusted Publishers
~ Untrusted Certificates
=1 Third-Party Root Certificatior
~ Trusted People

| Client Authentication lssuers
Certificate Enrollment Reque:
Smart Card Trusted Roots

< >

lssued To Issued By £
L] philip Fry ACME Issuing CA ]
QQJ571—12—1738569306557121195&4. §-1-12-1-3856980656-1211968485...

Personal store contains 2 certificates.

9. Double-click on the certificate to view its contents, select the Details tab to view the
detailed Properties, click OK to close the certificate viewer.

5| Certificate X  Certificate X
General  Details Certification Path General Detsls  Certification Path
Show: ~
§ Certificate Information
Field Value @
This certificate is intended for the following purpose(s):
« All application policies [Eversien v
PP P [ |serial number 49892483 1dbf3e0acfagh0fdd. .
- |signature aigarithm sha256R5A
[ signature hash algarithm sha2s6
Tssuer ACME Issuing CA, Certification. ..
[=]valid from 29 June 2023 16:48:07
[E]valid to 23 June 2024 16:43:07
[Flsuibiert SR &srertia Nemn Weh e
Issued to: Philip Fry Subect fA_fscerha Nema Weh RALL
Issued by: ACME Issuing CA
Valid from 29/08/2023 to 2/06/2024
P You have a private key that corresponds to this certificate.
Issuer Statement Edit Properties... Copy toFile...

During this process, the user will be automatically added to the ADSS Web RA Server
Enterprise, access the user’s inbox and follow the instructions in the emalil to activate their

account.
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10. Access the Web RA User Certificate Portal, in the left hand menu, expand Windows
Enrolment, select Issued Certificates, Web RA will display the certificate that was just
issued to the user.

WebRA woeny (9 @)+
o Windows Enrolment b a
uest no
ISSUED CERTIFICATES ey
©@ Dashboard
Certificate Center v Expiry
Request No Common Name Certificate Alias Certificate Type Request By Status o
€3 windows Enrolment -
Philp Fry 335c25d0-8051-4500. Issued 2024-05
P 649DA7B7-78 49802483 1dbf3e0actdgbof o ooco 00 o0>t-Abdb- ADSS TLS User — 1 Year Philip Fry ssuie 06
ertificate Request 2364-7624b5384703 030620 29
dd0b#44ca4dTdsfds

issued Certificates

11. Select ? and click View Certificate to see the certificate contents in Web RA, click Close.

CERTIFICATE INFORMATION X

This certificate is intended for the following purpose(s):
* Key Encipherment
= Digital Signature

Refer to the certification authority's statement for details.
Issued to: Philip Fry

Issued by: ACME Issuing CA
Valid from: 2023-06-29 To 2024-06-29

CLOSE
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7.2.2 Certificate Auto-Enrolment

Certificate auto-enrolment is a function of Active Director Certificate Services (ADCS)
enabled by Group Policy that allows users and devices to enol for certificates. No user
interaction is required.

Microsoft auto-enrolment uses the settings configured in Active Directory Group Policy.
Group Policy is automatically refreshed when you restart the domain member computer, or
when a user logs on to a domain member computer. In addition, Group Policy is periodically
refreshed. By default, Group Policy is refreshed every 90 minutes.

Certificate auto-enrolment using Microsoft Group Policy requires the following:
e Windows Certificate templates should be configured with the Auto-enrol permission set for
users\computers or a Windows active directory group.

¢ Windows users\computers to be domain members, and have an email address configured
in the Active Directory account.

e Active Directory Group Policy needs the URL for the ADSS Web RA Server Certificate
Enrolment Policy Service.

e Microsoft Certificate Services Client Auto-Enrolment needs to be enabled in Active
Directory Group Palicy.

7.2.2.1 Configure certificate auto-enrolment for computers

1. Access Web RA as a user with permissions to access Windows Enrolment settings for
your enterprise

2. From the dashboard, expand Windows Enrolment > Settings and copy the URL from the
Certificate Enrolment Policy (CEP) field in the Windows Integrated section.

Windows Integrated

Username / Password

Client Authentication

3. Access the domain controller as a member of the domain administrators group.
Click Start > Windows Administrative Tools, double click Group Policy Management.

5. The Group Policy Management tool will display, right-click the Default Domain Policy
from the left panel, and click Edit.

»

| Group Policy Management
14, File Actien View Window Help

= nm X6 HE
|5, Group Policy Mana

Default Domain Po
Scope  Details  Settings
Links.

emo.local
=/ Default Domain Policy
=7 Domain Controllers Edit... domai
5 Web RA Users

7 Group Policy Objects,
5 WMI Filters

) Starter GPOs Save Report...
@ Sites

§i¥ Group Policy Modeling
%) Group Policy Results

Display inks in ths locati

Enforced

v Link Enabled

View

New Window from Here
Delete

Rename

Refresh

Help
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6. The Group Policy Management Editor will display.

5] Group Policy Management Editor
File Action View Help

e |EHE= B

~ % Computer Configuration
] Policies
= Preferences
i User Configuration
) Policies
] Preferences

-/ Defautt Domain Policy [ASC-DE|| - Defauft Domain Policy [ASC-DEMO-AD-01. ASCERTIADEMO,LOCAL] Policy

Select an item to viewits description.  Mame

i Computer Configuration
i User Configuration

< > | Extended  Standard /

7. Expand Computer Configuration > Policies > Windows Settings > Security Settings,
select Public Key Policies.

1= Group Policy Management Editor
File Action View Help
es | 2m ez HE

~ i Computer Configuration ~
~ [ Policies
1 Software Settings
~ [ Windows Settings
| Name Resolution Policy
&) Scripts (Startup/Shutdown)
= Deployed Printers
~  Security Settings
A Account Policies
4 Local Policies
4] Eventlog
A Restricted Groups.
A System Senvices
"B Registry
4 File System
£/ Wired Network (EEE 302.3) Policies
| Windows Defender Firewall with Adv
| Network List Manager Policies
Zaf Wireless Network (JEEE 202.11) Policie
~ Public Key Policies
1 Software Restriction Policies
| Application Control Palicies
&, IP Security Policies on Active Director
| Advanced Audit Policy Configuratior

< >

Object Type

I Encrypting File System

I Data Protection

"I BitLocker Drive Encryption

"I BitLocker Drive Encryption Network Unlock Certificate
| Autornatic Certificate Request Settings

I Trusted Root Certification Authorities

“Enterprise Trust

I Intermediate Certification Authorities

I Trusted Publishers

I Untrusted Certificates

I Trusted People

(@l Certificate Services Client - Certificate Enrollment Policy
(@l Certificate Path Validation Settings

(@l Certificate Services Client - Auto-Enrollment

8. In the right hand panel, right-click on Certificate Server Client - Auto-Enrolment

Properties:

| Trusted People

ertificate Services Client - Certificate Enrollment Palicy

'f_g]Camﬁcata Path Validation Settings Properties

@Camﬁ(ata Services Client - Auto-Enroliment Help

9. The Enrolment Policy dialog will display, set the Configuration Model drop down to
Enabled, and click the Add button.

Certificate Services Client - Certificate Enrollment Polic... 7 *

Enroliment Policy

Configuration Model: Enabled b

Certificate enrollment policy list

Default  Mame Automatic Enrollment

emove... Propertes

Additional certificate enrollment policy configuration

[isable user configured enrollment policy servers

oK Cancel Apply
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10. The Certificate Enrolment Server properties dialog will display, paste the CEP URL into
the Enter enrollment policy server URI field and click Validate Server, the connection will
be validated and the results displayed, click Add.

B Certificate Enrollment Palicy Server

Cetficate enrolment policy server configuration

Enter URI for a certfficate enrollment policy server and select the comect authertication type. then
click Validate Server’

[]Use defautt Active Directory domain controller LIRI Configure Friendly Name

Enter snrollment policy server UR

|htlps.//as:demuwra—DZ.as:emademu.Iuca\.BE/Servme.sv:/CEP?As:ema’.QDDemu

Authertication type
Windows integrated ~| | Validate Server

O Priorty + Defautt

Cettificate ennollment policy properties

Information regarding the validation of the server URI will be presented below. Ensure that the
properties retumed from the server match the expected values before proceeding.

The URI "hitps://asc-demo-wra-02 ascertiademo Jocal:86/Service svc/CEP 2Ascertia
%20Demo" was validated successfully

Enrolment ID
{083C7011-1D0A-4855-885D-ACI45184658C}
Enrolment Friendly Name

Add Cancel

11. You will be returned to the Enrollment Policy properties dialog, check the Default check

box, click OK.

Certificate Services Client - Certificate Enrollment Polic., 7 X

Enroliment Policy

Configuration Model: Enabled ~

Certificate enrollment policy list

Default ~ Name Automatic Enrollment
ADSS WEERA Enrollment ...  Enabled

Add... Remave... Properties

Additional certificate enrolment policy configuration

[ pisable user configured enroliment policy servers

Cencel Apply

12. You will be returned to the Group Policy Management Editor, right-click Certificate
Services Client — Auto-Enrollment, select Properties.

| Trusted People
raJCer‘tlflcate Services Client - Certificate Enrellment Policy
Certificate Path Validation Settings
Certificate Services Client - Auto-Enrollment

Properties

Help

13. The Enrolment Policy Configuration properties will display. Set the configuration model to
Enabled and select the checkboxes for both of the following settings, click OK:

a. Renew expired certificates, update pending certificates, and remove revoked

certificates.

b. Update certificates that use certificate templates.
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Certificate Services Client - Auto-Enrollment Properties ? X

Enroliment Policy Configuration Console Root\Default Domain Poli

Enroll user and computer certificates automatically

Configuration Model: Enabled i

Renew expired certificates, update pending certificates, and remove
revoked certificates

Update certificates that use certificate templates

Log expiry events and show expiry notifications when the percentage of
remaining certificate lifetime is

0= %

Additional stores. Use ™, to separate multiple stores, For example:
“Storel, Store2, Store3”

7.2.2.2 Test auto enrolment for computer certificates
Follow these steps to test computer-based auto-enrolment:

1. Log into the Windows machine where you wish to test auto-enrolment.
2. Click Start, type certim.msc, and press Enter.

Windows 10 Windows 11
Al App:
£ certimmsd
Best match
! T L) Chat m Apps  Documents Web  Settings  Folders  Photos > 1_[,/

M

Best match

L= certimmsc
W icrosof: Common e Document

Search the web certim.msc

3. The Certificates — Local Computer management console will display, select Personal,
the certificate store is currently empty.

certlm - [Certificates - Local Computer\Persenal] — [m] x
File Action View Help
e nEH B d=zIBE

%}J Certificates - Local Computer Object Type

| Personal

3 : Trusted Root Certification There are no items to show in this view,
5[] Enterprise Trust

» [ Intermediate Certification
> [ 7] Trusted Publishers

» || Untrusted Certificates

5 || Third-Party Root Certifical
5 [ Trusted People

> Client Authentication lssu
>

>

| Preview Build Roots

| Test Roots

I AAN Talan lecner

Personal store contains no certificates,

To trigger an update to Group Palicy, perform one of the following actions:

o Restart the machine
o Rebooting a domain member login to the system will trigger a refresh of group policy.

e Updating the group policy using the command line
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o Users can force an updated to Group Policy via an administrative command line.

4. Click Start, type run, click on Run as administrator.
Windows 10 Windows 11

Al Apps  Documents Web  More ¥

Best match

(® crat) —_— e .
(® chat o Apps  Documents Web Settings  Folders  Photos v - ()
Command Prompt

App

Best match

Settings Command Prampt
Command Prompt | " -
= Replace Command Prompt with

Windows PowerShell in the Win + X Search the web Command Prompt
Search the web

L cmd - See web results

5. Authenticate using domain administrator credentials if promoted by User Access Control.
6. Run the following command.

C:\WINDOWS\system32>gpupdate /target:computer /force

Example Output

C:\WINDOWS\system32>gpupdate /target:computer /force
Updating policy...

Computer Policy update has completed successfully.

7. Return to Certificates — Local Computer management console, select Personal and

press refresh, now expand Personal and click on Certificates, the machine certificate will
display.

E certlm - [Certificates - Local Computeri\Personal\Certificates] — [m] ®
File Action View Help
e A E|ld=|HE
G Certificates - Local Computer A || |ssued To Issued By f

v [ Personal 5] ASC-DEMO-W10-01 ACME Issuing CA

| Certificates

| Trusted Root Certification

| Enterprise Trust

| Intermediate Certification

 Trusted Publishers

| Untrusted Certificates

| Third-Party Root Certifical

| Trusted People

| Client Authentication Issu

| Preview Build Roots

| Test Roots

3 AAD Token lssuer

| €SIM Certification Authori

| Homegroup Machine Cer

* Remote Desktap o
< > <

Personal store contains 1 certificate.
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8. Double-click on the certificate to view its General Properties, select the Details tab to

view all of the certificate contents.

n  Certificate x

General Details Certification Path

£ Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer
» Ensures the identity of a remote computer

Issued to: ASC-DEMO-W10-01
Issued by: ACME Issuing CA

Vvalid from 30/05/2023 te 30/06/202%

§ You have a private key that corresponds to this certificate.

Issuer Statement

n  Certificate x
General Details  Certification Path
Show: i<} v
Field Walue A
DVErslun V3
DSEHE| number 67460222040 15f25342413e2...
Dswgnature algorithm sha256R5A
Dswgnature hash algorithm sha2sa
Issuer ACME Issuing CA, Certification. .
[=]vald from 30 June 2023 10:37:40
[=]vald to 30 June 2024 10:37:40
[z it £R Acrortia Nema ASC-DEM s
Edit Properties. .. Copy toFile...

7.2.2.3 Configure certificate auto-enrolment for users

1.

»

Access Web RA as a user with permissions to access Windows Enrolment settings for

your enterprise.

From the dashboard, expand Windows Enrolment > Settings and copy the URL from the
Certificate Enrolment Policy (CEP) field in the Windows Integrated section.

iindows Integrated

Access the domain controller as a member of the domain administrators group.
Click Start > Windows Administrative Tools, double click Group Policy Management.
The Group Policy Management tool will display, right-click the Default Domain Policy

from the left panel, and click Edit.

12 Group Policy Management
% File Action View Window Help

= nEHRG HE

& Group Policy Management
v A\ Forest: ascertiademo.local

1/ Default Domain Palicy
51 Domain Controllers

{8 Group Policy Modeling
%) Group Policy Results

Default Demain Poj
Scope  Details  Setting
Links
Display links in this locati

Edit.. domai
51 Web RA Users A
% Group Policy Objects
v
5 WM Filters Link Enabled bea
13 starter GPOs Save Report...
@ Sites View s

New Window from Here

Delete
Rename
Refresh

Help
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6. The Group Policy Management Editor will display.

.= Group Policy Management Editor
Flle Action View Help

@@ EE @

=/ Default Demain Pelicy [ASC-DE |/ Default Domain Policy [ASC-DEMO-AD-01 ASCERTIADEMO LOCAL] Policy
~ &l Computer Configuration

| Policies Select an item to view its description.  Name

% Computer Configuration

| Preferences
i User Configuration

& User Configuration
| Policies
| Preferences

< > |\ Extended { Standard /

7. Expand User Configuration > Policies > Windows Settings > Security Settings, select

Public Key Policies.

=/ Group Policy Management Editor
File Action View Help
e mlds Em

=] Default Domain Policy [ASC-DEMO-AD-01.ASCERTIADEMI | object Type

~ (& Computer Configuration = Enterprise Trust
] Policies =
| oo | Trusted Peaple
—| Preferences [ Certificate Services Client - Certificate Enrollment Policy

~ & User Configuration

o [ Certificate Services Client - Credential Roaming
v [ Policies

= Seftware Settings [5] Centificate Services Client - Auto-Enroliment

~ (] Windows Settings
2] Scripts (Logon/Logoff)
~ 3 Security Settings
| Public Key Policies
| Software Restriction Policies
(3 Folder Redirection
ol Policy-based QoS
= Deployed Printers
] Administrative Templates: Policy definitions (Al
| Preferences

8. From the right panel, right-click on Certificate Server Client - Auto-Enrolment Properties.

~ Trusted People |
P Certificate Services Client - Certificate Enrollment Policy

Certificate Path Validation Settings Properties

@Certif\cate Services Client - Auto-Enrollment Help

9. The Enrolment Policy dialog will display, set the Configuration Model drop down to

Enabled, and click

the Add button.

Certificate Services Client - Certificate Enrollment Polic...  ? x

Enrollment Policy
Configuration Model: Enabled R

Certificate enrolment policy list

Default  Mame Automatic Enrollment

Remae... —

Additional certificate enrollment policy configuration

[ Disable user configured enrollment policy servers

OK Cancel Apply
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10. The Certificate Enrolment Server properties dialog will display. Paste the CEP URL into
the Enter enrolment policy server URI field and click Validate Server. The connection will
be validated and the results displayed, click Add.

B Certificate Enrollment Policy Server x

Cetficate enroliment policy server configuration

Enter URI for a certficate enrolment policy server and select the corect authentication type, then
dlick Validate Server’

[ Use default Active Directory domain controller URI Corfigure Friendly Name

Enter enroliment policy server URI

|hﬂDi -/ fasc-demo-wra-02 ascertiademo local 86/ Service sve/CEP 2Ascertia%20Demo

Authentication type:
Windows rtegrated ~| | Validate Server

[ Prioriy: = Defautt

Cetficate enrolment policy propetties

Information regarding the validation of the server URI will be presented below. Ensure that the
propeties retumed from the server match the expected values before proceeding

The URI "https: d 02
"%20Demo" was validated successfully

local:86/Service svc/CEP ?Ascertia ~

Enrolimert |ID
{083C7011-1D0A-4855-8850-ACI45184658C}H
Enrollmert Friendly Name

Add Cancel

11. You will be returned to the Enrollment Policy properties dialog, check the Default check
box, click OK.

Certificate Services Client - Certificate Enrollment Palic.. 7 x

Enroliment Policy

Configuration Model: Enabled R

Certificate enrollment policy list

Default  Name Automatic Enrollment
ADSS WEBRA Enrollment ... Enabled

Add... Remave... Properties

Additional certificate enrolment policy configuration

[ pisable user configured enrolment policy servers

Cancel Anply

12. You will be returned to the Group Policy Management Editor, right-click Certificate
Services Client — Auto-Enrolment, select Properties.

| Trusted People
7] Certificate Services Client - Certificate Enrollment Policy
Certificate Path Validation Settings
Certificate Services Client - Auto-Enrollment

Properties

Help

13. The Enrolment Policy Configuration properties will display. Set the configuration model to
Enabled and select the checkboxes for both of the following settings, click OK:

o Renew expired certificates, update pending certificates, and remove revoked certificates.
e Update certificates that use certificate templates.
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Certificate Services Client - Auto-Enroliment Properties ? x

Enroliment Policy Configuration Console Root'Default Domain Poli

Enrall user and computer certificates automatically

Configuration Model: Enabled v

Renew expired certificates, update pending certificates, and remove
revoked certificates

Update certificates that use certificate templates

Log expiry events and show expiry notifications when the percentage of
remaining certificate lifetime is

0= %

Additional stores. Use ™, to separate multiple stores. For example:
*Store1, Store2, Store3”

L 1

Cancel Aoy

7.2.2.4 Test auto-enrolment for user certificates

1. Log into the windows machine where you wish to test auto-enrolment.
2. Click Start, type certmgr.msc, and then press Enter.

Windows 10 Windows 11

Al A

Best match

! o e I Domamnts I 'waks) ) Sattinga! J{ Friders [ Phrots > - ()

Best matd »
rtmgr.m I tmguam
¥ - ap
Search the web certmgr.msc
0 cenmg

3. The Certificates — Current User management console will display, select Personal, the
certificate store is currently empty.

certmgr - [Certificates - Current User\Personal\ Certificates] - ] x

File Action View Help

| 7T 2 HE

Gl Certificates - Current User Issued To Issued By Expiration Date  Intended Pul
w [ Personal
| Certificates There are no items to show in this view

| Trusted Root Certification Au
| Enterprise Trust

| Intermediate Certification Au
| Active Directory User Object
| Trusted Publishers

| Untrusted Certificates

| Third-Party Reot Certificatior|
| Trusted People

| Client Authentication lssuers
| Certificate Enroliment Reque
* Smart Card Trusted Roots

< > < >

Personal store contains 1 certificate.

To trigger an update to Group Palicy, perform one of the following actions.

e Restart the machine
Rebooting a domain member login to the system will trigger a refresh of group policy.

e Updating the group policy using the command
Users can force an updated to Group Policy via the command line.
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4. Click Start, type run, type cmd, and then press Enter.
5. Run the following command:

C:\Users\philip. fry>gpupdate /target:user /force

Example Output

C:\Users\philip. fry>gpupdate /target:user /force
Updating policy...

User Policy update has completed successfully.

6. Return to Certificates — Current User management console, select Personal and press
refresh, now expand Personal and click on Certificates, the user certificate will display.

?ﬁ certmgr - [Certificates - Current User\Personal\Certificates] - [m] x

File Action View Help

e z@ old= HE

G Certificates - Current User Issued To - Issued By Expiration Date I

v [ Personal 25Philip Fry ACME Issuing CA 30/06/2024 «
| Certificates

| Trusted Root Certification Au
| Enterprise Trust

| Intermediate Certification Au
| Active Directory User Object
| Trusted Publishers

| Untrusted Certificates

| Third-Party Root Certificatior
| Trusted People

| Client Authentication lssuers
| Certificate Enrollment Reque!
| Smart Card Trusted Reets

< >« >

Personal store contains 1 certificate.

7. Double-click on the certificate to view its General Properties, select the Details tab to
view all of the certificate contents.

5 Certificate X 5 Certificate X
General Details  Certification Path General Details  Certification Path
Show: | <All> ~
i; Certificate Information
Field Value i
This certificate is intended for the following purpose(s):
* All application policies Jverson v
pelcaton B —|serial number 2basacchbg3TECCIFS0da8cdb...
Signature algorithm sha256RSA
= |signature hash algorithm sha?56
- | Issuer ACME Issuing CA, Certification...
valid from 30 June 2023 10:54:44
=)|Valid to 30 June 2024 10:54:44
s ihiar SR erartia Nemn \ish ¥
Issued to: Phiip Fry Subiect (8 _ferrhiz ema W=h BALL
Issued by: ACME Issuing CA
Valid from 30/06/2023 to 30/06/2024
V' You have a private key that corresponds to this certificate.
Edit Properties... Copy to File....

For further details, contact us on sales@ascertia.com or visit www.ascertia.com

*** End of Document ***
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