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1 Introduction

Registration Authority (RA) is another important component of PKI along with Certificate Authority (CA).
CA is primarily responsible to create and revoke certificates, but complex business scenarios demand
more than just the creation of certificates. Their responsibilities now include but not limited to managing
users, certificate creation requests and revocation of certificates.

Businesses in the modern world require strong control over these processes along with the complete
audit trail, to maintain the irrefutable evidence of these activities for future. Such additional controls and
management are covered by an RA. An RA is therefore responsible to verify a user and their certificate
request, and then inform the CA to issue the requested certificate.

An RA receives a request for digital certificate and verifies the user requesting the certificate. The user
verification can be done manually through face to face interaction or electronically by using other
mediums like phone, video conferencing, mail or courier that is acceptable to the RA as a secured
medium. Once RA approves the user, it informs the CA to issue the certificate for the user. The RA then
obtains the user certificate from the CA, and sends it to the user using a secure medium.

1.1 Scope

This manual describes how to install ADSS Web RA Server.
ADSS Web RA comprises five components and the installation procedure for all are covered herein:
o Web interface that provides user services on desktop browsers.
e Admin console that provides system administration and configuration.
o API that utilises the ASP.NET Web API framework to provide a REST architecture.
¢ Device is used to manage device enrolment for certificate creation.

e Windows Enrolment is used to manage certificate renewal or auto-enrolment on a Windows
machine.

1.2 Intended Readership

This manual is intended for administrators responsible for installation and initial configuration. It is
assumed that the reader has a good understanding of web applications running on IIS, digital signatures,
digital certificates and IT security.

1.3 Technical Support

If technical support is required, Ascertia has a dedicated support team providing debugging and
integration assistance as well as general customer support. Ascertia Support can be accessed through
Ascertia Ticketing System or email address: support@ascertia.com

Ascertia provides formal support agreements with all product sales. Contact sales@ascertia.com for
further details.

A Product Support Questionnaire should be completed in order to provide Ascertia Support having
information about your system environment, along with details of any issues encountered. When
requesting help, it is always important to confirm these detalils:

e System platform.

e ADSS Web RA version number.

¢ Details of the specific issue and relevant steps taken to reproduce it if possible.

e Database vendor, version and patch level.

e Product log files.
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1.4 Glossary
ADSS Web RA | A short form of Unified Web Registration Authority
Cert A short form of Digital Certificate
DBMS Database Management System
HSM Hardware Security Module
HTTP Hyper Text Transfer Protocol
HTTP/S HTTP over SSL/TLS connection
SSL Secure Sockets Layer
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2 System Requirements

System Requirements includes hardware and software requirements both.

2.1 Hardware Prerequisites

Components Requirements
Hard Disk Space e 200 GB (Minimum)
Memory e 16 GB (Minimum)

e 24 GB (If the number of concurrent users is higher)
e 32 GB (If the database is also deployed on the same system as
the ADSS Web RA)

Processor e A modern multi-core CPU such as Xeon E3-XXXX or E5-XXXX
series is recommended

Processor Type o X64

HSM (Optional) e Thales Luna Network, PCle, and USB

e Entrust nShield Solo XC, Connect XC, and nShield EDGE
e Utimaco CryptoServer SE Gen2

e Microsoft Azure Key Vault

e Amazon Cloud HSM

2.2 Software Prerequisites

Component Requirements

Operating Systems e Windows Server 2022
e Windows Server 2019
e Windows Server 2016

Microsoft IIS e [IS10
e Application Development feature in IS

1S Rewrite Module e V2.1
.Net Framework e .Net Framework 4.7.2 or above
.Net Core Runtime & e ASP.NET Core Runtime 6.0.16

Hosting Bundle
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Database Server e Microsoft SQL Server 2019
e Microsoft SQL Server 2017
e Microsoft SQL Server 2016
e Microsoft SQL Server 2014

Web Brower The following browsers are supported:

(for end-users and
administrators) e Google Chrome 113.0 or above

¢ Mozilla Firefox 113.0.2 or above

¢ Microsoft Edge 113.0 or above

e |E 11 (No longer supported by Microsoft)
e Apple Safari 8+

e Opera 98.0 or above

ADSS Server ADSS Web RA uses ADSS Server under the hood to create and manage
certificates for the end user as a CA. ADSS Server can be installed on a
separate machine or on the same machine for testing and proof of concept.
It is recommended to keep the ADSS installation on a separate machine for
a production environment. For further requirements related to the installation
of ADSS Server, please refer to the installation guide of ADSS Server.

e ADSS Server 6.6 or above

DMZ Proxy Systems A DMZ proxy server is recommended to provide enhanced security for
ADSS Web RA. Supported web servers are:

e Windows Server + IS, Apache or IBM HTTP Server
e Linux + Apache or IBM HTTP Server

It is recommended to use a reasonable CPU, 4 GB RAM (Minimum), 2000
MB Disk Space for the web server machine. ADSS Web RA and ADSS
Server support network proxies to allow authenticated access to external
services. Certificate generation with local smartcards or USB tokens
requires ADSS Server Go>Sign Service.

For testing and proof of concepts, ADSS Server and ADSS Web RA can be installed on the same
machine along with the database server. However, for optimal performance in a production environment,
it is always recommended to install them on separately dedicated machines.

The details given above are the minimum set of requirements; for higher concurrent use of the
application the system requirements may vary based on the load and performance expectations.
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2.3 Application Development feature in IIS

Enable the following features in IIS on the deployment machine:

[, Add Roles and Features Wizard - O X

DESTINATION SERVER

S = | e Ct server ro | es WebRA-svr22.ascertia.com.pk

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

erv ecti : Frre :
Server Selection 4 [W] Web Server (32 of 34 installed) ~ Application Development provides

© /| Common HTTP Features (Installed) infrastructure for developing and
hosting Web applications. Use these

Features I+ |/ Health and Diagnostics (Installed)
e ] Performance (Installed) features to create Web content or

Ll Sacurinellnstalled) extend the functionality of IIS. These

PR TRApplication Development (9 of 11 installed technologies typically provide a way

] .NET Extensibility 3.5 to perform dynamic operations that

\NET Extensibility 4.8 (Installed) D IREEOET L
Application Initialization (Installed) OHtDUt' which IS then sends to fulfill
ASP (Installed) client requests.

ASP.NET 3.5

ASP.NET 4.8 (Installed)

CGI (Installed)

ISAP| Extensions (Installed)
ISAPI Filters (Installed)

Server Side Includes (Installed)
WebSocket Protocol (Installed)
I W FTP Server (Installed)

I & Management Tools {Installed) =

AR WA

< Previous | | Next > Install Cancel
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2.4 Microsoft .Net Core 6.0.16 Runtime & Hosting Bundle

2.4.1. Download the Microsoft .Net Core 6.0.16 runtime and hosting bundle from the following link:

Microsoft .Net Core 6.0.16 Runtime & Hosting Bundle

2.4.2. Scroll to 6.0.16 version and download the highlighted hosting bundle installer

Release notes  Latest release date April 11, 2023

Build apps - SDK ® Run apps - Runtime @
SDK 6.0.408 ASP.NET Core Runtime 6.0.16
0s Installers Binaries The ASP.NET Core Runtime enables you to run existing web/server applications. On

Windows, we recommend installing the Hosting Bundle, which includes the .NET

Linux Package manager instructions Arm32 | Arm32 Alpine | Arm64 | Runtime and IIS support.

Arm64 Alpine | x64 | x64 Alpine

1IS runtime support (ASP.NET Core Module v2)

macOS  Arm64 | x64 Arm64 | x64 16.0.23083.16
Windows Arm64 | x64 | x86 | Arm64 | x64 | x86
wingetinstructions 0s Installers Binaries

All dotnet-install scripts Linux Package manager instructions Arm32 | Arm32 Alpine | Arm64 |
Arm64 Alpine | x64 | x64 Alpine

Included runtimes

NET Runtime 6.0.16 macos Armba | x64

ASP.NET Core Runtime 6.0.16 Windows x64 | x86 | Arm64 | x64 | x86

NET Desktop Runtime 6.0.16 winget instructions

Language support

C#10.0 .NET Desktop Runtime 6.0.16

F#6.0

. The .NET Desktop Runtime enables you to run existing Windows desktop applications. This
Visual Basic 16.9

release includes the .NET Runtime; you don't need to install it separately.

2.4.3. Once downloaded execute the installer by executing dotnet-hosting-6.0.16-win.exe

ﬁ! Microsoft .NET 6.0.16 - Windows Server Hosting Setup == X

Microsoft .NET 6.0.16
Windows Server Hosting

NET

Welcome to the Microsoft .NET 6.0.16 - Windows Server Hosting Setup.

Please restart |IS after the installation completes. You can find additional information
here.

Microsoft .NET 6.0.16 - Windows Server Hosting license terms and privacy statement.

Olnstall Close

2.4.4. Agree to the license terms and conditions and click Install, it will take a few minutes to
complete.
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ﬁ;‘ Microsoft NET 6.0.16 - Windows Server Hosting Setup - >

NET Microsoft .NET 6.0.16
' Windows Server Hosting

Setup Progress

Processing: Microsoft .NET Runtime - 6.0.16 (x64)
I

Cancel
ﬁ‘ Microsoft .NET 6.0.16 - Windows Server Hosting Setup == X
NET Microsoft .NET 6.0.16
' Windows Server Hosting
Installation Successfully Completed
.......... G

..................................

2.4.5. Once the installation process is complete click Close.
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2.4.6. To test if the installation was correct and components are reachable, run command line and type
the following command:

CA\Windows\system32\cmd.exe — O X

oft Windows [Version 10.0.17763.4252]
8 Microsoft Corporation. All rights reserved.

C:\Users)\ >dotnet

: dotnet [options]
e: dotnet [path-to-application]

-h|--help Display help.

--info Display .NET information.
--list-sdks Display the installed SDKs.
--list-runtimes Display the installed runtimes.

path-to-application:
The path to an application .dl1 file to execute.

C:\Users'

2.4.7. Now, restart your machine to apply these changes effectively.
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2.5 Microsoft IIS URL Rewrite Module 2.1

2.5.1. Download Microsoft 1IS URL rewrite module 2.1 from the following link:

Microsoft IIS URL Rewrite Module 2.1

2.5.2. Navigating to this URL will present with the following screen:

BS Microsoft

IS Home Manage Downloads learn  Reference
All Downloads Community Contributed Downloads Microsoft Supported Downloads

Home - Downloads » Microsoft Supported Downloads » URL Rewrite

URL Rewrite

Woorks With: 157, 15 7.5, 115 & 115 8.5, 11510

2.5.3. Scroll down to find a list of links available for download.

Download URL Rewrite Module 2.1

* English: x86 installer / x84 installer

* German: x86 installer / x84 installer

* Spanish: x86 installer / x64 installer

® French: x86 installer / x64 installer

& [talian: x86 installer / x64 installer

* Japanese: x86 installer / x64 installer

* Korean: x86 installer / x04 installer

® Russian: 86 installer / k64 installer

* Chinese Simplified: x36 installer / x64 installer

* Chinese Traditional: x26 installer / x64 installer
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2.5.4. Download x64 installer with your preferred language. For this documentation it’'s English. Start
the installation by executing the downloaded file in administrator mode.

#5 1IS URL Rewrite Module 2 Setup — X

Please read the IIS URL Rewrite Module 2
License Agreement

MICROSOFT SOFTWARE
'SUPPLEMENTAL LICENSE TERMS

URL REWRITE MODULE

|Microsoft Corporation (or based on where you
ilive, one of its affiliates) licenses this
isupplement to you. If you are licensed to use
‘Microsoft Windows operating system software
‘(the “software™), you may use this
§supplement. You may not use it if you do not
lhave a license for the software. You mav use

v

[]1 accept the terms in the License Agreement

Print G Install Cancel

2.5.5. Accept the terms in the license agreement and click install to proceed, the installation will take
few minutes:

jﬁ [15 URL Rewrite Module 2 Setup — >

Completed the IIS URL Rewrite Module 2
Setup Wizard

Click the Finish button to exit the Setup Wizard.

ance

i1

2.5.6. Click Finish once the installation process is complete
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2.6 Unlock system.webServer/serverRuntime section in lIS

2.6.1. Launch the IIS Manager
2.6.2. Select Server from left panel
2.6.3. Open Configuration Editor from right pane under the Management section
&5 Intemnet Information Services (15) Manager - (] X
@5 & , @ @
File View Help
Connections Actions
¢§| Home
@- ) kg Manage Server
.5 Start P 2 Res
M qé’ A rage Filter: « v Go - sk Show All | Group by: Area - 5 : o
: 3 Application Pool ey TeroTTg TroTTT = Stcp
5 -[al Sites 115 R
- = View Application Pocls
2 & =5 @ 9 e s esis |
ASP Authentic... Authorizat... CGl Cornpression  Default Directory  Error Pages Deploy ()
Rules Document  Browsing P
- = '{QJ Export Server Package...
% @ :;q& ?g_?‘J ? % Ef Impert Server or Site Package...
Failed FastCGl Handler HTTP HTTP IP Address  ISAPland  ISAPI Filters #hannelbEIEE =t
Request Tra..  Seftings Mappings Redirect Respon..  and Doma.. CGI Restri.., iz
=i Y e ; " @ Get New Web Platform
g ﬁf é%ﬂ ?3& ‘r % all IE:‘ Components
1y ) : al
Logging  MIME Types  Modules Cutput PHP Request Server URL Rewrite '® Help
Caching Manager Filtering Certificates
(3 e )
&y
WebDAV Warker
Authori... Processes
Management
- 'S = —
S IE & & &£ 1 H
= h o8& & 2 A
Centralized | Configurat... | Feature  |I5 Manager 115 Manager Management Management  Shared
Certificates Editor Delegation  Permissions Users Service  Service Del.. Configurat...
Web
Platfor...
. » | [l Festures View 2 Cantet View
Ready €.
2.6.4. Unlock system.webServer/serverRuntime section in the Configuration Editor.
'Qﬂ Internet Information Services (115) Manager — O x
e 5 % s G @
File View Help
Configuration Editor
CMS Y : J
q_%’ Start Page Section: |SEENRNR /1
vy
) Application Pocls v Deepest Path: MACHINE/WEBROOT/APPHOST f
% s Confgraton
appConcurrentRequestlimit 5000 Search Configuration...
authenticatedUserOverride UseAuthenticatedUser — i~
enabled True
enableNagling False UniackSerkon
frequentHitThreshold 2 @ Help
frequentHitTimePeriod 00:00:10
maxRequestEntityAllowed 4294967295
uploadReadAheadSize 49152

The installation process for prerequisites is complete.

Ascertia Limited
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2.7 SMTP Server

ADSS Web RA uses email as the primary notification medium. User registration, and all notifications are
sent via SMTP. Hence, it is a critical part of the architecture and deployment. Details required are:

e Hostname/IP address of SMTP server

e Listening Port of SMTP server

e TLS/SSL authentication to communicate with SMTP server (if required)

o Username and password to authenticate to SMTP server (if required)

o Email from Address for notifications sent from ADSS Web RA

o Email to Address for alerts and warnings sent by ADSS Web RA

e Email Subject for alerts and warnings sent by ADSS Web RA

If there is no alternative it is possible to still use ADSS Web RA. However, this involves
copying the notification emails directly from the database and manually running the links
therein. This usage is strongly discouraged in favour of a standard deployment though.

2.8 Database

Both ADSS Web RA Server and ADSS Server require their own respective databases. It is not needed
to create the schema or configure any other feature prior to the installation.

Permissions are required to allow the creation of database tables, and entry, modification, and removal
of data within those tables.
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3 Installation Modules

ADSS Web RA consists of the following modules. Note the API is the only non-mandatory ones for a
working solution:

e ADSS Web RA Admin

Administration application that allows to manage the system wide configurations, service plans, user
accounts and access controls etc.

e ADSS Web RA Desktop Web

ADSS Web RA Web is used to manage certificates for creation, renewal and revocation.

e ADSS Web RA API (Restful Web Services)

REST architecture API support that is used to integrate ADSS Web RA functionality within your own
portal. The API uses JWT to implement authentication and authorization. There is a separate API
Guide that provides full details of the REST architecture implementation, see details.

¢ ADSS Web RA Device

ADSS Web RA Device is used to manage device enrolment for certificate creation, renewal and
revocation.

e ADSS Web RA SSL Device

ADSS Web RA SSL Device is used to manage device enrolment over SSL for certificate creation,
renewal and revocation e.g. EST Protocol

¢ Windows Enrolment

ADSS Web RA Windows Enrolment is used to manage certificate renewal or auto-enrolment on a
Windows machine.
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4 ADSS Web RA Installation

4.1 Fresh Installation of ADSS Web RA
Before starting the ADSS Web RA installation process, make sure the following:

Prerequisites must be installed on the ADSS Web RA machine. If these are not installed, ADSS Web
RA will not open and even cannot display any page when accessed.
An empty database is created on the DMBS (SQL Server) with privileges for ADSS Web RA.

The ADSS Web RA package MUST be unzipped on to a disk that has sufficient space — a minimum
of 100GB is recommended. This is because the product is installed and runs from where the installation
package is extracted to. Hence, choose a suitable location and naming structure.
If you extract the installer on Desktop, it will not work so choose a proper drive to extract it.

Do not include spaces in the installation folder name and path — use hyphen or underscore
characters instead, if required. Spaces will cause functional problems with ADSS Web RA
installation. The installer must be run from a user account with the Windows Administrator
privileges.

ADSS Web RA installer generates all the required database tables and populates the default data
required to run the system. Therefore, there is no requirement for separate SQL scripts or equivalent for
non-SQL databases.

4.1.1. Once the above conditions are satisfied, launch the installer by right-clicking the file [WEBRA
Installation-Dir]/setup/install and select Run as administrator from the menu will present
the welcome screen.

The following welcome screen is shown:

o Web RA Installer

Welcome to Web RA

Web RA is a central application for key management and certificate generation in the Ascertia product suite. Web RA is used
to register users to offer them different sets of certification services, It can also register users to ADSS CSP services, ADSS
RAS/SAM services as well as push users to Web RA. All of them are powerful applications to create certificates and sign the
documents using these keys. Web RA is ideal for the organizations that are looking to centrally control the certificates
creation and distribution process by implementing strong vetting for the issuance of these certificates.

Web RA consists of the following modules:
- Web RA Admin

- Web RA Desktop Web

- Web RA AP| (RESTrul Web Services)

- Web RA Device

- Web RA Windows Enrelment

We strongly recommend you to follow the installation instructions provided in Web RA Installation Guide

U.S. Patent No. 7,360,079

Mext Cancel

4.1.2. Click the 'Next' button to continue.
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4.1.3. System requirements screen will appear next to validate if all the required prerequisites are
installed or not. If any of ADSS Web RA system dependencies are not found, or not functioning,
then Failed status will be shown corresponding to that component on the screen.

You can only proceed with the installation process once all issues related to system dependencies are

resolved as shown below:

& Jo Web RA Installer

Checking System Requirements...

Microsoft NET Framework v4.7.2 or above

ASP .Net Core v6.0.16 or above

Microsoft Internet Information Services (I1S) v10.0 or above

URL Rewrite in Internet Information Services (/IS)

ASP Net Core Module in Internet Information Services (IIS) runtime support

Success
Success
Success
Success
Success

Cancel

4.1.4. Click the 'Next' button to select an installation type.

& JhW Web RA Installer

Installation Type

(® Install Web RA for the first time
[ Include sample data
(O Install Web RA as another instance within a load-balanced configuration
(O Install Web RA with an existing database
(O Upgrade an existing Web RA instance to the latest one
(O Change database credentials
(O Uninstall Web RA

Cancel

Ascertia Limited Commercial-in-Confidence
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If you are installing ADSS Web RA for the first time or you wish to deploy a fresh installation with a new
database, then select “Install Web RA for the first time”. The “Install Web RA as another instance
within a load-balanced configuration” option will install the ADSS Web RA instance in a load-
balanced mode. If you wish to upgrade an older system to the latest version, then select “Upgrade” an
existing ADSS Web RA instance to the latest one”. Installer supports the upgrade when the base
(current) installation is v2.1.1 or higher.

The Install Web RA with an existing database option will install ADSS Web RA against an existing
ADSS Web RA database. For example, this option can be used to recover a system from a database
back-up. The Change database credentials option is used if the database password, user, database
name and/or server is changed, and it needs to be updated in ADSS Web RA installation. Select the
last option Uninstall Web RA if you wish to uninstall ADSS Web RA from the system.

4.1.5. Select the option Install Web RA for the first time.

You can include sample data in application during fresh installation. Sample data includes following
data:

e Default ADSS Connector

o Default SMTP Connector

o Default ADSS Service Profile

o Default Subscriber Agreement

e Default Vetting Form

o Default Service Plan

o Default Authentication Profile

If “Include Sample Data” is not selected then above data will not be added when application installed.

4.1.6. Click the Next button to show the License Agreement.

& Jo Web RA Installer

License Agreement

|ASCERTIA SERVER SOFTWARE LICENSE AGREEMENT A
IMPORTANT - PLEASE READ CAREFULLY:

1.0 ACCEPTANCE.

Ascertia Limited (“Ascertia”) is willing to license this software (the Software) and documentation (together the
Product) in this installation package to you as an individual or as an authorised representative of the company or
legal entity that will be using the Software only on condition that you accept all of the terms of this license
agreement. You or the company or legal entity (referred to as the Licensee) can accept the terms of this License
Agreement by clicking on the "| agree” button below, and proceed with the installation. To reject the terms of
this License Agreement, click on the "l disagree” button below and exit the installation process and make no
further use of the software.

BY INSTALLING AND USING THIS ASCERTIA SOFTWARE, YOU AGREE FOR YOU OR YOUR ENTERPRISE TO BE
BOUND BY THE TERMS OF THIS AGREEMENT, IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, DO
NOT INSTALL OR USE THE ASCERTIA SOFTWARE.

Licensee and Ascertia may hereinafter be referred to as individually, a "Party”, or, together, the "Parties.”

2.0 LICENSE

Evaluation Copy. If you acquired the license for the Software on an evaluation basis, you may use the Software
without charge until the evaluation limits are reached or for a maximum of 3 months from the day that you
install the Software. After this you must pay the appropriate license fee to continue to use the Software. To pay

| Disagree

4.1.7. Click the | Agree button to proceed.
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4.1.8. Readme screen will be displayed with new features list. Click Next button to proceed.

4.1.9. The following screen for Database Configurations will be displayed.

& Jo Web RA Installer

Web RA Database Configurations

Database Management System Type
® Microsoft SQL Server

Installation Type

(® Basic (O Advanced
Database Configurations
Database Server: |Produc‘tion-5erver l
Port:
Database Name: |WebRA ‘

[] Use windows authentication

Username: |sa ]

»uu»xuru1 |

Password:

Furthermore, you can either choose to do a basic installation or use an advanced one. If this is a basic
installation, then use the first option Basic and provide the appropriate ADSS Web RA database
credentials. The information displayed above is an example and you should configure the relevant
settings for your own environment.

to test the connectivity to the database. If the installer can establish the connection with the

i i Once you enter the database credentials and select Next, the installer uses the information
database, then it will proceed with the installation.
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The following table explains the Database Configurations.

Item Description

Database Server / Database server IP or DNS name.

Host Name

Port Database listening port. For SQL Server the default port is 1433.

Database Name Name of the database instance. Note this must exist prior to the
installation.

Use Windows If enabled, installer will use the Windows logged in user to

Authentication communicate with database. You are required to enter

password because it will be used in Application Pool to set the
Identity against this user for all websites.

By default, the current logged in user will be configured in the
Application Pool Identity. If you wish to run ADSS Web RA under
a different windows user, then you need to change it manually.

If your requirement is to use SQL Server authentication, then
type SQL Server Username and Password in the underneath
fields without enabling this option.

Username Name of the database user. Note this must exist prior to the
installation. It is not required in the case of Windows
Authentication.

Password Password credential of the database user. Note this must exist

prior to the installation. In case of Windows Authentication, type
the password of domain user shown in the Username field to
configure the Application Pool Identity in IS Server for
successful communication with SQL Server.

If you have chosen Advanced for database configurations, then the following screen will be shown.

- X
& Jb Web RA Installer
Web RA Database Configurations
Database Management System Type
® Microsoft SQL Server
Installation Type
O Basic ® Advanced
Database Configurations
Connectien String: data source= Production-Server;initial catalog= WebRA;user
id=sa;password=password;MultipleActiveResultSets=True;Pooling=true]
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The information displayed above is an example and you should configure the relevant settings for your

own environment.

Once you complete the options and select Next, the installer uses the information provided to test the
connectivity to the database. If the installer can establish the connection with the database, then it will

proceed with the installation.

The following table entails details of the Advanced Installation type:

Item

Description

ADSS Web RA
Connection String

The following are sample connection strings for SQL Server:

e Simple One - “data source= [Database Server Address];initial
catalog= [Database Name];user id=[Database User
Name];password=[Database User
Password];MultipleActiveResultSets=True;Pooling=true”

e For Named instance - “data source= [Database Server
Address]\[SQL Server Instance Name];initial
catalog=[Database Name];user id=[Database User
Name];password[Database User
Password];MultipleActiveResultSets=True;Pooling=true”

e For Windows Authentication - “data source= [Database
Server Address];initial catalog=[Database Name];integrated
security=SSPI;MultipleActiveResultSets=True;Pooling=true

Username Field will only be shown in case of Windows Authentication while for
SQL Server Authentication, username will be provided in the connection
string.

Password In case of Windows Authentication, type the password of domain user

shown in the Username field to configure the Application Pool Identity in
IIS Server for successful communication with SQL Server. In case of

SQL Server authentication, password will be provided in the connection
string.

If Windows authentication is enabled in connection string, installer will use the Windows
logged in user to communicate with database upon clicking the Next button. You are

v

required to enter password because it will be used in Application Pool to set the Identity
against this user for all websites.

By default, the current logged in user will be configured in the Application Pool Identity. If
you wish to run ADSS Web RA under a different Windows user, then you need to change
it manually. As shown in the following Screen:

File View Help

EBRA-RC1 (ASCERTIAO\aasim.shehzad)
L2 Application Pools
~ [ Sites Filter:
@ admin
@ api
@ Default Web Site s
@ device “
@ ssidevice 4

@ web

Name

UJI Application Pools

G Show All | Group by: No Grouping

Status NET CLR V.
Started  v4.0
Started  vd.0
Started  vd.0
Started  v4.0
Started  v4.0

Managed Pipel... Identity
Integrated
Classic
Integrated
Integrated
Integrated
Started  v4.0
Started  v4.0
Started  v4.0

Integrated
Integrated
Integrated

Lol web

| x

@

| Advanced Settings...

Started  vd.0

2 2.} integrated
Adampplication Pool..

Set Application Pool Defaults...

Stop

Recycle..

Basic Settings..
Recycling...

3)1

Rename

Remove
View Applications

Help

Advanced Settings ? x

ApplicationPoolld...
ApplicationPoolld...
ApplicationPoolld...
ApplicationPoolld...
ApplicationPoolld...
ApplicationPoolld...
ApplicationPoolld...
ApplicationPoolld.

ApplicationPoolid....

This page lets you view and manage the list of application pools on the server. Application pools are associated with worker processes, contain one or more applications, and provide
isolation among different applications.

~ (General) A

NET CLR Version va.0

Enable 32-Bit Applications False

Managed Pipeline Mode Integrated

Name :

Queue Length 1000

Start Mode OnDemand
~ cPu

Limit (percent t) 0

Limit Action NoAction

Limit Interval (minutes) 5

Processor Affinity Enabled False

Processor Affinity Mask 4294967295

Processor Affinity Mask (64-bit ¢ 4294967295
~ Process Model

Generate Process Model Event L

sscertsOwebracs (4

Idle Time-out (minutes) 20

Idle Time-out Action Terminate v
Identity
lidentity Type, username, password] Configures the application pool to run
as built-in account, i.e. Pool Identity . Network
Service, Local System, Local Service, or as a specific user identity.

oK Cancel
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4.1.1. Click the Next button to select specific modules:

&« Jh Web RA Installer

Web RA Modules

7] Web RA Admin

Website Name: |admin Port: |444

Web RA Web

Website Name: |web Port: |81

Web RA API (RESTful Web Services)

I

Website Name: |api Port: (83

4.1.2. Select Device Modules to install the required features. For each selected application, provide the
web application name and port. A typical in-house installation of ADSS Web RA should only include
Admin, Desktop Web, and the API. However, the device will be added at the end. Click Next to proceed.

— *
& Jb Web RA Installer
Web RA Device Modules

[ Web RA Device
HTTP (Install SCEP)

Website Name: device Port:

[#] HTTPS (Install CMP, ACME, EST)

[ Client Authentication (Install EST)

E EST): | device Port: |83

Website Name (EST): ssidevice Port:
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4.1.3. Select Windows Enrolment. For each selected application, provide the web application hame
and port. Then click Next.

- X
& o Web RA Installer
Windows Enrolment Modules

Windows Enrolment
Windows Integrated Authentication
Certificate Enrolment Policy Service (CEP) \wmdowslntegratedCepSewice | Port: |g7
Certificat Enrolement Service (CES) {windowslntegratedCEsSen.rice l Port: |88
UserName / Password Authentication
Certificate Enrolment Policy Service (CEP) ‘wnndowsUserNamePasswordCepService | Port:
Certificat Enrolement Service (CES) ‘windawsUserNamePasswordCesSeNice | Port: |90
Client Authentication
Certificate Enrolment Policy Service (CEP) [windowsSsICEpSewice | Port: |g1
Certificat Enrolement Service (CES) [WindowsSleesSewice | Port: |92

The information displayed above is an example, which you may change suiting to your environment
and organisation preferences. However, the example shown is sufficient. The names will appear as
websites under IS Manager.

The following table entails details of the Windows Enrolment modules.

ltem Description

ADSS Web RA ADSS Web RA Admin is used by the administrators to manage the

Admin system wide configurations, service plans, user accounts and access
control etc.

ADSS Web RA Web ADSS Web RA Web is used to manage certificates for creation,
renewal and revocation.

ADSS Web RA API REST API is used to integrate ADSS Web RA functionality within your
own portal.

ADSS Web RA Device ADSS Web RA device is used to manage device enrolment for
certificate creation, renewal and revocation. This site will be deployed
with http and https bindings.

ADSS Web RA SSL ADSS Web RA SSL device is used to manage device enrolment over
Device SSL for certificate creation, renewal and revocation e.g. EST Protocol.
This site will be deployed with https SSL.

Windows Enrolment Windows Enrolment is used to manage certificate renewal or auto-
enrolment on a windows machine.
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4.1.4. Click the Next button to configure the SMTP Server and Email Settings.

& o Web RA Installer

Email Configurations

SMTP Configurations
SMTP Server:

Port:

Username:
Password:

From:

Failure Email Configurations
To:

Subject:

’mail.ascertia.com

[25

Use SSL/TLS authentication

Use username/password authentication

\.smtp-user

..........

\notifications@ascer‘kia.com

All er tifications e sent from th

support@ascertia.com

arnings ema Is will be sent at this address,

iWeb RA Notification| Test Email

Subject for errors/warnings en

alls

Cancel

Configure SMTP Server and email settings for your environment. ADSS Web RA must have access to
a suitable SMTP Server without which users will not be able to receive registration emails that are
required to complete the user registration process.

Additionally, system generated email notifications will not be received either. Although the latter will not

prevent functionality, but it

is not a recommended approach. The information displayed above is an

example and you should setup configurations for your own environment.

The configuration items are explained in the following table:

Item

Description

SMTP Server

Defines the email server address. This email server is used to send email
notifications to users as required, such as for account registration, data
sharing etc. It is also used for sending notification emails to ADSS Web RA
administrators.

Port

Define the service port for the SMTP mail server.

Use SSL/TLS
authentication

Select this option if the SMTP mail server requires SSL/TLS.

Username Configure the SMTP mail server username that is used to send ADSS
Web RA generated emails.

Password Define the password to authenticate the SMTP server.

From Configure the From email address that should be used to send notification
emails to users and administrators.

To Configure the email address where error notifications should be sent.
This is usually the IT support team address.

Subject Define a subject line for the notification emails that are sent to the

administrator, e.g. ADSS Web RA Alert.

Ascertia Limited
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After configuring these SMTP settings, click the Test Email button to verify that SMTP configurations
are valid.

‘- ' ) If “Include Sample Data” is not selected then SMTP configuration screen will not be shown.

4.1.5. Click the Next button to see the Installation Summary and complete the installation process.

& Ju Web RA Installer

Web RA Installation Summary

The following modules will be installed:
- Web RA Admin

- Web RA Web

- Web RA APl (RESTFul Web Services)

- Web RA Device

- Web RA SSL Device

- Web RA Windows Enrolment Services

This screen shows the installation summary by listing different product modules that will be installed.

If you think any listed item is incorrect then use the Back button (arrow towards the top-left of the
dialogue box) to correct your choices before proceeding ahead.

Otherwise, click the Next button to continue with the installation.
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&% Web RA Installer

Installation Progress

Executing database script for Web RA on database: WebRA-Database

Executing identity script for Web RA on database: WebRA-Database

Executing Weak Debian script for Web RA on database: WebRA-Database

Creating default configurations

Creating default connectors and Certification profiles

Updating SMTP configurations in database

Creating website for Web RA Admin: admin

Creating website for Web RA Web: web

Creating website for Web RA API: api

Creating website for Web RA Device: device

Creating HTTPS binding for Web RA Device: device

Creating website for Web RA SS5L Device: ssldevice

Creating windows integrated CEP service site : windowslntegratedCepService

Creating windows integrated windows CES service site : windowslntegratedCesService
Creating UserName/Password windows CEP service site : windowslntegratedCepService
Creating UserName/Password windows CES service site : windowslntegratedCesService
Creating 55L windows CEP service site : windowsIntegratedCepService

Creating 55L windows CES service site : windows5slCesService

Updating system settings

Web RA installation completed!

4.1.6. Click Finish to complete the installation process.
4.1.7. ADSS Web RA URLs

Use the following URLS to access the ADSS Web RA Server web sites:

Service URL Format Example
ADSS Web RA https://[<machine-name>:PORT https://localhost:443
Admin
ADSS Web https://<machine-name>:PORT https://localhost:81
RA Desktop
Web
ADSS Web https://[<machine-name>:PORT https://localhost:82
RA API
ADSS Web https://<machine-name>:PORT http://localhost:83
RA Device https://localhost:84
ADSS Web RA https://<machine-name>:PORT https://localhost:85
SSL Device https://localhost:86
ADSS Web RA
Windows https://<machine-name>:PORT https://localhost:87
Integrated CEP
Service
ADSS Web RA
Windows https://<machine-name>:PORT https://localhost:88
Integrated CES
Service
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ADSS Web RA

Windows SSL https://<machine-name>:PORT https://localhost:89
CEP Service

ADSS Web RA

Windows SSL https://<machine-name>:PORT https://localhost:90
CES Service

ADSS Web RA
Windows User
Name https://<machine-name>:PORT https://localhost:91
Password CEP
Service

ADSS Web RA
Windows User
Name https://<machine-name>:PORT https://localhost:92
Password CES
Service

Where necessary (i.e. browsing Admin website) your web browser will prompt you to select the
appropriate certificate for authentication purposes. The installation process places the necessary
certificates into the Windows Security Store, Internet Explorer, Edge, Chrome and related browsers that
rely on the security store, can use them as such.

If you wish to use Firefox and similar web browsers that utilize their own respective security stores you
will need to import adss-default-admin.pfx and WebRA-default-
admin.cer from [WebRAInstallationDirectory]/setup/certs  directory.

There are two options to set secure binding against each ADSS Web RA site:

e Using standard IIS web server HTTP redirects. This means the basic installation is done with
various ADSS Web RA sites, where each site has their respective default port/binding but no host
name. You can then add new sites for each web site and bind this to the desired external public
facing host name and secure port, likely to be 443. Each site can be configured in such a fashion.
Each default ADSS Web RA site can then be configured to permanently redirect to the secure
version.

e Once the deployment of ADSS Web RA is completed, the bindings of each site can be changed to
use a secure (443) port. The new binding will include the appropriate public facing host name.

Once the bindings of IIS web sites have been put in place, access the ADSS Web RA Administration
console and make changes to the general configuration settings. This means changing the public and
private URLs for the Desktop Web and API sites accordingly. Once it is complete, save the changes and
publish them.

“ ) The second option is recommended. .
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4.2. Installing ADSS Web RA with A Load-Balanced Configuration
Follow these instructions to install ADSS Web RA with a load-balanced configuration.

4.1.1. Launch the installer by right-clicking the file name [Web RA Installation
Directory]/setup/install.bat and select Run as administrator.

Follow the installation wizard as described previously until the Installation Type screen is shown:

4.1.2. Select the option Install ADSS Web RA as another instance within a load-balanced
configuration

& &% Web RA Installer

Installation Type

O Install Web RA for the first time

(® Install Web RA as another instance within a load-balanced configuration
(O Install Web RA with an existing database

(O Upgrade an existing Web RA instance to the latest one

(O Change database credentials

(O Uninstall Web RA

Cancel

4.1.3. Click the Next button to show the License Agreement.

& J% WebRA Installer

License Agreement

JASCERTIA SERVER SOFTWARE LICENSE AGREEMENT N
IMPORTANT - PLEASE READ CAREFULLY:

1.0 ACCEPTANCE.

Ascertia Limited (“Ascertia®) is willing to license this software (the Software) and documentation (together the
Product) in this installation package to you as an individual or as an authorised representative of the company or
legal entity that will be using the Software only on condition that you accept all of the terms of this license
agreement. You or the company or legal entity (referred to as the Licensee) can accept the terms of this License
Agreement by clicking on the | agree” button below, and proceed with the installation. To reject the terms of
this License Agreement, click on the | disagree” button below and exit the installation process and make no
further use of the software.

BY INSTALLING AND USING THIS ASCERTIA SOFTWARE, YOU AGREE FOR YOU OR YOUR ENTERPRISE TO BE
BOUND BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, DO
NOT INSTALL OR USE THE ASCERTIA SOFTWARE.

Licensee and Ascertia may hereinafter be referred to as individually, a “Party”, or, together, the “Parties.”

2.0 LICENSE

Evaluation Copy. If you acquired the license for the Software on an evaluation basis, you may use the Software
without charge until the evaluation limits are reached or for a maximum of 3 months from the day that you
install the Software. After this you must pay the appropriate license fee to continue to use the Software. To pay

| Agree | Disagree
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4.1.4. Click the | Agree button to continue.
4.1.5. Readme screen will be displayed with new features list. Click Next to proceed.

« ,{. Web RA Installer

Web RA Database Configurations

Database Management System Type
(@) Microsoft SOL Server

Installation Type

(@) Basic () Advanced
Database Configurations
Database Server [Production-Server
Port: [1a33
Database Name: -Wtbm

O Use windows authentication

Usermnarme: [sa

Password: I ......... 1

==

The information displayed above is an example and you should configure the relevant settings for your
own environment.

The ADSS Web RA database schema and the version required by the installer must be the

same.

0 If the current ADSS Web RA database schema is older than the version required by the
installer, and you click Next, the installer will prompt you that ADSS Web RA database
schema will be upgraded to the latest version. Click OK to authorise the schema update.

Furthermore, you can either choose to do a basic installation or use an advanced one. If this is a basic
installation, then use the first option Basic and provide the appropriate ADSS Web RA database
credentials. The information displayed above is an example and you should configure the relevant
settings for your own environment.

information to test the connectivity to the database. If the installer can establish the

i i Once you have entered the database credentials and select Next, the installer uses the
connection with the database, then it will proceed with the installation.
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The following table explains the Database Configurations screen.

Item Description

Database Server / Database server IP or DNS name.

Host Name

Port Database listening port. For SQL Server the default port is 1433.

Database Name Name of the database instance. Note this must exist prior to the
installation.

Use Windows If enabled, installer will use the Windows logged in user to

Authentication communicate with database. You are required to enter

password because it will be used in Application Pool to set the
Identity against this user for all websites.

By default, the current logged in user will be configured in the
Application Pool Identity. If you wish to run ADSS Web RA under
a different windows user, then you need to change it manually.

If your requirement is to use SQL Server authentication, then
type SQL Server Username and Password in the underneath
fields without enabling this option.

Username Name of the database user. Note this must exist prior to the
installation. It is not required in the case of Windows
Authentication.

Password Password credential of the database user. Note this must exist

prior to the installation. In case of Windows Authentication, type
the password of domain user shown in the Username field to
configure the Application Pool Identity in IIS Server for
successful communication with SQL Server.

If this is not a basic installation and you choose the second option to “Advanced” then the following
screen is shown:

- b
& Ja Web RA Installer
Web RA Database Configurations

Database Management System Type

@® Microsoft SQL Server
Installation Type

O Basic ® Advanced
Database Configurations

Connection String: data source= Production-Server;initial catalog= WebRA;user

id=sa;password= password;MultipleActiveResultSets=True:Pooling=true|
Cance
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The information displayed above is an example and you should configure the relevant settings for your

own environment.

Once you complete the options and select Next, the installer uses the information provided to test the
connectivity to the database. If the installer can establish the connection with the database, then it will

proceed with the installation.
The following table entails details of the configuration options:

Item

Description

ADSS Web RA
Connection String

The following are sample connection strings for SQL Server:

e Simple One - “data source= [Database Server Address];initial
catalog= [Database Name];user id=[Database User
Name];password=[Database User
Password];MultipleActiveResultSets=True;Pooling=true”

e For Named instance - “data source= [Database Server
Address]\[SQL Server Instance Name];initial
catalog=[Database Name];user id=[Database User
Name];password[Database User
Password];MultipleActiveResultSets=True;Pooling=true”

e For Windows Authentication - “data source= [Database
Server Address];initial catalog=[Database Name];integrated
security=SSPI;MultipleActiveResultSets=True;Pooling=true

Username Field will only be shown in case of Windows Authentication while for
SQL Server Authentication, username will be provided in the connection
string.

Password In case of Windows Authentication, type the password of domain user

shown in the Username field to configure the Application Pool Identity in
IIS Server for successful communication with SQL Server. In case of
SQL Server authentication, password will be provided in the connection

string.

4.1.1. Click the Next button to select Web RA modules.

“  Jo WebRA Installer

Web RA Modules

Web RA Admin

Web RA Web

Website Name: |admin Port:

Website Name: |web Port:

Web RA AP| (RESTful Web Services)

Website Name: .api . Port:

81

Cancel
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4.1.2. Select the appropriate modules to install the required features. For each selected application,
provide the web application name and port and click Next. A typical in-house installation of ADSS
Web RA should only include Admin, Desktop Web, and the API and lastly, the device will be added.

& Jb Web RA Installer

Web RA Device Modules

[#] Web RA Device
4] HTTP (Install SCEP)

Website Name: device Port:

[ HTTPS (Install CMP, ACME, EST)

[ Client Authentication (Install EST)

device Port: |83

Website Name (EST): ssldevice Port:

X

Cancel

4.1.3. Select Windows Enrolment. For each selected application, provide the web application name

and port. Then click Next.

& b Web RA Installer

Windows Enrolment Modules

] Windows Enrolment

Windows Integrated Authentication

Certificate Enrolment Policy Service (CEP) lwindowslntegratedCepService ‘ Port:

Certificat Enrolement Service (CES) |windowslntegrated(esService ‘ Port:

UserName / Password Authentication

Certificate Enrolment Policy Service (CEP) lwindowsUserNamePasswordCepService ‘ Port:

Certificat Enrolement Service (CES) |windowsU:erNamePasswcrdCesSeNice ‘ Port:

Client Authentication
Certificate Enrolment Policy Service (CEP) [windowsSsICepService } Port: |91

Certificat Enrolement Service (CES) [windowsSsICaSawice ‘ Port:

Cancel
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The information displayed above is an example, which you may change to suit your environment and
organisation preferences. However, the example shown is sufficient. The names will appear as
websites under 1IS Manager.

The following table explains the Windows Enrolment section.

Iltem Description

ADSS Web RA ADSS Web RA Admin is used by the administrators to manage the

Admin system wide configurations, service plans, user accounts and access
control etc.

ADSS Web RA Web ADSS Web RA Web is used to manage certificates for creation,
renewal and revocation.

ADSS Web RA API REST API is used to integrate ADSS Web RA functionality within your
own portal.

ADSS Web RA Device ADSS Web RA device is used to manage device enrolment for
certificate creation, renewal and revocation. This site will be deployed
with http and https bindings.

ADSS Web RA SSL ADSS Web RA SSL device is used to manage device enrolment over
Device SSL for certificate creation, renewal and revocation e.g. EST Protocol.
This site will be deployed with https SSL.

Windows Enrolment Windows Enrolment is used to manage certificate renewal or auto-
enrolment on a windows machine.

4.1.4. Click the Next button to show the Installation Summary and complete the installation.

- x

& J% WebRA Installer

Web RA Installation Summary

The following modules will be installed:
- Web RA Admin

- Web RA Web

- Web RA API (RESTful Web Services)

- Web RA Device

- Web RA SSL Device

- Web RA Windows Enrolment Services

This screen shows the installation summary by listing the different product modules that will be installed.
If you think any listed item is incorrect then use the Back button (arrow towards the top-left of the
dialogue box) to correct your choices before proceeding.
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&% Web RA Installer

Installation Progress

Executing database script for Web RA on database: WebRA-Database A
Executing identity script for Web RA on database: WebRA-Database

Executing Weak Debian script for Web RA on database: WebRA-Database

Creating default configurations

Creating default connectors and Certification profiles

Updating SMTP configurations in database

Creating website for Web RA Admin: admin

Creating website for Web RA Web: web

Creating website for Web RA APL: api

Creating website for Web RA Device: device

Creating HTTPS binding for Web RA Device: device

Creating website for Web RA SSL Device: ssldevice

Creating windows integrated CEP service site : windowsIntegratedCepService

Creating windows integrated windows CES service site : windowsIntegratedCes5ervice
Creating UserName/Password windows CEP service site : windowsIntegratedCepService
Creating UserName/Password windows CES service site : windowsIntegratedCesService
Creating SSL windows CEP service site : windowsIntegratedCepService

Creating 55L windows CES service site : windows5slCesService

Updating system settings

Web RA installation completed!

4.1.5. Click Finish to complete the installation process.

4.1.6. ADSS Web RA URLs

Use the following URLS to access the ADSS Web RA Server web sites:

Service URL Format Example
ADSS Web RA https://<machine-name>:PORT https://localhost:443
Admin
ADSS Web https://<machine-name>:PORT https://localhost:81
RA Desktop
Web
ADSS Web https://<machine-name>:PORT https://localhost:82
RA API
ADSS Web https://<machine-name>:PORT http://localhost:83
RA Device https://localhost:84
ADSS Web RA https://<machine-name>:PORT https://localhost:85
SSL Device https://localhost:86
ADSS Web RA
Windows https://<machine-name>:PORT https://localhost:87
Integrated CEP
Service
ADSS Web RA
Windows https://<machine-name>:PORT https://localhost:88
Integrated CES
Service
ADSS Web RA
Windows SSL https://<machine-name>:PORT https://localhost:89
CEP Service
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ADSS Web RA
Windows SSL
CES Service

https://<machine-name>:PORT

https://localhost:90

ADSS Web RA
Windows User
Name
Password CEP
Service

https://<machine-name>:PORT

https://localhost:91

ADSS Web RA
Windows User
Name
Password CES
Service

https://<machine-name>:PORT

https://localhost:92
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4.2. Installing ADSS Web RA with an Existing Database

In order to install the ADSS Web RA with an existing database, follow the below mentioned installation
instructions:

4.2.1. Launch the installer by right-clicking the file name [ADSS Web RA Installation
Directory]/setup/install.bat and select Run as administrator. Follow the installation wizard as
described previously until the Installation Type screen is shown:

4.2.2. Select the option Install ADSS Web RA within existing database

& Jb Web RA Installer

Installation Type

(O Install Web RA for the first time

() Install Web RA as another instance within a load-balanced configuration
® Install Web RA with an existing database

(O Upgrade an existing Web RA instance to the latest one

() Change database credentials

() Uninstall Web RA

Mext Cancel

4.2.3. Click the Next button to show the License Agreement.

<« ,. Web RA Installer

License Agreement

|ASCERTIA SERVER SOFTWARE LICENSE AGREEMENT ~
IMPORTANT - PLEASE READ CAREFULLY:

1.0 ACCEPTANCE.

Ascertia Limited ("Ascertia”) is willing to license this software (the Software) and documentation (together the
Product) in this installation package to you as an individual or as an authorised representative of the company or
legal entity that will be using the Software only on condition that you accept all of the terms of this license
agreement. You or the company or legal entity (referred to as the Licensee) can accept the terms of this License
Agreement by clicking on the "l agree" button below, and proceed with the installation. To reject the terms of
this License Agreement, click on the "l disagree" button below and exit the installation process and make no
further use of the software.

BY INSTALLING AND USING THIS ASCERTIA SOFTWARE, YOU AGREE FOR YOU OR YOUR ENTERPRISE TO BE
BOUND BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, DO
NOT INSTALL OR USE THE ASCERTIA SOFTWARE.

Licensee and Ascertia may hereinafter be referred to as individually, a "Party”, or, together, the "Parties.”

2.0 LICENSE

Evaluation Copy. If you acquired the license for the Software on an evaluation basis, you may use the Software
without charge until the evaluation limits are reached or for a maximum of 3 months from the day that you
install the Software. After this you must pay the appropriate license fee to continue to use the Software. To pay

| Disagree
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4.2.4. Click the | Agree button to continue.

4.2.5. Readme screen will be displayed with new features list. Click Next to proceed. The following
screen for Database Configurations will be displayed:

& Jb Web RA Installer

Web RA Database Configurations

Database Management System Type
® Microsoft SQL Server

Installation Type
(®) Basic () Advanced

Database Configurations

Database Server [Production-Server
Port: [1433
Database Name: WebRA

] Use windows authentication

Usemame: [ca

Paspword: Iﬂllﬂuni

==

The information displayed above is an example and you should configure the relevant settings for your
own environment.

The ADSS Web RA database schema and the version required by the installer must be the

same.

0 If the current ADSS Web RA database schema is older than the version required by the
installer, and you click Next, the installer will prompt you that ADSS Web RA database
schema will be upgraded to the latest version. Click OK to authorise the schema update.

Furthermore, you can either choose to do a basic installation or use an advanced one. If this is a basic
installation, then use the first option Basic and provide the appropriate ADSS Web RA database
credentials. The information displayed above is an example and you should configure the relevant
settings for your own environment.

information to test the connectivity to the database. If the installer can establish the

i f i Once you have entered the database credentials and select Next, the installer uses the
connection with the database, then it will proceed with the installation.
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The following table explains the Database Configurations.

Item Description

Database Server / Database server IP or DNS name.

Host Name

Port Database listening port. For SQL Server the default port is 1433.

Database Name Name of the database instance. Note this must exist prior to the
installation.

Use Windows Authentication | If enabled, installer will use the Windows logged in user to
communicate with database. You are required to enter
password because it will be used in Application Pool to set the
Identity against this user for all websites.

By default, the current logged in user will be configured in the
Application Pool Identity. If you wish to run ADSS Web RA under
a different windows user, then you need to change it manually.

If your requirement is to use SQL Server authentication, then
type SQL Server Username and Password in the underneath
fields without enabling this option.

Username Name of the database user. Note this must exist prior to the
installation. It is not required in the case of Windows
Authentication.

Password Password credential of the database user. Note this must exist
prior to the installation. In case of Windows Authentication, type
the password of domain user shown in the Username field to
configure the Application Pool Identity in [IS Server for successful
communication with SQL Server.

If this is not a basic installation and you choose the second option to “Advanced” then the following
screen is shown.

- X
& J% WebRA Installer
Web RA Database Configurations

Database Management System Type

® Microsoft SQL Server
Installation Type

O Basic ® Advanced
Database Configurations

Connection String: data source= Production-Server;initial catalog= WebRA;user

id=sa;password= password;MultipleActiveResultSets=True:Pooling=truel
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The information displayed above is an example and you should configure the relevant settings for your
own environment.

Once you complete the options and select Next, the installer uses the information provided to test the
connectivity to the database. If the installer can establish the connection with the database, then it will
proceed with the installation.

The following table explains the Advanced Database Configurations.

Item Description
ADSS Web RA The following are sample connection strings for SQL Server:
Connection String e Simple One - “data source= [Database Server Address];initial

catalog= [Database Name];user id=[Database User
Name];password=[Database User
Password];MultipleActiveResultSets=True;Pooling=true”

e For Named instance - “data source= [Database Server
Address]\[SQL Server Instance Name];initial
catalog=[Database Name];user id=[Database User
Name];password[Database User
Password];MultipleActiveResultSets=True;Pooling=true”

e For Windows Authentication - “data source= [Database
Server Address];initial catalog=[Database Name];integrated
security=SSPI;MultipleActiveResultSets=True;Pooling=true

Username Field will only be shown in case of Windows Authentication while for
SQL Server Authentication, username will be provided in the connection
string.

Password In case of Windows Authentication, type the password of domain user

shown in the Username field to configure the Application Pool Identity in
IIS Server for successful communication with SQL Server. In case of
SQL Server authentication, password will be provided in the connection
string.

4.2.6. Click the Next button to select Web RA Modules.

& Jh Web RA Installer

Web RA Modules

A Web RA Admin

Website Name: |admin Port: |444

] Web RA Web

Website Mame: web Port: |81

1 Web RA AP (RESTFul Web Services)

Website Name: | api Port: |83

Cancel
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4.2.7. Select modules to install the required features. For each selected application, provide the web
application name and port. A typical in-house installation of ADSS Web RA should only include Admin,
Desktop Web, and the API. However, the device will be added at the end. Click Next to proceed.

- X
« ,f. Web RA Installer

Web RA Device Modules

] Web RA Device

EA HTTP (Install SCEP)

Website Mame: device Port: |4

B4 HTTPS (Install CMP, ACME, EST)

device Port: |83

EA Client Authentication (Install EST)

Website Name (EST): [ssidevice Port: :E&

==

4.2.8. Select Windows Enrolment. For each selected application, provide the web application name
and port. Then click Next.

& b Web RA Installer
Windows Enralment Modules

B Windows Enralment

Windows Integrated Authentication
Certificate Enrolment Policy Service (CEP)  |windowsintegratedCepService | Port: [g7

Certificat Enrolement Service (CES) windowsintegratedCesService | Port: |28

UserMame / Password Authentication

Centificate Enrolment Policy Service (CEP)  |windowsUserNamePasswordCepSenice | Part: '319
Certificat Enrolement Service (CES) |windowsUserNamePasswordCesService | Port:
Client Authentication

Certificate Enrolment Policy Service (CEP) |windows3siCepService l Port: g9
Certificat Enrolement Service (CES) .wiﬂdcwsSﬂCesSer'-'ic e | Port: |92

Coce
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The information displayed above is an example, which you may change to suit your environment and
organisation preferences. The names will appear as websites under 1IS.

The following table explains the Windows Enrolment Modules.

Iltem Description

ADSS Web RA ADSS Web RA Admin is used by the administrators to manage the

Admin system wide configurations, service plans, user accounts and access
control etc.

ADSS Web RA Web ADSS Web RA Web is used to manage certificates for creation,
renewal and revocation.

ADSS Web RA API REST API is used to integrate ADSS Web RA functionality within your
own portal.

ADSS Web RA Device ADSS Web RA device is used to manage device enrolment for
certificate creation, renewal and revocation. This site will be deployed
with http and https bindings.

ADSS Web RA SSL ADSS Web RA SSL device is used to manage device enrolment over
Device SSL for certificate creation, renewal and revocation e.g. EST Protocol.
This site will be deployed with https SSL.

Windows Enrolment Windows Enrolment is used to manage certificate renewal or auto-
enrolment on a windows machine.

4.2.9. Click the Next button to see the summary and complete the installation.

« f. Web RA Installer

Web RA Installation Summary

The following modules will be installed:
- Web RA Admin

- Web RA Web

- Web RA API (RESTHul Web Services)

- Web RA Device

- Web RA 55L Device

- Web RA Windows Enrolment Senvices

This screen shows the installation summary by listing the different product modules that will be
installed.

If you think any listed item is incorrect then use the Back button (arrow towards the top-left of the
dialogue box) to correct your choices before proceeding ahead.
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4.2.10. Click the Next button to continue with the installation.

o Web RA Installer

Installation Progress

Executing database script for Web RA on database: WebRA-Database - |
Executing identity script for Web RA on database: WebRA-Database

Executing Weak Debian script for Web RA on database: WebRA-Database

Creating default configurations

Creating default connectors and Certification profiles

Updating SMTP configurations in database

Creating website for Web RA Admin: admin

Creating website for Web RA Web: web

Creating website for Web A AP 3

Creating website for Web RA Device: device

Creating HTTPS binding for Web RA Device: device

Creating website for Web RA 550 Device: ssidevice

Creating windows integrated CEP service site : windowsintegratedCepService

Creating windows integrated windows CES service site : windowsintegratedCesService

Creating UserMame/Password windows CEP senvice site : windowsintegratedCepService

Creating UserMame/Password windows CES senvice site : windowsintegratedCesService

Creating 55L windows CEP sennice site : windowsintegratedCepService

Creating 55L wandows CES senace site : windowsSelCesService

Updating system settings

'Web RA installation completed! o |

Click the Finish button to complete the installation process.
4.2.11. ADSS Web RA URLs

See these URLs to access the ADSS Web RA web sites:

Service URL Format Example
ADSS Web RA https://<machine-name>:PORT https://localhost:443
Admin
ADSS Web https://<machine-name>:PORT https://localhost:81
RA Desktop
Web
ADSS Web https://<machine-name>:PORT https://localhost:82
RA API
ADSS Web https://<machine-name>:PORT http://localhost:83
RA Device https://localhost:84
ADSS Web RA https://<machine-name>:PORT https://localhost:85
SSL Device https://localhost:86
ADSS Web RA
Windows https://<machine-name>:PORT https://localhost:87
Integrated CEP
Service
ADSS Web RA
Windows https://<machine-name>:PORT https://localhost:88
Integrated CES
Service
ADSS Web RA
Windows SSL https://<machine-name>:PORT https://localhost:89
CEP Service
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ADSS Web RA
Windows SSL
CES Service

https://<machine-name>:PORT

https://localhost:90

ADSS Web RA
Windows User
Name
Password CEP
Service

https://<machine-name>:PORT

https://localhost:91

ADSS Web RA
Windows User
Name
Password CES
Service

https://<machine-name>:PORT

https://localhost:92

Ascertia Limited

Commercial-in-Confidence

Page 43 of 72



https://localhost:90/
https://localhost:91/
https://localhost:92/

]
ADSS Web RA Installation Guide ascerria

4.3. Upgrading ADSS Web RA

The upgrade process for ADSS Web RA is quick and easy. The existing data files, database schema
and database entries are automatically upgraded during the process.

Follow these instructions to upgrade an older version of ADSS Web RA to the latest version.

4.4.1. Launch the installer by right-clicking the file name [ADSS Web RA Installation
Directory]/setup/install.bat and select Run as administrator.

Follow the installation wizard as described previously until the Installation Type screen is shown:

4.4.2. Select the option Upgrade an existing ADSS Web RA instance to latest one

- X

& J% Web RA Installer

Installation Type

(O Install Web RA for the first time

(O Install Web RA as another instance within a load-balanced configuration
() Install Web RA with an existing database

® Upgrade an existing Web RA instance to the latest one

(J) Change database credentials

(O Uninstall Web RA

MNext Cancel

4.4.3. Click the Next button to view and accept the License Agreement.

& o WebRA Installer

License Agreement

|ASCERTIA SERVER SOFTWARE LICENSE AGREEMENT A
IMPORTANT - PLEASE READ CAREFULLY:

1.0 ACCEPTANCE.

Ascertia Limited (“Ascertia”) is willing to license this software (the Software) and documentation (together the
Product) in this installation package to you as an individual or as an authorised representative of the company or
legal entity that will be using the Software only on condition that you accept all of the terms of this license
agreement. You or the company or legal entity (referred to as the Licensee) can accept the terms of this License
Agreement by clicking on the "l agree"” button below, and proceed with the installation. To reject the terms of
this License Agreement, click on the "l disagree” button below and exit the installation process and make no
further use of the software.

BY INSTALLING AND USING THIS ASCERTIA SOFTWARE, YOU AGREE FOR YOU OR YOUR ENTERPRISE TO BE
BOUND BY THE TERMS OF THIS AGREEMENT, IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, DO
NOT INSTALL OR USE THE ASCERTIA SOFTWARE.

Licensee and Ascertia may hereinafter be referred to as individually, a "Party”, or, together, the "Parties.”

2.0 LICENSE

Evaluation Copy. If you acquired the license for the Software on an evaluation basis, you may use the Software
without charge until the evaluation limits are reached or for a maximum of 3 months from the day that you
install the Software. After this you must pay the appropriate license fee to continue to use the Software. To pay

v

| Disagree
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4.4.4. Click the | Agree button to proceed

4.4.5. The next appearing screen will be for ReadMe text. This includes all features of current version.

Click Next to proceed.

€ «» WebRA Installer

Existing Web RA Configurations

Browse the existing WBRA installation directory:

Before continuing - ensure that you have taken a backup of the Web RA and ADSS Signing Server databases.

Next

CAlnstaller\WebRA-v2.1-Win64-31Mar2020

Cancel

4.4.6. Click Browse and define the path to the existing ADSS Web RA installation directory.

4.4.7. Click the Next button to select Web RA Modules.

& Jhu Web RA Installer

Web RA Modules

EA Web RA Admin

Website Name: |admin Port: 444

£A Web RA Web

Website Name: |web | Port: [m

A Web RA API (RESTFul Web Services)

Website Name: |api Port: |83

Cancel
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4.4.1. Select Device Modules to install the required features. For each selected application, provide the
web application name and port. A typical in-house installation of ADSS Web RA should only include
Admin, Desktop Web, and the API. However, the device will be added at the end. Click Next to proceed.

&« & Web RA Installer

Web RA Device Modules

] Web RA Device
B4 HTTP (Install SCEP)

Website Name:

EA HTTPS (Install CMP, ACME, EST)

EA Client Authentication (Install EST)

Website Name (EST):

'devi« Port: .Ed
device Port: .ES
'ssldevice Part: .86

X

Cancel

4.4.2. Select Windows Enrolment. For each selected application, provide the web application name

and port. Then click Next.

& Jhu Web RA Installer

B4 Windows Enrolment

Windows Enrolment Modules

Windows Integrated Authentication
Certificate Enrolment Policy Service (CEP)

Certificat Enrolement Senvice (CES)
UserMName / Password Authentication
Centificate Enrolment Policy Service (CEP)

Certificat Enrolement Service (CES)

Client Authentication
Certificate Enrolment Policy Service (CEP)

Certificat Enrolement Service (CES)

.mnduwslntegraiedc epService

windowsintegratedCesService

windowsUserNamePasswordCepService

| windowsUserMamePasswordCesService

.windomssICep'S«Vi(e

|
I

windowsSsiCesService

Port: [g7

Port:

Port:

Port: [q1

Port: |02

Cancel
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This screen shows a list of all ADSS Web RA modules. Components that are already installed are
displayed but greyed out, while any ADSS Web RA module(s) that have not been installed previously
can be selected for installation during the upgrade.

4.4.3. Click the Next button to see the Upgrade Summary.

€  « WebRA Installer

Web RA Upgrade Summary

Existing Installation
Installation Path: C\Installer\WebRA-v2.1-Win64-31Mar2020
Web RA Version: 2000
Web RA Database Version: 2000
Machine Name / Port:  192.168.2.64 / 1433 |
Database Name: WEBRA |
New Installation
Installation Path: C:\Installer\WebRA-v2.1-Win64-31Mar2020
Web RA Version: 2100
Web RA Database Version: 2100
Machine Name / Port: 192.168.2.64 / 1433
Database Name: WEBRA

4.4.4. Click the Next button to start the upgrade progress.

% Web RA Installer

Upgrade Progress

Changing website paths to the new Web RA directory
Updating system settings
Web RA upgrade completed!

4.4.5. Click the Finish button to complete the ADSS Web RA upgrade process.

It is recommended to restart 1IS after upgrade installation of ADSS Web RA.
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4.4. Changing Database Credentials for an Existing Installation

Database credentials stored by ADSS Web RA are encrypted for security purpose. If you need to make
changes in your database server configurations, then these changes must be reflected in the ADSS Web
RA installation for the signing operations to continue.

ADSS Web RA provides an option through the installer to update the following types of database related
information:

o Database username and password.

e Database name and/or server (in case if database is restored from production database otherwise
you need to install with existing database option).

e Authentication types (from SQL Server to Windows authentication and vice versa)

4.5.1. Follow the installation wizard, and select the “Change database credentials” option, when
the Installation Type screen is shown:

& b WebRA Installer

Installation Type

() Install Web RA for the first time

(O Install Web RA as another instance within a load-balanced configuration
(O Install Web RA with an existing database

(O Upgrade an existing Web RA instance to the latest one

@ Change database credentials

(O Uninstall Web RA

Mext Cancel

4.5.2. Click the Next button to show the License Agreement.

€ o Web RA Installer

License Agreement

|ASCERTIA SERVER SOFTWARE LICENSE AGREEMENT A
IMPORTANT - PLEASE READ CAREFULLY:

1.0 ACCEPTANCE.

Ascertia Limited (“Ascertia”) is willing to license this software (the Software) and documentation (together the
Product) in this installation package to you as an individual or as an authorised representative of the company or
legal entity that will be using the Software only on condition that you accept all of the terms of this license
agreement. You or the company or legal entity (referred to as the Licensee) can accept the terms of this License
Agreement by clicking on the "l agree” button below, and proceed with the installation. To reject the terms of

this License Agreement, click on the “| disagree” button below and exit the installation process and make no

further use of the software.

BY INSTALLING AND USING THIS ASCERTIA SOFTWARE, YOU AGREE FOR YOU OR YOUR ENTERPRISE TO BE
BOUND BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, DO
NOT INSTALL OR USE THE ASCERTIA SOFTWARE.

Licensee and Ascertia may hereinafter be referred to as individually, a “Party”, or, together, the “Parties.”

2.0 LICENSE

Evaluation Copy. If you acquired the license for the Software on an evaluation basis, you may use the Software
without charge until the evaluation limits are reached or for a maximum of 3 months from the day that you
install the Software. After this you must pay the appropriate license fee to continue to use the Software. To pay

1 Agree | Disagree
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4.5.3. Click the | Agree button to proceed. The following screen for Database Configurations will be
displayed.

& Jb Web RA Installer

Web RA Database Configurations

Database Management System Type
@ Microsoft SOL Server

Installation Type
() Basic () Advanced
Database Configurations
Database Server: |pmdudmn.gew
Port: 1433
Database Mame: |'|'|"th

[ Use windows authentication

Usemame: |5.

sEsssEEs n|

Pasgword:

Cancel

4.5.4. Click the Next button to update the database configurations.

s Web RA Installer

Installation Progress

Executing database script for Web RA on database: WebRA-Database

Executing identity script for Web RA on database: WebRA-Database

Executing Weak Debian script for Web RA on database WebRA-Database

Creating default configurations

Creating default connectors and Certification profiles

Updating SMTP configurations in database

Creating website for Web RA Admin: admin

Creating website for Web RA Web: web

Creating website for Web RA APL: api

Creating website for Web RA Device: device

Creating HTTPS binding for Web RA Device: device

Creating website for Web RA S5L Device: ssidevice

Creating windows integrated CEP senvice site : windowsintegratedCepService

Creating windows integrated windows CES service site : windowsintegratedCesService
Creating UserMame/Password windows CEP service site : windowsintegratedCepService
Creating UserMame/Password windows CES senvice site : windowsintegratedCesSenvice
Creating 55L windows CEP service site : windowsintegratedCepSenvice

Creating 55L windows CES senvice site : windowsSsiCesService

Updating system settings

Web RA installation completed!

4.5.5. Click the Finish button to update the database configurations.
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5. ADSS Web RA Uninstallation

Though we will not be pleased to let you go, but sometimes we have to say goodbye. You may

uninstall ADSS Web RA Installer anytime.

5.1.Right click on the [ADSS Web RA Directory]/setup/install file and click Run as administrator.

5.2.Follow the installation wizard until the Installation Type screen is shown.

& Ju WebRA Installer

Installation Type

() Install Web RA for the first time

(O Install Web RA as another instance within a load-balanced configuration
(O Install Web RA with an existing database

(O Upgrade an existing Web RA instance to the latest one

(O Change database credentials

(® Uninstall Web RA

Next

Cancel

Select “Uninstall Web RA” to remove all websites from 1IS mapped and this directory.

5.3. Click the Next button to proceed further. The following screen is shown.

& Ju Web RA Installer

Uninstallation Summary

The following modules will be uninstalled:

- Web RA Admin

- Web RA Desktop Web

- Web RA API (RESTul Web Services)

- Web RA Device

- Web RA S5L Device

- Web RA Windows Enrolment Services

Next

Cancel
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5.4. Click the Next button to proceed with the uninstallation process.

&% Web RA Installer

Uninstallation Progress

Uninstallation process started

Uninstalling Web RA Admin module
Uninstalling Web RA Web module
Uninstalling Web RA Web Services APl module
Uninstalling Web RA Device module
Uninstalling Web RA SS5L Device module
Uninstallation process completed

5.5. Click the Finish button to complete the process.

» This procedure does not remove the system database and its respective contents. You
need to remove database manually.
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6. Appendix

6.1. Troubleshooting

6.1.1. If ADSS Web RA Admin module is installed on Windows 2012 R2, then the HTTP 403.16 error
code may occur when you access the ADSS Web RA Admin console from web browser.

Follow these instructions to solve this issue:

a. Open registry and add the key:
KEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Contro\SecurityProviders\ SCHANNEL

b. Create a new key with Value Type: REG_DWORD (32-bit)

c. SetValue Name: ClientAuthTrustMode

d. Edit the field and set Value Data: 2

If you are interested to know more details about it, browse the Microsoft KB link:
https://support.microsoft.com/en-us/kb/2464556.

6.1.2. If you receive the HTTP error code 500.19 whilst accessing Admin, Web or API then:

Open IIS Management Console
Go to Application Pools

Select a site and click Advanced Setting

Q o T W

In General, make sure that Enable 32-Bit Applications is set to False.

6.1.3. If you cannot start ADSS Server from Windows Services panel on Azure, then make sure that
you are not starting those services under Windows user that you have created while creating the
Azure instance. You must create another Windows user with Administrative rights and start the
services under that user.

e Upon deploying to the server, you must keep in mind that the firewall and ports are open so that
user can access the application from outside.

o InFirewall > Outbound Rules. Open the ports if you want to 80-90, 440-450.

e Make sure the Directory has IS permissions where code files are published.
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WebRA Properties X
Permissions for WebRA
General Sharing Securty  Previous Versions Customize
Security
Object name:  D:\WebRA
Object name:  D:\WebRA
Group or user names:
82 Autherticated Users Group or user names:
RSYSTEM n}\uthemicated Users
S Administrators (DOTNET-TAHSEEN Administrators) £2.SYSTEM
SR Users (DOTNET-TAHSEEN Users) 82 Administrators (DO TNET-TAHSEEN Administrators)
88 Users (DOTNET-TAHSEENUsers)
To change pemissions, click Edit. Edit..
Permissions for Authenticated
Users Alow Deny Add... Remove
Full control ~ Permissions faedadhontnctad
Modify Users Select Users or Groups x
Read & execute Full contrd
List folder corterts Modify Select this object type:
Read Read & ex |U5ers, Groups, or Built-in security principals | Object Types...
Write hd i
- . - List folder From this location:
Z‘i’é‘spﬁzlnzznilsswns or advanced settings, Advanced Read | DOTNET-TAHSEEN | —
Enter the object names to select (zxamples):
115_IUSRS| Check Names
OK Cancel Apply T2y ZoTE
1 Mail 12/14/2018
WebRA 4/10/2020 1 | Advanced.. Cancel

Add /Install the SSL Server certificate in Microsoft Management Console which will be imported

o
to IIS so, connection between server and application can be established successfully.
| R —oTonCare
aul” -
Jos
Jos * Certificate Import Wizard
lar
lar
i Welcome to the Certificate Import Wizard
in
ub-

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity

and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
(O Current User

(®) Local Machine

To continue, click Next.
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e For API to work against all Verbs (GET,POST,DELETE,PUT etc) without 405 error, make sure
WebDav Module remove against the API site.To do this click on “API” site in IS ,select “Modules”,

find the “WebDAVModule” and remove it.

q Modules

Use this feature to configure the native and managed code modules that process requests made to the Web server.

Group by: No Grouping °

Name Code Module Type Entry Type
DirectorylistingModule Fowindir%\System32iinetsr...  Native Inherited
DynamicComp dule  Fwindir®\System32iinetsnh...  Native Inherited
DynamiclpRestric dul Fowindir%\System3iinetsr\...  Native Inherited
F; TracingModull Fowindir’:\System32\inetsrAi..  Native Inherited
FastCgiModule Fowindirie\System32iinetsrii.. - Native Inherited
FileAuthorization System.Web.Security.FileAuth.. Managed Inherited
FormsAuthentication System.Web.Security.FormsA..  Managed Inherited
HttpCacheModule Fowindire\System32\inetsrA...  Native Inherited
HttpLoggingModule Sewindir%\System32yinetsnl.,  Native Inherited
HttpRedirectionModule Fowindir’e\System32\inetsrAr..  Native Inherited
ISCertificateMappingAuthenti... Sowindir\Systern32\inetsnA...  Native Inherited
IpRestrictionModule Fowindir’e\System32\inetsrAi.. - Native Inherited
IsapiFilterModule Fowindire\System32\inetsrAf..  Native Inherited
IsapiModule Sewindir%\System32yinetsni.,  Native Inherited
OutputCache System.Web.Caching.Output...  Managed Inherited
Profile System.Web.Profile.ProfileMo...  Managed Inherited
ProtocolSupportModule Shwindir¥\System3inetsnd...  Native Inherited
RequestFilteringMadule Shwindir¥\System32inetsnd...  Native Inherited
RewriteModule %4SystemRootHlsystem3Nin...  Native Inherited
RoleManager System WebSecurity RoleMa...  Managed Inherited
ScriptModule-4.0 System Web.HandlersScript..  Managed Inherited
ServerSidelncludeModule Fowindiro\System32\inetsni...  Native Inherited
ServiceModel System ServiceModel Activati..  Managed Inherited
ServiceModel-4.0 System ServiceModel Activati..  Managed Inherited
Session System Web SessionStateSes..  Managed Inherited
StaticCompressi dul Fowindir%\System32iinetsr...  Native Inherited
StaticFileModule Fowindir%\System32iinetsr...  Native Inherited
UrlAuthorization System Web Security. UrlAuth...  Managed Inherited
UrlAuthorizationModule Fowindir%\System32iinetsr...  Native Inherited
L i dul stemn Web. L Managed Inherited
UrlRoutingModule-4.0 System Web Routing.UrRouti...  Managed Inherited
Native Inherited i

Five Tnhertied

WindowsAuthentication Systemn Web.Security Window... Managed Inherited
dule windir’\System32\inetsnA...  Native Inherited

| = | Features View || Content View

Actions
Add Managed Medule...

Configure Native Modules...

|X Remove |

Revert To Parent

Help
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6.2. Configurations used for Simple Certificate Enrollment Protocol
(SCEP)

6.2.1. Make sure that following tag is added in “web.config” of web module:

<security>
<requestFiltering>
<requestLimits maxQueryString="8192"/>
</requestFiltering>
</security>
<configuration>
<location inher App ns="false">
<system. 2 YVer>
<handlers>
<add name="aspNetCore" path="*" verb="*" module:

</handlers>

ssFath="dotnet" arr ogFile=".\logs\stdout">

<security>
<requestFiltering>
<requestLimits maxQueryString="8192" />
</requestFiltering>
</security>
</system.webServer>
</location>
</configuration>
'--ProjectGuid: 31d1b205-525a-481e-bd32-4378e4£655%d-~3]

SCEP server URL that will be used for router will be:

o “[Server URL]/scep” e.g “https://beta.web.ra.signinghub.com/scep

e Update URL value in Expect-CT header in “web.config” for web and admin modules according to
your deployment URL. e.g. <add name="Expect-CT" value="max-age=0, report-
uri='https://adminra.signinghub.com™ />

To test if the code is working properly for web, run command line in [installation-dir]/web and type
following command:
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C\Windows\System32\cmd.exe — O pad

Ft Windows [Version 10.0.183 778]
) Microsoft Corporation. All rights reserved.

E:\onlineservices\WebRA\2.1\web>dotnet WebRA.Web.dl1l

To test if the code is working properly for admin, run command line in [installation-dirj/admin and type
following command:

CAWindows\System32\cmd.exe — | ot

Microsoft Windows [Version 1@ 6 A
(c) 2019 Microsoft Corporation.

E:\onlineservices\WebRA\2.1\admin>dotnet WebRA.Admin.dll
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6.3. SSL Certificates

ADSS Web RA is a web application that is hosted in IIS. It is recommended to secure the
communication between the server and browsers by using SSL over HTTPS. It is also recommended
to use an SSL certificate issued by a well-known certificate authority (CA) e.g., Comodo, Symantec,
Digicert, etc.

The Administrators portal can be accessed only via TLS client authentication. A default TLS client
certificate is already packaged into ADSS Web RA.

6.3.1. Exporting Root and Intermediate Certificates

6.3.1.1. In the [installation_dir]/setup/certs directory there are two files with the name web-ra-default-
admin.cer and web-ra-default-admin.pfx. TLS certificate is installed, but root certificates are not
validated by the machine. To validate it, root certificate needs to be imported in the certificate store.

6.3.1.2. Double click the web-ra-default-admin.cer file

n | Certificate >

Gerneral Details  Certification Path

Certification path

BA| ADSS Default Root CA

View Certificate

Certificate status:
iz certificate is QK.
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6.3.1.3. Select the Certification Path tab from the top. The default ADSS Web RA TLS certificate has
one root certificate. Select the root certificate and click the View Certificate button. A new window
will appear showing general details of the intermediate certificate.

n | Certificate *
General Details  Certification Path
Show: | <All= ~
Field Value &
Bl-'ersiun V3
DSerial number 011727 1aac7a7a1524
DSignab_lre algarithm sha256R5A
DSignab_lre hash algorithm sha256
Dlssuer ADSS Default Root CA, Ascerti..,
B\.-'alid from 16 January 2014 03:43:02
B\.-'alid to 09 September 2030 08:43:02
’-_']'::l ihisrt AMSE Samnlee Teet T4 Acrert 7
Edit Properties... Copy to File...

6.3.1.4. Select the Details tab from the top and click Copy to File. This will initiate the certificate
export wizard.

o# Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lizts from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next,
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6.2.1.5. Click Next.

&~

L% Certificate Export Wizard

Export File Format

Certificates can be exported in a variety of file formats,

Select the format you want to use:

(") DER encoded binary X.509 {.CER)

(®)Base-64 encoded X509 {CERY:
(") Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7E)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)

Include all certificates in the certification path if possible
Delete the private key if the export is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store ((S5T)

Cancel

6.2.1.6. Select the Base-64 encoded X.509 (.CER) option and click Next

*
€ L¥ Certificate Export Wizard
File to Export
Spedfy the name of the file you want to export
File name:
C:‘npw‘n,WEBRA-vl.D%‘Indowﬁ‘l—olottzolgheth\certs‘nP.ooh:A.ce| [ EBrowse... {
Mext Cancel
6.2.1.7.

Choose a path where you want to save the certificate file for the intermediate certificate,
and click Next.
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& L# Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have spedfied the following settings:

File MName WebRA-v1.0-Wing4-010ct2019
Export Keys Ma

Indude all certificates in the certification path Mo

File Format

Baset4 Encoded X. 509 (*.cer)

6.2.1.8. Click Finish to complete the root certificate export process.
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6.4. Importing Root and Intermediate Certificates

Now that we have the intermediate and root certificates exported and saved in a local file, we can import
it to the certificate store.

6.4.1. Launch certim.msc from the command prompt.
6.4.2. Expand the Trusted Root Certification Authorities folder from the left panel and right click
on Certificates. Now select All Tasks and then Import...

certlm - [Certificates - Local Computer\Trusted Root Certification Authorit
File Action View Help
Lol A= 1zn [ NENNERERN 7 Ho:
i Certificates - Local Computer A || |ssued To - =
. iem”j"ﬁ o =] ACME Root CA A
— r.uste : _mt ertification =g/ Baltimore CyberTrust Root Bz
~| Certificates ) al
_| Enterprise Trus All Tasks » Import... CI
| Intermediate C Vi S T _II_" TTmem
| Trusted Publis| =] it () 1997 Microsoft C... C.
“ Untrusted Cert Refresh Assured ID Root CA D
6.4.3. A certificate import wizard appears, Click Next to proceed.
x

=& Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

Current User

Local Machine

To continue, dick Mext.

Cancel
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6.4.4. Browse the root certificate that we recently exported and click Next to proceed.

-

=% Certificate Import Wizard

File to Import
Specify the file you want to import.

Pt

File name;
C:lew\WebRA-v1.0-Win64-010ct20 19\setup\certs\Root CA.cer | E Browse. .. i

Mote: Mare than one certificate can be stored in & single file in the following formats:
Personal Information Exchange- PKCS #12 [PFX,.FP12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {P7B)
Microsoft Serialized Certificate Store ((55T)

Mext Cancel

6.4.5. Click Next to proceed.

«—

“# Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate stare, ar you can spedify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store!

Certificate store:

| Trusted Root Certification Autharities Browse...

Cancel

Ascertia Limited Commercial-in-Confidence

Page 62 of 72



]
ADSS Web RA Installation Guide ascerria

6.4.6. The root certificate is imported to the certificate store, click Finish

& &# Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

‘fou have spedfied the following settings:

0= ) = = o = s N A== Trusted Root Certification Autharities

Content Certificate

File Mame Clew\WebRA-v 1.0-Wing64-010ct20 19 setupcerts'R
£ >

Finizh Cancel

6.4.7. A prompt will appear informing about the successful import of the certificate.

Certificate Import Wizard ot

o The import was successful.

If you want to deploy the application for testing purpose you may want to use a self-signed certificate for
proof of concept.
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6.5. Generate a Self -Signed Certificate

For testing purpose or a proof of concepts, mostly a self-signed certificate will be needed. It is easy to
create a self-signed certificate with IIS.

6.5.1. Launch the IIS Manager.

UL ey % O
G\) J » WIROIVEL » w o
Fie  Viw  Halp

Y A — . 0’ WEBDEV_01 Home s S
o N3 WIBOEV 01 (Webdiev 01\ Steven) f . BBcs = +B. = Reaar
2 Aopicsson Pocks 7:‘7{ v ¥ Show Al Grosp byt Ares s <
o i Saes AP % -
@ locwhont g ¢ 3 [*Y t"/ 7 I a
NET NET NET Emee NET NET Trust  Agphcrten  Comnecton Mathee Key

Auhoran.. Complatan  Pagmn Globsusun  Leven ety Anng

2 B & & o

Pagesand  Providenr  Sexsen State SMTP E.onpd

Controts
=
s =] T ” S
A 9 o B @ & & K
Lashertsi.. Compression  Default Owectory  EmorPages Handier N AT nd

Document Bromting Maggangs Ropon..  COlRet

“ U » ':‘f e 3 . #

BAPIFden  Loggeg  MSME Types  Modules [T Faquea Sarees URL Rewede
Cachng fenng  Cetduates

"y

Woer
Processes
Marsgement

S

Conbigunt. Festure Shared
Ednoe Delegeton Configurat

" Festwrnr View 1 Contert View

b |

! » e @ 1 |
) 8-
1 ‘ e -
| @ WEBDEV_01 Home —
S d a “01 Manage Server
« %3 WEBOEV 01 (Webdev 01\Steven) e . BGe « TrShowall 16 An <E3. o Yesan
o} Apphcation Posls —— L0, o Are — v
PR AP s p: 8%
focal e - " .
@ o ) : @ © 9 G O
NET NET NET Emer NET NET Trat  Agplication  Comcection Machine Koy
Autherizst.  Compdaticn Poger  Globalusticn  Lewh Settings s
= 0 ‘
4 & 8: y ®
Pagesand  Provden  Sesson State SMTP Lmad
Corercis
| 3
n — —— - -
& 9 o A & & B
Authentic.. Compeession  Defastt Dwectery  EnorPages Handier LA 15451 and
Dacument  Broaing Mapgengs . CG Ratn.
2 o -
@ N » M ¥ 8 |J |~
BAPIRRers Lloggng MIMETypes Modoles Qutpet Request Server UL Rewrite
Cathng Fitenng | Cotficaten
-y
Workes
Procestes
Marsgement
] B B
Contpurat Feamure Shaved
(L] Delegetion  Condigurat..
" Features View | Contest View
- — “A
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6.5.3. Double click Server Certificates from the 1S section in the middle panel.

| Comanetons ! @F server Certificates m .
= ‘igﬂﬂmﬂﬂhﬂ I}ulhn!lﬂmr!-nnqml.ldmagrmlmlhdhm"mltmwm R e L c it
™ Hwme ltand Tes b By [—
@ locathon Create Do ¢
I ie i 1 2
0
< Featuses View | Comtanl Vs
Faaddy 4
6.5.4. Click Create Self-Signed Certificate... under the right Actions column.
[ R
Create Self-Signed Certificate |2 S

|[ Specify Friendly Name

Specify a file name for the certificate request. This information can be sent to a certificate authority for
signing:

Specify a friendly name for the certificate:
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6.5.5. Provide a meaningful name and press OK

ﬂ‘ﬂ Server Cefificates

L Uit Rt 0 Pt denad e CHRt L Tt Wl pede £ i vt Wl L0 il e SR Creste Cosidiarle Request

Complets Cartfeats Requrst
Pame st T Ests By Ergranae Dany o

[Rr— Wb 08 Nebdes 03 M 100 Ereade Blomaen Carblc aie
crege el - g Certifucate.

' ey

Ordira Help

L} " L
r [ Featuors Vorw o Continit Vapw

Now you have an SSL certificate that is self-signed and has a validity of 1 year. You can select this
certificate for creation of HTTPS binding for test and proof of concepts purposes.
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6.6. Generate a CSR for an SSL Certificate

To generate a self-signed SSL certificate follow the steps below:

6.6.1. Launch certim.msc from the command prompt.

@ certim - [Certificates - Local Computer\Personal] - a X
File  Action View Help
o= nE 0|c=zHE
_ﬁjj Certificates - Local Computer all Object Type
J Persanal
~ ] Trus Find Certificates... There are no items to show in this view.
} All Tasks > Find Certificates...
| Ente
w || Inte View > Request New Certificate...
- e Import...
1 Trus Export List... Advanced Operations ¥ Create Custom Request...
1 Unt Hel Manage Enrellment Policies...
I Thie P jes
| Trusted People

6.6.2. From the left menu, select and right click the Personal folder. From the context menu, select All

Tasks > Advanced Operations > Create Custom request. A new dialog will appear for certificate
enrollment.

=) Certificate Enrollment

Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless
netwaorks, protect content, establish identity, and do other security-related tasks.

Before requesting a certificate, verify the following:

Your computer is connected to the network
You have credentials that can be used to verify your right to obtain the certificate

Cancel
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6.6.3. Press Next to proceed.

5] Certificate Enrallment

Select Certificate Enrollment Policy

Certificate enrollment pelicy enables enrollment for certificates based on predefined certificate templates.
Certificate enrollment policy may already be configured for you,

Configured by you Add Mew
Custom Request

Proceed without enrollment policy

6.6.4. Select Proceed without enrollment policy then click Next.

5] Certificate Enrollment

Custom request

Chose an option from the list below and configure the certificate options as required,

Template: (No template) CNG key

[[] Suppress default extensions
Request format: (@) PKCS #10
OMC

Mote: Key archival is not available for certificates based on a custom certificate request, even when this
option is specified in the certificate template.
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6.6.5. Accept the default values and press Next without changing anything

5] Certificate Enrollment

Certificate Information

Click Mext to use the options already selected for this template, or click Details to customize the certificate
request, and then click Mext.,

Custom request 1) STATUS: Available Details (a)
The following options describe the uses and validity period that apply to this type of certificate:
Key usage:

Application policies:
Validity period (days):
Properties

6.6.6. Click Details and the Properties button will appear. Click Properties

Certificate Properties 4

General Subject Extensions  Private Key

The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and alternative name values that
can be used in a certificate,

Subject of certificate
The user or computer that is receiving the certificate

Subject name:

Type: CM=webra.pki.acme.com
RS OU=Web Servers
Full DN v g 3 |o=ACME
Value: C=GB
< Remove

Alternative name:

Tupe &m

DNS ~

Value:
Fue Add >

< Remave

OK Cancel Apply
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6.6.7. Select the Subject tab from the top. For subject name enter CN=webra.pki.acme.com,
OU=Web Servers, O=ACME, C=GB in the value and press Add >. For Alternate name enter DNS

value as webra.pki.acme.com.

These values are the sample values used for certificate creation and can be replaced with the realistic

data.

Certificate Properties

General Subject Extensions  private Key
The following are the certificate extensions for this certificate type.

Key usage ~
The key usage extension describes the purpose of a certificate.

Available options: Selected options:

CRL signing Digital signature

Dota ncipherment ey encpherment
Decipher only MNen repudiation

Encipher only Add =

Key agreement
gning

< Remove

Make these key usages critical

Extended Key Usage (application policies)

Basic constraints v

concel | sonly

6.6.8. Select the Extensions tab from the top. Select the Key usage option from the drop down

extensions. Now from the Available options, choose the following:

¢ Digital signature
¢ Key encipherment
e Non repudiation

Make sure you tick the Make these key usages critical checkbox.

6.6.9. Now select the Extended Key Usage (application policies) from the drop down, and Server

Authentication from the list.

Certificate Properties

General Subject Extensions Private Key

Extended Key Usage (application policies) ~

An application policy (called enhanced key usage in Windows 2000) defines how a
certificate can be used, Select the application policy required for valid signatures of
certificates issued by this template,

Available options: Selected options:

n
Code Signing

Secure Email

Time Stamping
Microsoft Trust List Signi
Microsoft Time Stamping
IP security end system

IP security tunnel terminz
IP security user

< > < >

< Remove

[ Make the Extended Key Usage critical

Basic constraints ¥

Include Symmetric algorithm v

s | [ sovly

X
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6.6.10. Select the Private Key tab from the top. Select the Cryptographic Service Provider option
from the first drop down and Key options from the second drop down. Change the Key size to 2048 and

click OK. The Certificate Enrollment screen will appear again.

Certificate Properties *

General Subject Extensions Private Key
Cryptographic Service Provider

Key options
Set the key length and export options for the private key.

Key size: 3048 P
[] Make private key exportable

] Allow private key to be archived

[[] Strong private key protection

Select Hash Algorithm
Select Signature Format

Key permissions

Cancel Acply

6.6.11. Press Next to proceed.

] Certificate Enrollment

Certificate Information

Click Mext to use the options already selected for this template, or click Details to customize the certificate
request, and then click MNext,

Customn request 1) STATUS: Available Details ~
The following options describe the uses and validity period that apply to this type of certificate:
Key usage: Digital signature

Key encipherrment
MNon repudiation
Application policies:  Server Authentication
Validity pericd (days):
Properties
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6.6.12. Browse the location to save the request file and select the Base 64 file format. Press Finish.

This request file can be submitted to any CA to create a certificate against this request. Every CA

processes the request and generates a certificate as per their own policy. Once the certificate is received
from a CA it can be imported into the certificates.

= Certificate Enrollment

Where do you want to save the offline request?

If you want to save a copy of your certificate request or want to process the request later, save the request

to your hard disk or removable media. Enter the location and name of your certificate request, and then
click Finish.

File Mame:

|C:\sw\webra.pki.acme.cum.req |E Browse... §

File format:
(®) Base 64

() Binary

Finish Cancel

For further details contact us on sales@ascertia.com or visit www.ascertia.com

*** End of Document ***
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