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This document provides a high-level description of the new features in each release of ADSS WebRA
Server.

ADSS WebRA Server 2.5.4 August 2022

Improvements
e Improvements in certification profile validations (WRA-9790)

o Certification profile validations are improved when key-length and key-algorithm are
not overrideable in the ADSS certification profile.

ADSS WebRA Server 2.5.3 August 2022

Improvements
e |nactive operators were receiving email notifications (WRA-9699)

o Inactive operators will no longer receive any types of email notification for certificate
requests.

e An invited user was unable to activate if an enterprise had configured SAML as primary
authentication (WRA-9655)

o Now, an invited user can activate if SAML is configured as a primary authentication
profile in the service plan.

e Web RA installer now supports the major version of ASP.Net Core Module (WRA-9410)
o Web RA installer now supports ASP.NET Core Module version 15 or greater.
e An operator could not submit rekey request in case of SAML Authentication (WRA-9613)

o Now an operator can submit a rekey certificate request using SAML as a second-factor
authentication.

e Invalid HMAC error occurs in case of new and old records (WRA-9481)
o The HMAC computation is now working properly in the case of new and old records.
e ADSS Web RA HMAC Error (WRA-8933)

o The HMAC verification job error was fixed when the ADSS Web RA application was
upgraded from the previous version - v2.5.

e In the web portal, Desktop Signing and SigningHub Integration dashboard charts were not
updated (WRA-9480)

o Now in the web portal, Desktop Signing and SigningHub Integration dashboard charts
are updated with the provisioned certificates and display correct data.

e Unable to update cache error showing in User RA logs (WRA-9482)
o The error message ‘unable to update cache'is no longer displayed in the User RA logs.

ADSS WebRA Server 2.5.2 April 2022

Improvements
e Web RA 2.5.1 instance not working Instantly (WRA-8937)
o Web RA 2.5.1 instance was not working instantly so fixed dll obfuscation issue.

ADSS WebRA Server 2.5.1 April 2022 \

Improvements
e Getting certificate profiles from enterprise role (WRA-8726)

o Certificate profiles that are allowed in a user’s role will be displayed in the Dashboard
stats.

e Desktop Signing connector improvement (WRA-8734)

o In case of Desktop Signing requests, a CSP service connector will be used to
communicate with ADSS Server.

e Improvement in connection string of installer (WRA-8724)

o When upgrading through an installer, decrypt connection string before updating in
appsetting.json
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¢ Improvement in application license (WRA-8785)
o In application license, there is an improvement in the certificate's module name

ADSS WebRA Server 2.5.0 March 2022

New Features
e Internationalisation configurations (WRA-7880)

o ADSS Web RA Server now supports configurable language and default language options

from Configuration Default Settings for the languages supported within the product today.
e Enterprise Certificate Inventory Management (WRA-7636)

o ADSS Web RA Server now supports enterprise licensing inventory management,
enterprises can be assigned license limits for certificate types and lifetimes for the allocation
of licenses. Enterprise owners will now have a new dashboard to track their certificate
consumption.

¢ Web RA LRA Operator User Pre-Enrolment (WRA-7637)

o Web RA Operators can now pre-fill a users subject distinguished name and subject
alternative names ahead of user enrolment for pre-vetted users to help minimise user error
when enrolling.

Improvements
e Automatic Certificate de-provisioning (WRA-7795)

o ADSS Web RA Server will now automatically de-provision revoked certificates from
SigningHub and Virtual CSP for Desktop Signing.

o Removal of certificate purpose drop down (WRA-7639)

o The certificate purpose drop down is removed from the ‘Create Request’ screen to help
improve the user experience.

ADSS WebRA Server 2.5.0 Product Compatibility

Product Version(s)
Go>Sign Desktop v6.6 and above
SigningHub v7.7.8 and above
ADSS Server v6.6.0.17

v6.7

v6.8.0.5

v6.9

Ascertia Limited Commercial-in-Confidence Page 2 of 2



