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1 Introduction

This is an important guide for anyone managing a SigningHub Enterprise production system. The
document describes how a failed system can be systematically analysed and recovered in the
shortest time possible. Various potential failure scenarios are discussed and a logical sequence of
checks presented. The aim of the document is to remove the time lag in gathering information to log
a support call, waiting to receive the call back and then discussing what happened and walking
through exactly these steps. Ascertia support staff also rely on this document!

The document assumes that a production environment with one or more SigningHub instances was
operating perfectly until a system failure occurred. A comprehensive set of checks are presented that
aim to identify the failure issue(s) and get SigningHub up and running. The contents are not intended
to be used as general configuration guide or diagnostic guide or for checking test/development
servers where configuration changes may have caused the issue, although it may be helpful in this
regard.

Resolving production server failures is often difficult with feature-rich applications such as
SigningHub, especially when multiple third-party components are involved.

From experience, most ‘sudden’ issues with a stable production system are caused by problems
within the external systems, applications, or services that SigningHub relies upon. These tend to
manifest themselves as a problem within SigningHub, but a quick examination of the relevant
application logs will reveal whether an external issue is affecting the ability of SigningHub to give an
accurate and reliable answer. For example, firewall changes can easily affect the ability to access
external SMTP, ADSS Server or database services. Access to the Database, ADSS Server, optional
HSM issues and important but expired certificates will immediately prevent SigningHub from working
normally.

1.1 Technical Support

If technical support is required, Ascertia has a dedicated support team that provides debug,
integration assistance and general customer support. Ascertia Support can be accessed in the
following ways:

Support Website https://account.ascertia.com
(for Case logging and Live Chat)

Support Email support@ascertia.com

Knowledge Base https://www.ascertia.com/products/knowledge-
base/signinghub/

In addition to the support service described above, Ascertia provides formal support agreements with
all product sales. Please contact sales@ascertia.com for more details.

When sending support queries to Ascertia Support team, include all relevant SigningHub logs from
the following directories:

For SigningHub Desktop Web Logs [SigningHub Installation Directory]/web/logs
For SigningHub Admin Logs [SigningHub Installation Directory]/admin/logs
For SigningHub API Logs [SigningHub Installation Directory]/api/logs
For SigningHub Core Logs [SigningHub Installation Directory]/core/logs
For SigningHub Mobile Web Logs [SigningHub Installation Directory]/mobile/logs
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If time permits, configure the SigningHub Server Logs to be created with a ‘Debug’ log setting. This
will provide a higher level of detail and help the Ascertia Support team to quickly investigate the
reported issue. To enable this setting, please follow the instructions available at the following
Knowledge Article link:

https://fags.ascertia.com/display/SK/On-Premise+Installation#On-Premiselnstallation-
ChanginglogginglevelforSigningHub

1.2 Conventions
The following typographical conventions are used in this guide to help locate and identify information:

e Bold text identifies menu names, menu options, items you can click on the screen, file names,
folder names, and keyboard keys.

e Courier New fontidentifies code and text that appears on the command line.

e Bold Courier New identifies commands that you are required to type in.
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2 SigningHub - Failure Scenarios

2.1 Common Problems
SigningHub can fail to work as expected because of various issues. These can be categorised to aid
problem resolution, as follows:
¢ Issues with the underlying operating system, host and network, including:
o Network access to internal services such as SANs, replicated data
o System CPU and memory resource availability to handle sudden load increases
o Disk space availability
e |ssues within third party products, including:
o Microsoft IS Server — the web server on which the SigningHub is deployed

o Microsoft SQL Server, Azure SQL or Oracle database — a healthy database is essential
for SigningHub

e Issues with Ascertia ADSS Server — SigningHub cryptographic services rely on ADSS Server

o Network access to external services such as Azure Key Vault, external CAs, CRLs,
OCSP and TSA Services

Network access to internal services such as HSM

Microsoft SQL Server, Oracle, MySQL, PostgreSQL database — a healthy database is
essential for ADSS Server

e Other possible issues:
o SigningHub license limits exceeded
o Email delivery issues
o Azure data storage issues

2.2 Problem Resolution and Document Structure
Section 3 discusses how to check the host system.

Section 4 discusses SigningHub — Server Issues.
Section 5 discusses SigningHub — Document Signing Issues.

Section 6 discusses SigningHub — Miscellaneous Issues.
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3 Checking the Host System

As with any software application SigningHub relies on an operating system and a physical or virtual
platform. Hardware errors such as physical component failure are obvious. However, network
timeouts or similar service connectivity failures can occur with no obvious reason as to the cause.
Failures caused by hardware components or the Windows operating system are outside the scope
of this document. However, summary information is presented so that the system can be checked to
see it is functioning as expected.

e Check the system memory, network and CPU utilization using standard operating system tools.
Launch the Windows Task Manager to quickly review the operating system resource utilization:

17! Task Manager — [m| X
File Options View

Processes Performance  Users Details Services

O CPU

" 6% 2.20 GHz CPU Intel(R) Xeon(R) CPU E5-2673 v4 @ 2.30GHz
N % Utilization 100%
O Memory

5.4/14.0 GB (39%) |~

O Ethernet ||
S 1.1 Mbps B: 124 Mbps |

'-‘ e __.\/""--._._.--" S

| RV AN N
60 seconds
Utilization  Speed Maximum speed: 2,29 GHz
6%  229GHz ok 1

Virtual processors: 4
Processes  Threads  Handles Virtual machine: Yes
101 1554 66464 Ll cxche WA
Up time
81:20:23:24

Fewer details ES:-:' Open Resource Moniter

e Check that the host server has enough CPU and memory resources to function properly. If CPU
usage, available memory or network usage is nearing the maximum limits then it could be a
possible cause of the issue(s).

e Check the storage systems, physical disks or SANs are all available. For example, below
screenshot shows the local disk space utilization on a SigningHub host machine:
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. ' Downloads ﬁ Music
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System32 Pictures ﬁ Videos
—
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web ~ Devices and drives (4)
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[ This PC [ Floppy Disk Drive (A1) = Em
Moy oy 108 GE free of 126 GB
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) Temporary Storage (D:) Legs ()
| ||
Moy 25.7 GB free of 27.9 GB ey 433 GE free of 439 GB
10 itermns = &

¢ If configured in a High Availability (HA) environment, check that replicated data is being copied
and is available.

o If the SQL Server database is installed on the same machine, then ensure that there are
adequate system and storage resources available (see SigningHub Installation Guide > System
Requirements). If the allocated database storage is fully used or the location for encrypted
document storage is fully utilized, then this will prevent SigningHub from functioning.

¢ Ifthe ADSS Server and its separate database are installed on the same physical or virtual system
as SigningHub, ensure that there are adequate system and storage resources available (see
SigningHub Installation Guide > System Requirements). As system usage grows it is
recommended to consider separating these systems to ensure that resources can be allocated
as required and that high availability configurations can be used.

e Check that the disk space is not being over consumed by having SigningHub or ADSS Server
trace log levels set to DEBUG. Debug level should never be used on production systems — this
should be reserved for use on pre-production test systems. In case there is no pre-
production/staging environment then DEBUG level can be enabled for the short period of time
to capture an event in detail, as requested by Ascertia Support.

e Check if SigningHub is continuously consuming high levels of CPU. SigningHub can consume
a lot of CPU and memory when concurrent user counts are high and/or when users are uploading
and working on large documents (e.g. over 1MB, certainly over 2MB and especially when
documents are over 10MB).

e If SigningHub has applications connecting via its RESTful API then if these applications are
creating a lot of user accounts or sending a lot of data, then this presents a very high load and
can consume high levels of CPU and memory.

e ltis strongly recommended to configure monitoring and alerts for SigningHub host machines to
notify the system administrators about any situations involving abnormally high CPU usage,
memory usage, disk usage and network usage. Microsoft Azure and other cloud providers offer
such alerting services.
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¢ Inthe situation that the SigningHub host machine is inaccessible, especially when the CPU, disk,
memory uage or network usage is very high. In such a situation, restarting the host Windows
machine can be an option to recover from the failed state. If the SigningHub services are partially
unavailable (e.g. SigningHub Desktop Web is accessible but SigningHub API not accessible) or
when some other services are also hosted on the same machine and restarting the machine is
not acceptable, remotely restarting the IS Server can also recover SigningHub. You can use
PowerShell commands to restart the IS Server remotely. See below link for more details:

https://gallery.technet.microsoft.com/scriptcenter/Powershell-script-to-363dd543

e To make sure that the SigningHub services do not consume 100% of the system CPU, a usage
limit can be applied to the SigningHub API, Web, Core, Mobile and Admin sites.

To limit the CPU usage by a SigningHub worker process (e.g. SigningHub API), you should
follow the below instructions:

o Launch IS Manager
o Select Application Pools from the left tree menu

o From the list of application pools, select application pool for the SigningHub API.
Normally application pool has the same name as the website e.g. api.signinghub.com

o Right click on the application pool and select Advanced Settings

o Inthe Advanced Settings dialog, the CPU section allows to apply a limit on the CPU
usage by the worker process. See below screenshot for detalils:

Advanced Settings ? X
v ([General) -
JNET CLR Version va.0
Enable 32-Bit Applications True
Managed Pipeline Mode Integrated
Marme apisigninghub.com
Cueue Length 1000
Start Mode OnDemand
~ (CPU
50
Limit Action NoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4204967295

Processor Affinity Mask (64-bit ¢ 4294967295
v Process Model

»  Generate Process Model Event L

Identity
|dle Time-out (minutes) 0
Idle Time-out Action Terminate hd

Limit (percent)

[limit] Cenfigures the maximum percentage of CPU time that the worker
processes in an application pool are allowed to consume over a period of
time as indicated by the CPU Limit Interval property. If the limit set by the...

OK Cancel
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4

4.1

SigningHub — Server Configuration Issues

This section looks at 1IS and database configuration issues. Both are critical third-party components

for SigningHub.

Web Application Issues
When installed SigningHub creates five separate websites. Check these are all running, their default
names are: admin, api, core, mobile and web.

a) The website names could be different if different names were chosen at the time of
installation. If all or any of these websites are not running, then start these websites and their
related application pools and check if you can access the appropriate website from a browser
by clicking the Browse option in IIS.

W3 Internet Information Services (IIS) Manager - [m] X
— _
< @ & ;@ -
File View Help
Connections Actions
-~ @ admin Home
— By Explore
V-8 . Edit Permissions...
12} Application Pools Filter: - Go % Show All | Group by: - -~
v (] Sites ASP.NET " Stote
B 9 wddmin - Q, . L r.\ Bindings...
g api '_% Q//. q [O:
> @ core NET NET .MET Error NET .MNET Profile \pplications
> % mobile Authorizat., Compilation Pages Globalization eNinoallDi e e
=) web P ¥ o —
\/ g’;ﬁ, é‘a‘ ;E alil Manage Website £
EEIRY L X
.METRoles  .MET Trust  .NET Users Application Connection
Levels Settings Strings 1 b Start
El = \ 'l L
5B B & &
4 CH e = Browse Website
Machine Key  Pages and Providers  Session State SMTP E-mail 2 Browse %444 (https)
Controls P,
s Advanced Settings...
= J— Configure
,!E}.;J ﬁ' [/} Failed Request Tracing...
Authentic.. Compression  Default Directory  Error Pages Limits...
Document  Browsing Add FTP Publishing...
i___L 4?1 i, r@'—' @ Install Application From Gallery
=1 = [} g —
Failed Handler HTTP HTTP P Address @ Hep
Request Tra... Mappings Redirect Respon..  and Doma..
- g: o % e
@ B m oA a v
. [ Femres i ] Contert View
Ready eﬂ

b) Assuming all of the SigningHub websites are running, but one or more are not accessible

through a web browser, get the Site ID from IS > Sites like this:

Connections

¥

v..ﬁj LAPTOP-RA (ASCERTIAQ

..... 2} Application P
v [&] Sites

. @ admin

, & api

. D core

. &) mobile

. @ web

QQI Sites

Filter: G
Mame D

& admin 100

@ api 2 102
Qcore — 104

& mobile 103

& web 101
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Now check the website IS log for issues. To do this go to C:\inetpub\logs\LogFiles and
open the log directory with the appropriate Site ID. Open the .log file, scroll to the end and
see what HTTP error code is shown there. Use a web-browser to search what that HTTP
code means and the possible solutions. If this information is not understandable and/or there
is no conclusive solution, then send the log file, error message or web browser screenshot to
support@ascertia.com.

An example log snippet showing an internal server error (i.e. HTTP error code 500) while
accessing a SigningHub Desktop web page can be found as:

2018-04-11 04:
2018-04-11 04:
2018-04-11 04:45:25 10.
2018-04-11 04:45:25 10.
2018-04-11 04:45:25 10
2018-04-11 04:45:25 10.
2018-04-11 04:45:25 10.
2018-04-11 04:45:25 10
2018-04-11 04:45:25 10

45:22
45:25

10.2.0.
10.2.

0
0
0
0
.0.
0
0
0
0

[SESESESERE SN
NI S N N N NN

POST /Login/Login — 443 - 21.14.19.18 Mozilla/5.0 https:
GET /Web — 443 - 21.14.19.18 Mozilla/5.0 https:

GET /Content/themes/adocs/css — 443 - 21.14.19.18 Mozilla/5.0 https://web.signinghub.com/(500)19 €4 5

web.signinghub.com/ 200 0 0 83

POST /Login/PreLoginCheck - 443 - 21.14.19.18 Mozilla/5.0 https:

GET /adss/gosign/applet/lib/adss_gosign.js — 443 - 21.14.19.18 Mozilla/5.0 https:
GET /Content/themes/adocs/images/favicon/14774SH-favicon.ico - 443 - 21.14.19.18 Mozilla/5.0 - 200 0 0 118
POST /Main/GetLoggedInUser — 443 — 21.14.19.18 Mozilla/5.0 https:

web.signinghub.com/ 200 0 0 109
web.signinghub.com/ 200 0 0 323
web.signinghub.com/ 200 0 0 82

web. signinghub. com,

POST /Utility/GetSystemSettings - 443 - 21.14.19.18 Mozilla/5.0 https:
POST /Main/GetEnterpriseSettings - 443 - 21.14.19.18 Mozilla/5.0 https:

web.signinghub.com/ 200 0 0 152

200 0 0 88

web.signinghub.com/ 200 0 0 114

Check the date/time in the 1IS log file when the error code was logged and then look at log
entries in the SigningHub log files at the same time to see if the error was caused by a failure

in SigningHub.
c)

there is any issue reported for the same time period, send full information to
support@ascertia.com.

If the website is still not accessible or fails to start, check the Windows Event Viewer logs. If

An example event log entry is shown below which points to an SSL issue when setting up
secure connection while accessing SigningHub Admin:

2] Event Viewer
File Action View Help

= 7= BE

2] Event Viewer (Local)
& Custom Views
~ [ Windows Logs
& Application
=] Security
] Setup
B System
] Forwarded Events
= Applications and Services
4 Subscriptions

System  Mumber of events: 66,326 (!) Mew events available

Date and Time

4/11/2018 10:31:00 AM
4/11/2018 10:28:58 AM
4/11/2018 10:26:51 AM

Level Source

(i) Informatien Winlogen
nformation Service Control Manager

(i) Information Service Control Manager

4/11/2018 10:26:06 AM

Schannel

‘.@' Error 471172018 10:26:06 AM Schannel
‘l@' Error 4/11/2018 10:26:06 AM Schannel
"‘}' Error 4/11/2018 10:26:06 AM Schannel
"‘}' Error 4/11/2018 10:26:06 AM Schannel
@' Error 4/11/2018 10:26:06 AM Schannel
‘.@' Error 471172018 10:26:06 AM Schannel
‘.@' Error 471172018 10:26:06 AM Schannel
< >
Event 36871, Schannel x
General  Details
~
\A fatal error occurred while creating a TLS client credential. The internal
Log Name: System
Source: Schannel Logged: 4114
Event ID: 36871 Task Category: None
Level: Error Keywords:
User: SYSTEM Computer: shvm
OpCode: Info v
< >

System
= Open Saved Log...

v

R

BE

Create Custom View...
Impert Custorn View...
Clear Log...

Filter Current Log...
Properties

Find...

Save All Events As...

Attach a Task To this Log...

View
Refresh
Help

Event 36871, Schannel

BrOdfEE

Event Properties

Attach Task To This Event...

Copy

Save Selected Events...
Refresh
Help

d) Check the SigningHub API service is up and running - open the web browser and type the following

URL:

https://<Signinghub AP1 URL as per your local deployment>

i.e. https://api.signinghub.com/

If the API service functioning properly then you will get the following response:

<string>Success</string>

Ascertia Limited
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Or
<string xmIns="http://schemas.microsoft.com/2003/10/Serialization/">Success</string>

4.2 Web Application Monitoring

There could be situations when one or more SigningHub websites are failing or not responding
quickly. To detect these situations, it is strongly recommended to use an independent website
monitoring and alerting service like https://www.site24x7.com/ or https://uptimerobot.com/.

Configure the public URLSs of all the SigningHub websites you want to monitor e.g. admin, api, core,
mobile and web.

4.3 Database Connectivity Issues

A correctly functioning database is essential for a production SigningHub system. SigningHub
database issues can be investigated by:

a) Verifying that the database server is accessible from the SigningHub system. Use of standard
ping and trace route utilities can achieve this. If the database host is not reachable then there
is either an infrastructure problem, e.g. firewall, or internal database issue. Resolution of these
is outside the scope of this document.

b) If SigningHub was installed with SQL Server authentication and you suspect that the database
credentials may have been changed then follow instructions in section 5.4 - Changing
Database Credentials for an Existing Installation of SigningHub Installation Guide to update
the credentials in SigningHub installation.

Similarly, if the database is configured to enforce password changes after a defined time-period
then this can result in SigningHub database access being denied. In this case new database
credentials would need to be configured for SigningHub using the above instructions. Frequent
expiry of database credentials is not a good option for SigningHub running in production.

c) If SigningHub was installed with Windows authentication and you suspect that the Windows
user password has changed then enter the new password for each website as shown:

File View Help

Connections ) Advanced Settings 2
S Uél. Application Pools
— ' v (General
::EI Start Page . This page lets you view and manage JNET CLR Version va.0
|8 shvmnedsTdv2 (shvmneds13¢ 4 eplications, and provide isolation a Enable 32-8it Applications | False
l{applicationlEooky Managed Pipeline Mode Integrated
w.[@) Sites T | Filter: ~ ¥ Go J P 9 —
= _ web.signinghub.com
Name Status N CQueue Length 1000
Started w2 Start Mode OnDemand
Started  v2| [ CPU
Started ) Limit (percent) 0
Started w4 Limit Action MoAction
Started vd) Limit Interval {minutes) 5
Started w4 Processar Affinity Enabled False
Started w2 Processor Affinity Mask 4204067205
Started w4 Processor Affinity Mask (64-bit ¢ 4284067285

Started w4l w Process Model
Started  v4| | % Generate Process M~ Event L

Started i Identity
Started v Idle Time-out (mintres; 0
2 A é:'web.signinghub..‘ Started w4 Idle Time-out Action Terminate

Started w4 | Mame

Started 4| | [name] The application pool name is the unique identifier for the
application pool.

d) Check that the disk space is not fully consumed on the database server by the SigningHub
database and/or its log file. If the database file or log file size is huge, you can shrink it to free
up the space as following:

Ascertia Limited Commercial-in-Confidence Page 11 of 21
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1) Stop the IIS Server.

2) Login to the database server using SSMS, select the database and go to its Properties.
Change the Recovery Model to Simple from Options and click OK to save the settings:

@ Database Properties - ra-sh-pge-74 = O X
S;I:::n:ral I Sorpt ~ 0 Hep
K Files
J Filegroups 1 Collation: 5QL_Latin1_General_CP1_CI_AS ~
J Options )
# Change Tracking Recovery model: Simple ~ 2 / v
& Pemiissions Compatibility level: 5QL Server 2016 (130) T ~
: Eﬂ?,-;nﬁ:zd Propeties Containment type: MNone -
J& Transaction Log Shipping Other options:
& Query Store 4] |
[CESIFA
+ Database Scoped Configurations A
Legacy Cardinality Estimation OFF
Legacy Cardinality Estimation For Secondary PRIMARY
Max DOP 0
Max DOF For Secondary
Parameter Sniffing ON
. Parameter Sniffing For Secondary PRIMARY
Connection Query Optimizer Fixes OFF
Server Query Optimizer Fixes For Secondary PRIMARY
qatc2 v FILESTREAM
Connection: FILESTREAM Directory Name
sa ’ FILESTREAM MNon-Transacted Access Off
~  Misc
¥ View connection properties AllowScripting True
HideFile Settings Falze
~ Miscellaneous
Allow Snapshot |solation False
Pr ANSTRILILL Diefa ik Falze v
Allow Snapshot Isolation
Ready
Cancel

3) Now shrink the Files by right clicking the database, Task > Shrink > Files:

MNew Database... PeEd
MNew Query Take Offline
Script Database as » Bring Online
Tasks 3 Stretch >
Policies 3 Vulnerability Assessment »
e Shrink L4 Database
Start PowerShell Back Up... | Files |
Reports » Restore 3 ‘
|

4) Set File type to Log in the next dialog and click OK to shrink the Log file.
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e)
f)
)

h)

W ShrinkFile - — 0 X

Selecta page IT Script = 0 Help
F General

The size of the database is reduced by shrinking individual files to release unallocated space. To
shrink all database files, use Shrink Database.

Database:

Database files and filegroups

I File type: Log I ~
Filegroup: <Not applicable>
File name: ~
Location: C:MProgram Files \Microsoft SQL Server\MSSQGL1 3.MSSOLSERVER'-—.MSSO[|
Currently allocated space: |2DD.DD MB |
Available free space: |151 .36 MB (95%) |
Connection
Shrink action
Server:
(® Release unused space
Connection:

() Reorganize pages before releasing unused space

w¥ View connection properties Shrink file to: 200 2 | MB (Minimum is 0 MB)

(O) Empty file by migrating the data to other files in the same filegroup

Progress
Ready

Cancel

Repeat the same steps to shrink the Database.
Restart 1S to make SigningHub services available.

If SigningHub is installed with Azure SQL and frequent SQL query timeouts are reported in
the log files when communicating with Azure SQL then make sure that you are using an
appropriate service tier that can handle the SigningHub load that is being applied by the
concurrent users and API calls.

There is no specific recommendation for Azure SQL service tier - it should be chosen to suit
the usage demands seen during peak hours. The following is a snippet of a timeout exception
message:

Execution Timeout Expired. The timeout period elapsed prior to completion of the operation or the
server is not responding.

This error message can be found in one of the following log files:
[SigningHub Installation Directory]/web/logs/webLog.txt

[SigningHub Installation Directory]/admin/logs/adminLog.txt
[SigningHub Installation Directory]/api/logs/apiLog.txt

[SigningHub Installation Directory]/core/logs/coreLog.txt

If SigningHub is installed with Azure SQL and the performance is poor, the use of Auto Tuning
on the Azure portal is recommended so that necessary Indexes are created automatically.
Although SigningHub creates required table indexes at installation, usage based Auto Tuning
by Azure can suggest additional indexes to optimise SQL queries.
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5

5.1

5.2

SigningHub — Document Signing Issues

If there are no obvious problems with the SigningHub system in the previous section and issues are
only seen when signing a document, then it is likely to be an ADSS Server issue (or an external
system that is affecting ADSS Server).

SigningHub and ADSS Server Relationship

ADSS Server is the crypto-services engine that is shipped with SigningHub and can be deployed on
the same or separate system or separate site to SigningHub. It performs many of the cryptographic
operations related to document signing e.g. key generation, document signing, timestamping and
verification etc. However, SigningHub does carry out some cryptographic functions itself, namely:

e |t hashes each document and then relies on ADSS Server Signing Service, or the optional
Go>Sign and RAS/SAM Services, to sign it using the identified certificate;

o It relies on ADSS Server Verification Service to verify signed hashes, before comparing it
internally with the original;

e |t encrypts all documents, and in an Azure environment relies on communication with Azure
BLOB storage for storing documents and its revisions. For other environments the file storage
system may be used, or a separate supported database can be configured;

o |f configured to do so, it securely communicates with the external authentication services e.g.
Google, Microsoft, SAML v2 providers etc.

ADSS Server Issues

There can be multiple issues with ADSS Server and the external services it uses (described below).
If ADSS Server encounters any of these issues, this error message (or similar) is displayed to end
users at the time of document signing (the email address can be re-configured):

/N Failed to sign document using a server-held key - please

report this issue to support@ascertia.com

5.2.1 ADSS Server is unresponsive

If ADSS Server cannot be accessed, SigningHub will be unable to process user registration, signature
creation and verification requests.

Check that ADSS Server is functioning using ADSS Server - The Essential Guide to System Recovery
document and refer to section 3.2 ADSS Server Tomcat Instances.

5.2.2 ADSS Server license has expired or is beyond limits

If the ADSS Server license has expired or has exceed licensed limits, the SigningHub services will
stop. To check the license of ADSS Server, refer to section 4.1 ADSS Server License Management
of the ADSS Server - The Essential Guide to System Recovery document.

5.2.3 ADSS Server HSM is disconnected

Hardware Security Modules (HSM) are optional and can be configured within ADSS Server. If they
are configured and the connection to the HSM fails, then SigningHub will stop signing. To check
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HSM connectivity with ADSS Server, refer to the section 3.5 External HSM of the ADSS Server - The
Essential Guide to System Recovery document.

5.2.4 Certification Service Issue

ADSS Server's Certification Service is responsible for generating and managing individual user
signing keys and certificates held centrally. If new users can’t be registered via API or are not able
to sign documents, then it could be an issue within the Certification Service or its external connections
to HSMs or CAs. To check the Certification Service of ADSS Server, refer to the sections 3 and 10
of the ADSS Server - The Essential Guide to System Recovery document.

5.2.5 Signing Service Issue

The ADSS Signing Service may have an issue internally or externally with HSMs or external OCSP
or TSA services. To check the Signing Service, refer to sections 3 and 7 of the ADSS Server - The
Essential Guide to System Recovery document.

If SigningHub is configured to sign using local smartcards or USB tokens, then also check the ADSS
Go>Sign Service. If using Authorised Remote Signatures, then check the ADSS Signing Service and
RAS/SAM Services.

5.2.6 Local Signing Issue

If users are trying to sign using smartcards or USB tokens or soft keys held on their local systems
and they are failing to sign documents, there could be number of possibilities that are causing this
failure as explained below:

a) Go>Sign Desktop is not installed or running. If Go>Sign Desktop is running, then an icon will
be shown in the Windows task pane:

A b ) ]

If this icon is not shown, then check if the Go>Sign Desktop is installed. You can get the latest
version of Go>Sign Desktop from https://www.ascertia.com/downloads/releases/go-sign-
desktop/Ascertia-Go-Sign-Desktop-Win64.msi. As soon as you launch this application from
Windows program menu then this icon will be shown in the task pane.

For Apple Mac, download the Go>Sign Desktop from
https://www.ascertia.com/downloads/releases/qo-sign-desktop/Ascertia-Go-Sign-Desktop-

Mac.zip

Go Sign Desktop

E@@GOG @'h |

b) Previously, if you could see the signing certificates in the certificate dropdown on the
SigningHub signing dialog and now it has stopped appearing then check the validity of the
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signing certificate using the relevant tools (e.g. Windows certificate viewer, Token Utility etc.).
Note - signing certificates that have expired do not appear in the signing dialog!

5.2.7 Witness Certificate has expired

If SigningHub is configured to use a Digital Witness Signature, then the expiry of this certificate will
cause problems! Check the Witness certificate validity by logging into the ADSS Server Admin
Console. Goto Signing Service > Signing Profile and open the Witness Signature profile and click
the View Certificate button to review the certificate details and check its validity.

Operator: rizwan | Role: Administrator | Session started on: 2018-02-0106:56:21 Home | Help | Logout

(]
ascerria

ADSS Server - Advanced Digital Signature Services

Signing Service Verification Service | Certification Service | OCSP Service | TSA Service | Go>Sign Service

©

Signing Service > Signing Profiles > —— -

General | Signature Settings | Advanced Settings

r—Signing Profile Identific

PDF Sig. Appearances

PDF Sig. Locations Status™ | Active v

Profe 1*: [ |

Transactions Log Viewer

Logs Archiving Profile Name* |

Profile Description:
Alerts

Manzgement Reporting

—Select Signature Typ

O PDF (and PAES profiles)

® PDF/PAdES Hash

O ws office

O prcsa7

O Ms (and CAJES profiles)

O %ML Dsig (and XADES profiles)
O smme

O prcs#1

Default Signing Certificate
’7 Default Signing Certificate{overridable): \ DigitalWitness-SH-AATL v |[ view Certbeate |

Another window will open showing the certificate details.

5.2.8 Internal or External CA CRL has Expired

If an Internal CA CRL has expired and this is used to create long-term digital signatures, then the
signature creation process will fail. To check the validity of the CA CRL, go to CRL Monitor > CRL
Details and check the status of the CRL for the target CA. To resolve this, go to Manage CAs >
Configure Local CAs, open the desired CA in edit mode and click Publish CRL Now button to
generate the CRL and restart the ADSS Server from Server Manager so the CRL will be published
automatically next time.

If an External CA CRL has expired, then signature creation will fail if a new CRL could not be
downloaded. If a valid CRL is not available, then certificate validation will fail at the time of signature
creation and an error will be returned. To check the CRL validity of an external CA in ADSS Server,
refer to the section 3.6.3 External Certificate Authority OCSP / CRL Information of ADSS Server
- The Essential Guide to System Recovery document.

5.2.9 Internal or External OCSP Service issues

Online Certificate Status Protocol (OCSP) Services may be configured to provide certificate status
information. This is often the case for long-term signatures. If the internal or external responder is
not working properly then signature failures may result (sometimes CRLs can be used as an
alternative).
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If configured check the internal OCSP Service by referring to section 3 and 6 of the ADSS Server -
The Essential Guide to System Recovery document.

5.2.10 Internal or External TSA Service issues

Time Stamping Authority (TSA) services are used to provide the timestamp tokens to the ADSS
Signing Service at the time of signature creation.

If an internal ADSS TSA Service has been configured to provide the timestamp tokens and you
suspect that it is causing the signature failure, then refer to section 3 or 5 of the ADSS Server - The
Essential Guide to System Recovery document.

If an external TSA has been configured, a test tool is available within ADSS. Go to the ADSS Server
Console > Global Settings > Timestamping. Select one of the configured TSAs and click Test TSA.
An example Internal TSA is shown below, others can be configured.

Signing Service | Verification Service | Certification Service | OCSP Service | TSA Service | GoSign Service

Global Settings

System Certificates Global Settings > Timestamping
NTF Time Monitoring
Showing page 1 of 1
- .
= Orderby: | Created At v | [Descending ¥

Real Tma Include Require
r— Server Address Nonce Policy ID 551 Client Cert Certificate Timeout| Status

hito:/flocalhost:8777/ adss/tsa Yes 1.3.6.1.4.1.15945.2.1 - Yes 30 ACTIVE
System Aleris

[ Mew ] Edit || Delete ][ TestTsa
High Availability
System Security
Authorisation Profiles
Import/Export Setfings
Advanced Sstfings
Miscellaneous
A very clear success (or failure) message will be shown.
[M Advanced Digital Signature Services (ADSS) .. ~ — O x

& Secure | httpsy//www.signinghub.com:8774/adss/console/s...

Testing TSA Server

Test Status
W Connect to TSA server Success
W Receive TSA response with status 'granted Success

W Verify TSA using local trust anchors Success

Close

If errors are shown, the appropriate service provider needs to be contacted.

ADSS Server TSA Service trace logs will provide useful evidence to show where there is a
request/response problem. Check that your subscription to the TSA service has not lapsed or a client
TLS authentication certificate has not expired!
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6 SigningHub - Miscellaneous Issue

Other reasons that can cause SigningHub to stop working are discussed below:

6.1 SigningHub License Expiry

Check that the SigningHub license has not expired or has run beyond issued limits.

To check the SigningHub license expiry, go to SigningHub Admin Console,

) ProbucT LICENSE
Name SigningHub Company
Version Type
Build Expiry Date 20231231
£ INSTANCE {8} HOST SYSTEM
Startup Time Host Address
Operating System

If an Expiry Date value (as shown in the image above) is not specified, the license is ‘Perpetual’ and
will not expire. Here is the same value in the license file:

<?xml version="1.0" encodina="UTF-8"2>
- <License type= "—— - —- -
- <Company
<Name:> & - -
- «<Contact>
<Name:z - -
<EmailAddress> -
<Address>® .
<PhoneNo>
<FaxNo/=
</Contact=
</Company >
<Product>
<MName>SigningHub</Name>
<Version>7.2</Version>
</Product>
<Modules>
- <Module>

xmins="http:/ /www.ascertia.com/license /">
</Name=>

=/MName>
«/Emailaddress=
- - — -

<[Address>
</PhoneMo=

<Name>VALIDITY_PERIOD 4 ex
<Status>ENABLE </Status>

ExpiryDate>2018-12-31 </ExpiryDate |
<RenewalPeriod> 31 </RenewalPeriod >
</Module>

If the license has expired, then an error message is shown like this on the SigningHub Admin Console:

Mama Sigringiiuh (= 2

‘Wernkon Tree

[T Erzry Db 31231
(8 .

E= msTance {5} HOST SYSTEM
.'“
= Startug T B Addresn

e plog Tpnte

Ascertia Limited

Commercial-in-Confidence Page 18 of 21



®
SigningHub Enterprise — The Essential Guide to System Recovery ascerfla

6.2 Enterprise Service Plan Limits Reached

SigningHub Service Plans are assigned to an Enterprise to control various use factors. One of the
control mechanisms is how many signatures are allowed.

The SigningHub Administrator can review specific Enterprise and Individual accounts to see how
many signatures have been used.

If the assigned Service Plan limits are reached, SigningHub will not allow further signatures. An
account may need further signature packs to be purchased or manually changed. This can be done
from SigningHub Admin > Service Plan, search for the appropriate enterprise or individual plan,
click Edit icon at the end of the grid, go to CONSTRAINTS tab, change the values according to your
needs or even you can mark them unlimited. Click the Finish button to save these settings

EDIT SERVICE PLAN X
Constraint Unlimited Value

Signatures 5

Storage (MB) 50

Workflows

Document Upload Size (MB) 1

Templates 3

Users 5

BASIC INFORMATION CONSTRAINTS SIGNATURES SETTINGS BILLING

6.3 SigningHub notification emails are not delivered

If SigningHub notification emails are not being received then check the configured SMTP server’s
port, TLS, and authentication user's password have not expired or been changed. Multiple SMTP
Servers are supported, so do check the relevant one(s).

If required update the SMTP server settings at SigningHub Admin > Configurations > SMTP
Connector:
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EDIT CONNECTOR
SMTP Server Address

SMTP Server Port

Use SSL/TLS

Authentication Required

User ID
Password

From Email Address

@
BASIC INFORMATION

noreply@signinghub.com

L
DETAILS

If SigningHub has been configured to use a third-party SMTP server such as SendGrid, there may
be a limit on the number of emails that can be sent. If that limit is reached, emails will not be delivered
to the users. Check the email statistics by logging into the SMTP portal and if the limit is reached an

upgraded plan will be required.

6.4 Azure Storage Credentials Changed

If you suspect the Azure Document Storage account password has been changed then:

e Update the password on the SigningHub Server machine for the windows user from Computer
Management > Local Users and Groups > Users screen that was created with same name as

Azure Storage user.

e Update the new password against Admin, API, Core, Web in Application Pools:

File View Help
Connections
€-id A
§3 Start Page
‘:'] shvmneds13v2 (shvmneds13v™

! Application Pools 1
v @ Sites

&

r

1‘ 9;! Application Pools

This page lets you view and manage
oplications, and provide isolation an

* Filter: v W Gof
Name Status .N

Started V2

Started  v2

Started  v4

Started  v4

Started  v4

Started  v4

Started  v2

Started  v4

Started w4

Started va

Started 4

Started  v4

' web.signinghub... Started  v4)
Started  v4

Started w4

Advanced Settings 1

.NET CLR Version
Enable 32-Bit Applications
Managed Pipeline Mode

v4.0
False

.lntegrated
web.signinghub.com
1000

OnDemand

Queue Length
Start Mode

0

Limit (percent)

Limit Action | NoAction
Limit Interval (minutes) 5
Processor Affinity Enabled [False
Processor Affinity Mask 14204067295

Processor Affinity Mask (64-bit € 4294967295

Generate Process M~+»l Event L

Identity { | et = el
Idle Time-out (mintwwsy 0
Idle Time-out Action Terminate

Name

[name] The application pool name is the unique identifier for the
application pool.
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*** End of Document ***
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