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1 Introduction

SigningHub Enterprise is a complete solution for document approval workflows,
advanced digital signatures and document status tracking. It is designed to quickly
optimise the way businesses deliver, review, approve and sign their business
documents.

The following online resources supplement the contents herein, and provide in depth
user and administration guides:

° http://manuals.ascertia.com/SigningHubv7
° http://manuals.ascertia.com/SigningHub-admin

SigningHub Enterprise is powered by ADSS Signing Server. This is a comprehensive
solution for creating and verifying advanced digital signatures on any type of document,
web form or transaction.

1.1 Scope

This manual describes the installation process for SigningHub Enterprise and ADSS
Signing Server that underpins SigningHub Enterprise.

SigningHub Enterprise comprises seven components and the installation procedure
for all are covered herein:

e Desktop Web interface that provides user services on desktop browsers.
e Admin console that provides system administration and configuration.

e APl that utilises the ASP.NET Web API framework to provide a REST
architecture.

e Mobile Web interface that provides user services on mobile browsers.

e Website Integration Demo to illustrate tight integration using the REST
architecture.

e Core sends email notifications as a background process against few particular
events and also performs the housekeeping operations.

1.2 Intended Readership

This manual is intended for SigningHub Enterprise administrators who are responsible
for the installation, configuration, and maintenance of the system. It is assumed that
the reader has a basic knowledge of Microsoft Internet Information Services (1IS)
based web applications, digital signatures, digital certificates and general security.

1.3 Conventions

These typographical conventions are used in this guide:

e Bold text identifies menu names, menu options, items you can click on the
screen, file names, folder names, and keyboard keys.

e Courier New fontidentifies code and text that appears on the command line.

e Courier New Of Courier New identifies single line commands or code that you
are required to type in.
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1.4

15

Technical Support

If technical support is required, Ascertia has a dedicated support team providing
debugging and integration assistance as well as general customer support. Ascertia
Support can be accessed through Ascertia Ticketing System or email address:
support@ascertia.com

Ascertia provides formal support agreements with all product sales. Contact
sales@ascertia.com for further details.

A Product Support Questionnaire should be completed in order to provide Ascertia
Support with information about your system environment, along with details of any
issues encountered. When requesting help, it is always important to confirm these
details:

System Platform.

SigningHub Enterprise version number.

Details of the specific issue and relevant steps taken to reproduce it if possible.
Database vendor, version and patch level.

Product log files.

Glossary

The following table illustrates glossary terms and their definitions.

Term

Definition

ADSS Signing Server | ADSS Signing Server is an Ascertia product that provides a wide

range of PKI cryptographic services and digital signature creation
and verification and supplementary trust services. SigningHub
Enterprise uses this product to power its underlying digital
signature functionality.

s Internet Information Services
1.6 References to PKI Standards
The following table illustrates the PKI Standards and their references.
PKI Standards Reference
PDF Signatures PDF Public Key Digital Signature and Encryption Specification
\rlltstbz:/lwww.adobe.com/devnet/pdf/pdf reference.html
PKCS#7 http://www.fags.org/rfcs/rfc2315.html
PKCS#11 ftp://ftp.rsasecurity.com/pub/pkcs/pkcs-11/v2-20/pkcs-11v2-
20.pdf
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2  System Requirements

The following table defines the system requirements for SigningHub Enterprise:

Components

Requirements

Server System

SigningHub Enterprise is a Microsoft .NET Framework application
and is supported on these operating systems:

Windows Server 2019
Windows Server 2016
Windows Server 2012 R2
Windows Server 2012

IIS is a mandatory component. The versions stated below are
supported. For more information refer to 4.Prerequisites:

11S 10

I1IS 8.5

I1IS 8.0

Microsoft .NET Framework v4.8 or above
(https://dotnet.microsoft.com/download/dotnet-framework/net48)

Hardware: A modern multi-core CPU such as the Xeon E56xx or the
E3 or E5 range is recommended, with a minimum of 16GB RAM and
200 GB disk space required for the application and its logs. 32GB
RAM and higher is needed to support a larger population of
concurrent users.

Database Server

SigningHub Enterprise supports these databases to store the
configurations data:

Oracle 12c Enterprise Edition, Microsoft Azure SQL Server, Microsoft
SQL Server 2019, 2017, 2016 (Express, Web Edition, Standard or
Enterprise)

SigningHub Enterprise uses Dapper framework so support for other
databases can be considered for specific projects — ask for further
information.

SigningHub Enterprise database can be installed on the same
machine as the SigningHub Enterprise application. However, for
optimal performance it is recommended to use a dedicated host,
either virtual or physical.

Hardware: A modern multi-core CPU such as Xeon E3-xxxx or E5-
XXXX series is recommended, with a minimum 16GB RAM (24GB
RAM recommended). In addition, 30GB of disk space as a minimum
for document storage of File System, and 50GB for Database
Storage, with the upper level determined by the online storage
requirement.

Ascertia Limited 2021

Commercial-in-Confidence Page 6 of 133


https://dotnet.microsoft.com/download/dotnet-framework/net48

D
SigningHub Installation Guide ascerfia

In case you are installing SigningHub using Microsoft SQL
Server 2016, upgrade the database instance to latest service
pack, which is SP2. To download the SP2 service pack, visit
Microsoft's Download Center.

Client Machines
(systems using
the service)

Windows 10, 8, 7 Browser support for central and local signing
Linux (any) Browser support for central and local signing
Mac OS X 10+ Browser support for central and local signing
iPad (i0OS 9+) SigningHub App supports central signing only
iPhone (iI0S 9+) SigningHub App supports central signing only
Android 5+ SigningHub App supports central signing only

Web Brower
(for end-users
and
administrators)

The following browsers are supported:

Internet Explorer IE 11

Edge 14+

Firefox 35+

Chrome 40+

Safari 8+ (Local signing is not available for Safari installed on
Windows platform.)

e Opera 26+

The following table defines the system requirements for ADSS Signing Server:

Components Requirements
ADSS Signing ADSS Signing Server 6.0.x or above is a mandatory component of
Server the solution. It provides the underlying security services required by

SigningHub Enterprise.

Note that ADSS Signing Server may be installed on the same server
platform as SigningHub Enterprise and is silently installed as part of
the installation process. However, a dedicated, separate installation
of ADSS Signing Server can also be used. Database requirements

for ADSS Signing Server differ to those from SigningHub Enterprise.

Please refer to the ADSS Signing Server documentation suite for
more information: http://manuals.ascertia.com/ADSS-Admin-Guide.

Regardless of the deployment model chosen, SigningHub Enterprise
and ADSS Signing Server must have their own respective
databases.

ADSS Signing Server v6.5 or above is required when
upgrading to SigningHub v7.7.7 or above. This is required to

Ascertia Limited 2021
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have a backward compatibility with SigningHub application,
due to a change in existing implementation of CSP services.

Admin/Operator | For ADSS Signing Server Admin interface these browsers are
web browsers supported:

Internet Explorer 9+
Edge 14+

Chrome 40+
Firefox 35+

Optional HSMs The following Hardware Security Modules (HSMs) are supported:

Thales SafeNet Luna SA, Luna PCI, Luna G5
Thales SafeNet Protect Server (PCI or External)
nCipher nShield Solo or Connect HSMs
Utimaco HSMs

Azure Key Vault

Amazon AWS Cloud HSM

DMZ Proxy A DMZ proxy server is recommended to provide enhanced security
Systems for SigningHub Enterprise. Supported web servers are:

e Windows Server + IIS or Apache or IBM HTTP Server
e Linux + Apache or IBM HTTP Server

Ascertia recommends a reasonable CPU, 4GB RAM, 1000 MB disk
space for the web server host.

SigningHub Enterprise and ADSS Signing Server support network
proxies to allow authenticated access to external services.

Signing with local smartcards or USB Tokens requires ADSS Signing
Server Go>Sign Service, which requires Apache Jakarta Protocol
(AJP) connector on the proxy server (if used). See Appendix A for
details.

SigningHub Enterprise, ADSS Signing Server, and the database can all be installed on the
same system for testing purposes. However, for optimal performance and production
systems Ascertia recommends that the database should be installed on a dedicated host. If
required ADSS Signing Server can also be installed on a separate server.

The details given above are the minimum system requirements; these may need to be
revised to meet specific performance requirements. SigningHub Enterprise and ADSS
Signing Server can also be configured in load-balanced mode to provide higher resilience
and throughput.

Ascertia Limited 2021 Commercial-in-Confidence Page 8 of 133
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3 Installation Modules

SigningHub Enterprise consists of the following modules. Note the API and Demo
components are the only non-mandatory ones for a working solution:

SigningHub Enterprise Desktop Web application

Main web application, which provides the client-facing functionality for document
workflow approval/sign-off and user account management.

SigningHub Enterprise Admin Console

Administration application that allows central secure management of the global
settings and registered users. This application is only accessible to registered
administrators and operators authenticated using client-server mutual TLS/SSL.
SigningHub Enterprise API

REST architecture APl support that is used to integrate SigningHub Enterprise
functionality within your own portal. The API uses OAuth 2.0 to implement
authentication and authorisation. There is a separate API Guide that provides
full details of the REST architecture implementation, see details.

SigningHub Enterprise Core

The SigningHub enterprise Core is used for back ground processes e.g. email
sending, reminders, summary emails, document deletion etc.

SigningHub Enterprise Mobile Web

Web application for mobile browsers, it provides the client-facing functionality for
document workflow approval/sign-off and user account management.
SigningHub Enterprise Website Integration Demo

A demonstration application to illustrate REST architecture API.

ADSS Signing Server

This provides the underlying PKI security services for SigningHub Enterprise
application. These include cryptographic keys and trust anchors management,
server-side signatures creation and their verification, and other auxiliary
services.

o For local signing ADSS Go>Sign Desktop is required.

ADSS Signing Server is only licensed for use with SigningHub Enterprise unless
specifically agreed otherwise in writing.

Ascertia Limited 2021 Commercial-in-Confidence Page 9 of 133


http://manuals.ascertia.com/SigningHub-apiguide/#pageid=welcome

SigningHub Installation Guide

®
ascerfia

3.1 Deployment Scenario
A typical SigningHub Enterprise deployment looks like this:
P Optional SSL TLS1.2 - SSL TLS1.2 -

SigningHub

secure web-browser /[i ]
admin interface KJ <

Y

= d= Web-based users
[3) L2
-— B .
§. ; )
Single or replicated / SRR (V)] f_w & ~
clustered databases for = : = >
SigningHub and o iani [0} "
Slanimgtiuh. ADSS «| 3|>|SigningHub | ., 8 { )
Server = onlIS 5 A
Stores protected \ y T \— 8 Ve |
ADSS Server data < o .
and encrypted © 8 >
At R ] I c—
SigningHub data o 3
- sy
ADSS <« —|>|SigningHub | «—>| = —
- Server T on IS o ‘,"
-~ : : L
w 9 E .g
Network HSMs i L Mobile DeviceUsers
= B

Database clustering is supported for both ADSS Signing Server and SigningHub

Enterprise.
4  Prerequisites
4.1 SMTP Server

SigningHub uses email as the primary notification medium. User registration, and all
notifications are sent via SMTP. Hence it is a critical part of the architecture and
deployment. Details required are:

Hostname/IP address of SMTP server

Listening Port of SMTP server

TLS/SSL authentication to communicate with SMTP server (if required)
User name and password to authenticate to SMTP server (if required)
Email from Address for notifications sent from SigningHub

Email to Address for alerts and warnings sent by SigningHub

Email Subject for alerts and warnings sent by SigningHub

If there is no alternative it is possible to still use SigningHub. However, this involves
copying the notification emails directly from the database and manually running the
links therein. This usage is strongly discouraged in favour of a standard deployment
though.

Ascertia Limited 2021 Commercial-in-Confidence Page 10 of 133



®
SigningHub Installation Guide ascerfia

4.2

Windows Roles and Features (2016, 2012 R2, 2012)

SigningHub Enterprise has dependencies on many Windows roles and features etc.
These must be installed before deploying SigningHub Enterprise. Required
dependencies are added via the Windows Server Manager and are detailed here.

Windows dependencies are added via Server Manager.
1. Open the Server Manager application and select the Manage menu.
2. Under this menu choose Add Roles and Features option.

3.  Onthe Add Roles and Feature Wizard, click the Next button thrice so you reach
Server Roles dialog as show in the screen:

B Add Roles and Features Wizard — O *

Select server roles VWSH.RDSOY

DESTINATIOMN SERVER

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
[] Active Directory Certificate Services Active Directory Rights Management

Active Directory Domain Services Ser\fices .(AD RMS) helps you protect
[ Active Directory Federation Services information from unauthorized use.

Features [] Active Directory Lightweight Directory Services AD RMS establ?shes the id.entity of
AD DS A o] users and provides authorized users
B ] Device Health Attestation with licenses for protected

AD RMS [] DHCP Server information.

Role Services [] DNS Server
o (e o [] Fax Server
Web Server Role (I1S) . L )

I [m] File and Storage Services (1 of 12 installad)
Role Services [] Host Guardian Service
] Hyper-v

Confirmation o .
“ ] MultiPoint Services

] Metwaork Contreller

] Metwork Policy and Access Services
] Print and Document Services

[] Remote Access

[] Remote Desktop Services

] Veolume Activation Services

Web Server (I15)

< Previous | | Next = Install Cancel

4. Click the Next button until you reach the Roles Services screen as below:

Ascertia Limited 2021 Commercial-in-Confidence Page 11 of 133



@
SigningHub Installation Guide ascerfia

= Add Roles and Features Wizard — O *
- DESTINATIOM SERVER
Select role services \WSH-RDSO1

Before You Begin Select the role services to install for Active Directory Rights Management Services

Installation Type Role services Description

Server Selection Identity Federation Support
leverages federated trust
relationships between your
Features organization and other
organizations to establish user
identities and provide access to
AD RMS protected information created by
either organization. For example, a
trust created with Active Directory
Federation Services can be used to
establish user identities for AD RMS.

Active Directory Rights Management Server
Server Roles Identity Federation Suppor]

AD DS

Role Services

Web Servar Role {

=

Role Services

Confirmation

< Previous | | Next = Install

5. Select Identity Federation Support and click the Next button to select the IIS
features that are shown in the next 4 screenshots.

6. Select the items ticked, these are mandatory items for SigningHub Enterprise if
Active Directory is used to authenticate the SigningHub Enterprise users.

Ascertia Limited 2021 Commercial-in-Confidence Page 12 of 133
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-h Add Roles and Features Wizard

Select role services

Before You Begin
Installation Type
Server Sglection
Server Roles
Featuras

AD DS

AD RM5

Role Services

Web Server Role {IIS)

Confirmation

Select the role services to install for Web Server (lIS)

Role services

4 Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content
HTTP Redirection
[ webDAV Publishing
4 Health and Diagnostics
HTTP Legging
[] Custom Logging
Logging Tools
[] ODBC Logging
Request Monitor
Tracing
4 Performance
Static Content Compression
Dynamic Content Com

4 Web Server -

4 [V Security v

- O x

DESTINATION SERVER
VWSH-RDEM

Description

Dynamic Content Compression
provides infrastructure to configure
HTTP compression of dynamic
content. Enabling dynamic
compressicn always gives you more
efficient utilization of bandwidth, but
if your server's processor utilization
is already very high, the CPU load
imposed by dynamic compression
might make your site perform more
slowly.

< Previous | |

Next >

Install

7. Scroll down to select next options.

-ﬁ Add Reles and Features Wizard

Before You Begin
Installation Type
Server Sglection
Server Roles
Featunes

AD D5

AD RM5

Role Services

Web Sarver Role (II5)

Confirmation

Select role services

Select the role services to install for Web Server (|IS)

Role services

|| HTTP Logging -
[] Custom Logging
Logging Tools
[] ODBC Logging
Request Manitor
Tracing
4 Performance
Static Content Compression
Dynamic Content Compression
4 Security
[+/] Request Filtering
Basic Authentication
Centralized SSL Certificate Support
Client Certificate Mapping Authentication
Digest Authentication
II5 Client Certificate Mapping Authenticatic
IP and Diomain Restrictions
] URL Authorization
Windows Authentication o

DESTINATION SERVER
WVWSH-RDS01

Description

MET extensibility allows managed
code developers to change, add and
extend web server functionality in
the entire request pipeline, the
configuration, and the UL
Developers can use the familiar
ASP.NET extensibility model and
rich .MET APls to build Web server
features that are just as powerful as
those written using the native C++
APls,

< Previous | | Mext »

Cancel

Install

Ascertia Limited 2021
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8.  Scroll down to select next options.

f&; Add Roles and Features Wizard = O X
. DESTINATION SERVER
Select role services VWSH-RDSO1

Before You Begin Select the role services to install for Web Server (IIS)

Installation Type Role services Description

Server Selection 1IS 10.0 and ASP.NET 4.6 support

4 Application Development

Server Roles NET Extensibility 3.5 writing server applications that
L NET Extensibility 4.6 communicate over the WebSocket
Festurs Application Initialization Protocol.
AD DS [] asp
AD RMS ASP.NET 3.5
ASP.NET 4.6
Role Services O cat

Web Server Role (IIS) i

ISAPI Filters

Server Side Includes
PR
Confirmation 4 [ FTP Server

[] FTP Service

[[] FTP Extensibility
4 Management Tools

IIS Management Console

4 IIS 6 Management Compatibility
[¥1 1S 6 Metabase Compatibility v

<Previous|| Next > | ‘ Install ‘ Cancel

9.  Scroll down to select next options.

10.
f& Add Roles and Features Wizard - O X
. DESTINATION SERVER
Select role services VWSH-RDS01
Before You Begin Select the role services to install for Web Server (IS)
Installation Type Role services Description
Server Selection | || ASP.NET 3.5 1IS 10.0 and ASP.NET 4.6 support
Server Roles ASP.NET 4.6 writing server applications that
O cai communicate over the WebSocket
Features ISAPI Extensions Protocol.
AD DS ISAPI Filters
< Server Side Includes
AD RMS ebSocket Protocol
Role Services 4 [] FTP Server
y [] FTP Service
Web Server Role {lIS) [] FTP Extensibility

4 Management Tools

2 T 1IS Management Console

Confirmation 4 1IS 6 Management Compatibility
lIS 6 Metabase Compatibility
[C] 1IS 6 Management Console
[C1 1S 6 Scripting Tools
1IS 6 WMI Compatibility

[ 1S Management Scripts and Tools

[] Management Service

< Previous I I Next > | ‘ Install
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If the Windows operating system media is not available directly on the server, you may
be prompted to provide the source path on the Confirm Installation Selections window:

[z, Add Roles and Features Wizard X

Specify Alternate Source Path

Some servers might not have all source files available to add all roles, role services, or features. The source files
might not have been installed, or might have been removed by users after the operating system was installed.

If the server on which you want to install roles or features does not have all required source files, the server can
try to get files by using Windows Update, or from a location that is specified by Group Policy.

You can also specify an alternate path for the source files, if the destination server does not have them. The

source path or file share must grant Read permissions either to the Everyone group (not recommended for

security reasons), or to the computer (local system) account of the destination server; granting user account
access is not sufficient.

The following are examples of a valid source file path where the destination server is the local server, and where
the E: drive contains the Windows Server installation media.

Source files for NET Framework 3.5 Features are not installed as part of a typical installation, but are available in
the side-by-side store (SxS) folder:
E:\Sources\SxS\

Source files for other features are available in the Install.wim file. Add the WIM: prefix to the path, and a suffix to
indicate the index of the image from which to get source files. In the following example, the index is 4:
WIM:E\Sources\Install.wim:4

Path:  \\ServerName\Path\SourceFiles

OK l | Cancel

11. If necessary, provide the correct path to the installation media and click OK.

12. Once the roles and features have been successfully deployed IIS must be
restarted.

13. Restart IIS Server from IS Management Console for the changes to take effect.
Ensure that the 1IS server is restarted and not individual application pools or web
sites.
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4.3

URL Rewrite Module

This module is required to open SigningHub in responsive design mode, when opened
on a mobile device. Click here to download the URL Rewrite module from Microsoft.com

This is sample text for adding special notes in the document To install URL Rewrite
Module, a live connection is required to get URL Re-write. Click here to download or
use an offline version.

4.4 Additional Windows Configurations (2016, 2012 R2, 2012)
Make sure that the Decimal Symbol is dot (.) instead of comma (,) in Control Panel >
Region> Additional Settings as shown in the following screenshot:

2]
« ~ 4 [EZ > Control Panel > All Control Panel ltems v | 0 date
] ]
_mh" Date and Time Customize Format
E5 et the time and date o—— | e Numbers  Curency Time  Date
Automatically adjust for daylight saving time
‘i Region Format: English (United States) Example
i Change date, time, or number formats 1 Match Windows display language (recommended) v Positive: | 123,456,789.00 ‘ Negative: ‘-123,455,73;‘05
Change the way dates and lists are displayed
Change the way time is displayed Lanquage preferences
prsterences
f—- Programs and Features Date and time formats b R i
Jl  View installed updates short date: T - y
Meo. of digits after decimal: 2 ~
@ Scarch Windows Help and Suppert for "date” Long date: dddd, MMMM d, yyyy “
Shor time: — . Digit grouping symbck
Long time: h:mm:ss tt w Digit grouping: 123,436,789 ~
First oy cfweek:  Manday - Negtiv sign symbol:
Negative number format: -1 v
Examples Display leading zeros: 07 v
Short date: 07-Aug-17
List separator:
Long date: Monday, August 7, 2017
Short time: 10:37 AM Measurement system: Us. v
Long time: 03711 AM Standard digits: 0122436789 v
2 Additional settings... Use native digits: Never v
Click Reset to restore the system default settings for Resct
oK Cancel Apply numbers, currency, time, and date.
Cancel

ADSS Signing Server has no Windows dependencies like those required for
SigningHub Enterprise. This is because it is a Java EE application that runs off the
bundled Tomcat server. However, a database is still required and optionally an HSM
to secure private key material.

If you are using an external CA, then ADSS Signing Server must be configured
appropriately. Otherwise SigningHub Enterprise will not function as expected. Click
here for complete details of ADSS Server.
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4.6 Database

Both SigningHub Enterprise and ADSS Signing Server require their own respective
databases. It is not needed to create the schema or configure any other feature prior
to the installation.

Permissions are required to allow the creation of database tables, and entry,
modification, and removal of data within those tables.

4.6.1 SQL Server
For details about SQL Server installation, user creation and permissions, refer to

Microsoft-SQL-Server-Installation-Guide-for-ADSS-Server.pdf in [SigningHub-
Home] /tool/adss-server/docs directory.

4.6.2 Oracle
The following privileges are required to install the application with Oracle DBMS:

e connect
e dba
e resource

Note that the same level of database permissions are required for SigningHub
ﬂ Enterprise and ADSS Signing Server databases and users.

5 SigningHub Enterprise Installation

5.1 Fresh Installation of SigningHub Enterprise

The installation script must be run from a user account with the Windows Administrator
privileges.

The SigningHub Enterprise package must be unzipped on to a disk that has sufficient
space —a minimum of 100GB is recommended. This is because the product is installed
and runs from where the installation package is extracted to. Hence please choose a
suitable location and naming structure.

Note do not include any spaces in the installation folder name and path - use hyphen
or underscore characters instead if required. Spaces will cause functional problems
with SigningHub Enterprise.

SigningHub Enterprise installer generates all the required database tables and

Ascertia Limited 2021 Commercial-in-Confidence Page 17 of 133



]
SigningHub Installation Guide ascerfia

populates the default data required to run the system. Therefore, there is no
requirement for separate SQL scripts or equivalent for non-SQL databases.

Note there is a ‘back’ arrow towards the top left of the installer dialogue window. Use
o this button if you wish to return to previous screens and modify your input values/
configuration choices.

Once the database is created, launch the installer by right-clicking the file
“[SigningHub installation directory] /setupl/install.bat” and selecting Run as
administrator from the menu.

The following welcome screen is shown:

£.] SigningHub Enterprise Installer

Welcome to SigningHub

SigningHub is a complete selution for document approval workflows, advanced digital signatures and document status
tracking. It is designed to quickly optimise the way businesses deliver, review, approve and sign their business documents.

Paper-based ink signing is no longer an effective tool for document approval in today's competitive digital business
environment. Implementing digital signatures services through SigningHub delivers value on many fronts e.g. increases
process efficiency, cut paper-related costs, increase security, eliminate errors and re-work, increase visibility and provides a
great user experience.

SigningHub consists of the following modules:

- SigningHub Admin

- SigningHub Desktop Web

- SigningHub API (RESTful Web Services)
- SigningHub Mobile Web

- Website Integration Demo

- SigningHub Core

- ADSS Signing Server

We strongly recommend you to follow the installation instructions provided in
SigningHub Installation Guide

U.S. Patent No. 7,360,079

Cancel

Click the Next button to continue.

A check of various operating system requirements is performed, i.e. for those feature
dependencies detailed previously. If any of the SigningHub Enterprise system
dependencies is not found, or not functioning, then this will be reported on the next
screen.

Note only proceed with the installation once all issues related to system dependencies
are resolved as shown here:
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- X
€ [F SigningHub Enterprise Installer
Checking System Requirements...
Microsoft MET Framework v4.6.1 or above Success
Microsoft Internet Information Services (IIS) v7.5 or above Success
URL Rewrite in Internet Information Services (I15) Success

Click the Next button to select an installation type:

€ T SigningHub Enterprise Installer

Installation Type

@ Install SigningHub for the first time
Include sample data
O Install SigningHub as another instance within a load-balanced configuration
O Install SigningHub with an existing database
(O Upgrade an existing SigningHub instance to the latest one
(O Change database credentials
O Uninstall SigningHub

Cancel

If you are installing SigningHub Enterprise for the first time or you wish to deploy a
fresh installation with a new database, then select “Install SigningHub for the first time”.

If you do not select Include sample data while installing a fresh instance, then it will
not create profiles with sample data ( i.e. authentication, certification, and verification
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profiles etc). However, Default ADSS and SMTP connectors will always be configured
with sample data. On selection of this option, all the profiles will be created with default
sample data.

The “Install SigningHub as another instance within a load-balanced configuration”
option will install the SigningHub Enterprise instance in a load-balanced mode.

If you wish to upgrade an older system to the latest version, then select “Upgrade an
existing SigningHub instance to the latest one”. Installer supports the upgrade when
the base (current) installation is v6.2 or higher.

To upgrade to version 6.2 from version 5.x contact support@ascertia.com. The “Install
SigningHub with an existing database” option will install SigningHub Enterprise against
an existing SigningHub Enterprise database. For example, this option can be used to
recover a system from a database back-up.

The “Change database credentials” option is used if the database password, user,
database name and/or server is changed, and it needs to be updated in SigningHub
installation.

Select the last option “Uninstall SigningHub” if you wish to uninstall SigningHub
Enterprise from the system.

Click the Next button to show the License Agreement:

€ [ SigningHub Enterprise Installer

License Agreement

ASCERTIA SERVER SOFTWARE LICENSE AGREEMENT A
IMPORTANT - PLEASE READ CAREFULLY:

1.0 ACCEPTANCE.

Ascertia Limited (“Ascertia”) is willing to license this software (the Software) and documentation (together the
Product) in this installation package to you as an individual or as an authorised representative of the company or
legal entity that will be using the Software only on condition that you accept all of the terms of this license
agreement. You or the company or legal entity (referred to as the Licensee) can accept the terms of this License
Agreement by clicking on the "l agree" button below, and proceed with the installation. To reject the terms of
this License Agreement, click on the "l disagree” button below and exit the installation process and make no
further use of the software.

BY INSTALLING AND USING THIS ASCERTIA SOFTWARE, YOU AGREE FOR YOU OR YOUR ENTERPRISE TO BE
BOUND BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, DO
NOT INSTALL OR USE THE ASCERTIA SOFTWARE.

Licensee and Ascertia may hereinafter be referred to as individually, a "Party”, or, together, the "Parties."

2.0 LICENSE

Evaluation Copy. If you acquired the license for the Software on an evaluation basis, you may use the Software
without charge until the evaluation limits are reached or for a maximum of 3 months from the day that you
install the Software. After this you must pay the appropriate license fee to continue to use the Software. To pay
the license fee and register your copy, you should contact an authorised sales agent or email
sales@ascertia.com.

| Disagree

Click the | Agree button to proceed. The following screen for database details is
displayed:
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- >
& [ SigningHub Enterprise Installer
SigningHub Database Configurations

Database Management System Type

® Microsoft SOL Server (O Oracle
Installation Type

@ Basic () Advanced
Database Configurations
Database Server: |F|’Dduction |
Part: 1433
Database Mame: |SigningHub |

[ Use windows authentication

Username: |Jh0r|.c|ark |
Password: — |

On the SigningHub Database Configurations screen you can either choose a
“Microsoft SQL Server” or “Oracle” Database Management System.

Further you can either choose to do a basic installation or use an advanced one. If this
is a basic installation, then use the first option “Basic” and provide the appropriate
SigningHub database credentials.

The information displayed above is an example and you should configure the relevant
settings for your own environment.

Note that once you complete the options and select Next, the installer uses the
information provided to test the connectivity to the database. If the installer can
establish the connection with the database, then it will proceed with the installation.
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The following table details the configuration options:

Item Description

Database Server / | Database server IP or DNS name.

Host Name

Port Database listening port. For SQL Server the default port is 1433 and

for Oracle the default port is 1521.

Database Name / Name of the database instance. Note this must exist prior to the
Service Name/SID installation.

Provide Service Name/SID for Oracle database management

system.
Use Windows If enabled, installer will use the Windows logged in user to
Authentication communicate with database. You are required to enter password

because it will be used in Application Pool to set the Identity against
this user for all websites.

By default, the current logged in user will be configured in the
Application Pool Identity. If you wish to run SigningHub Enterprise
under a different Windows user, then you need to change it
manually.

If your requirement is to use SQL Server authentication, then type
SQL Server user name and password in the underneath fields
without enabling this option.

Windows authentication is not supported for Oracle Database
Management System.

Username Name of the database user. Note this must exist prior to the
installation. It is not required in the case of Windows Authentication.

Password Password credential of the database user. Note this must exist prior
to the installation.

In case of Windows Authentication, type the password of domain
user shown in the Username field to configure the Application Pool
Identity in IS Server for successful communication with SQL Server.

If this is not a basic installation and you choose the second option to “Advanced” then
the following screen is shown:
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=~

- X
£ SigningHub Enterprise Installer
SigningHub Database Configurations

Database Management System Type
(® Microsoft SQL Server (O Oracle

Installation Type
O Basic @® Advanced

Database Configurations
Connection String: data source= Production;initial catalog=SigningHub;integrated

security=SSPl;MultipleActiveResultSets=True;Pooling=true

Username: ASCERTIAO\tahseen.aslam
Password:

The information displayed above is an example and you should configure the relevant
settings for your own environment.

Once you complete the options and select Next, the installer uses the information
provided to test the connectivity to the database. If the installer can establish the
connection with the database, then it will proceed with the installation.

If windows authentication is enabled in connection string, installer will use the
Windows logged in user to communicate with database upon clicking the Next
button. You are required to enter password because it will be used in Application
Pool to set the Identity against this user for all websites.

By default, the current logged in user will be configured in the Application Pool
Identity. If you wish to run SigningHub Enterprise under a different Windows user,
then you need to change it manually. As shown in the following Screen:
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File View Help

Connections
©-dF B
-5 Start Page

- Application Pools
v (8] Sites
@ admin
;@ spi
> @ demo
& mobile
s @ web

~ 83 QA-RC1 (ASCERTIAD\Rizwi-

This page lets you view and manage the list of application pools on the server. Application poo ide is
Advanced Settings ? X
Filter: - WG| AddApplication Pool...
T Name Statue 4| Set Application Pool Defaults. v (General) ~
NET CLR Version va0
Stated . Start oolldentity
Enable 32-Bit Applications  True
Stated v @ Sto oolldentity
P Managed Pipeline Mode Integrated
Started v colldentity
= Recycle.. Mame web_1
Started | Baicse colldentity Quee Lensth 00
cored asic Settings... b ueue Leng
ot Recycling... s . ét:Lr:Mnda OnDemand
s 3 Advanced Settings.. Roolldentity FU
- Limit (percent) 0
Staned v Rename oolldentity __ .
Limit Action NoAction
Stated  w{%  Remove oolldentity
Limit Interval (minutes) 5
Started oolldentity
Suned | Vv Appicaions e i
Oweb D fated 40 Integrated ASCERTIAD\sh.qa rocessor Affinity Mas
| Processor Affinity Mask (64-bit ¢ 4204967295
ol v Process Model
> Generate Process Model Event L
dentity ASCERTIAO\sh.ga e 4
Idle Time-out (minutes) 0
Idle Time-out Action Terminate v
Identity
[identityType, usemame, password] Configures the application pool to run
as built-in account, i.e. Application Peol Identity (recommended), Network
Service, Local System, Local Servics, or as a specific user identity.
oK Cancel

“i! Application Pools

The following table details the configuration options:

Item Description

SigningHub The following are sample connection strings for SQL Server:
Connection

String Simple One

“data source= [Database Server Address];initial catalog=
[Database Name];user id=[Database User

Name] ;password=[Database User

Password] ;MultipleActiveResultSets=True; Pooling=true”

For Named instance

“data source= [Database Server Address] \SQL2012std;initial
catalog=[Database Name];user id=[Database User

Name] ; password[Database User

Password] ;MultipleActiveResultSets=True; Pooling=true”

For Windows Authentication

“data source= [Database Server Address];initial
catalog=[Database Name];integrated
security=SSPI;MultipleActiveResultSets=True;Pooling=true”

The following are sample connection strings for Oracle Server:
Simple One

“Data Source= (DESCRIPTION = (ADDRESS = (PROTOCOL = TCP) (HOST
= [Database Server Address]) (PORT = 1521)) (CONNECT DATA
=(SERVER = DEDICATED) (SERVICE NAME = [Service Name/SID]

)) ) ;User ID==[Database User Name];Password==[Database User
Password] ;Pooling=true;Min Pool Size=0;Max Pool
Size=100;Connection Lifetime=0"
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Username Field will only be shown in case of Windows Authentication while for SQL Server
Authentication/Oracle, username will be provided in the connection string.

Password In case of Windows Authentication, type the password of domain user shown in the
Username field to configure the Application Pool Identity in IS Server for successful
communication with SQL Server. In case of SQL Server authentication/Oracle,
password will be provided in the connection string.

Click the Next button to select the SigningHub data storage directory:

On the SigningHub Document Storage Configurations screen you can either choose a
“File System Storage” or “Azure Blob Storage” or “Database Storage”.

If the Document Storage is either on local file system or on the local network path, then
select the option “File System Storage”.

€ T SigningHub Enterprise Installer

SigningHub Document Storage Configurations

Document Storage Type
@) File System Storage (O Azure Blob Storage (O Database Storage
File System Storage

Browse the SigningHub documents storage directory:

E:\Ascertia Browse

Documents Storage Path: E:\Ascertia\SigningHub-Data

You should have atleast 10 GB of disk space.

The information displayed above is an example and you should configure the relevant
settings for your own environment.

Click Browse and specify a storage path to store the SigningHub data.
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Document Storage path can be a local drive, a network drive or an Azure blob. If the
path is on a local drive, then the installer will automatically assign the read/write
permissions to the "lIS_IUSRS" user group.

If the path is on a network/Azure drive, then the permissions should be assigned
manually to a user before continuing the installation process. To add the permissions
o on a network drive, follow these instructions:

1) Create a domain/Azure user with read/write permissions.

2) Add the read/write permissions on the directory [Document Storage Path] and
complete the installation process.

3) Now go to IS Manager and add the user created in step 1 in Application Pool
against all SigningHub websites one by one as shown below (Skip this step if
SigningHub Enterprise is installed by using Windows Authentication):

File View Help

Connections @ s
FEEICIEY g' Application Pools
63 Start Page This page lets you view and manage the list of application pools on the server, Application poo ide is
v -9 QA-RCT (ASCERTIACRizwa- Advanced Settings ? >
-2 Application Pools Filter: + VG| Add Application Pool...
~ (@] Sites T Neme Status i Set Application Pool Defaults... v (General) ~
& admin \NET CLR Version v40
@ =i Started v b Start Joolldentity
P Enable 32-Bit Applications True
@ demo Started V(g sto Joolidentity !
P Managed Pipeline Mode Integrated
& mobile Started w4 Joolldentity
© Regydle.. Mame web_1
& web Started V‘D - Joolldentity a Lenath mon_
soned asic Settings... b ueue Lengt
o o Recying. e Start Mode OnDemand
s 3 .| Advancedsettings.. Hooldentity | | ¥ Y
Limit (percent) 0
Stamed”  w|  Rename
Limit Action NeAction
Started  v|%¢  Remove Joolidentity
Limit Interval (minutes) 5
Started v, Joolldentity
s | ViewRppicans Doty | | Procesr iy alea e
Sdweb D fared D Integrated ASCERTIAD\sh.qa rocessor Affinity Mo !

Processor Affinity Mask (64-bit ¢ 4294367295
v Process Model
Generate Process Model Event L

R #5CiRTA0hen S 4

dle Time-out {minutes) 0 I

Idle Time-out Action Terminate v
Identity

[identityType, usemame, password] Configures the application pool to run
as built-in account, i.e. Application Posl Identity (recommended), Netwark
Service, Local System, Local Service, or as a specific user identity.

oK Cancel

If this is not a File System Storage and you choose the second option to “Azure Blob
Storage” then the following screen is shown:
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- X
€ [ SigningHub Enterprise Installer
SigningHub Document Storage Configurations
Document Storage Type
O File System Storage (@ Azure Blob Storage (O Database Storage
Azure Blob Storage
Azure blob storage configurations:
Account Name: tazure_?aScaeb?HesteeT2346eetettteee@azure.com [
Account Key: | ]
Cancel

The information displayed above is an example and you should configure the relevant
settings for your own environment.

The following table details the configuration options:

Iltem Description

Account Name Account Name of the Azure. Note this must exist prior to the
installation.

Account Key Account Key of the Azure. Note this must exist prior to the
installation.

If this is not a File System Storage and you choose the third option to “Database
Storage” then the following screen is shown:
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€ [ SigningHub Enterprise Installer

SigningHub Document Storage Configurations

Document Storage Type
O File System Storage (O Azure Blob Storage (@ Database Storage

Database Storage

NOTE: All of the PDF documents will be saved in database table in blob format. With this selection it is
recommended to increase the space for database accordingly.

| Cancel

Click the Next button to proceed. The following screen for Redis Server will appear:

= X
€ [ SigningHub Enterprise Installer

Redis Server Configurations
Installation Type
® New Instance O Existing Instance
Redis Service Configurations

You are creating a new Redis instance, please enter your new Redis server details below

Server Address: LAPTOP-MSHAFIQU

Port:

Redis App Name: IRedis Server App I
Password: I‘*””"*"" I

Confirm Password: I"**””'"'* I

Redis App name can be any random name that will be used to identify this server in Redis console logs for
monitoring or debugging.

NOTE:
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Redis is a light weight server, which works as backplane and message broker for
SigningHub application over an HTTP/s port. It is bundled within the SigningHub
package, and is used for message popup notifications in SigningHub when a user is
already logged in to SigningHub.

1) Redis is a mandatory module of SigningHub. If you do not already have a Redis
o instance, please choose “New Instance” and configure an App Name of your
choice along with a password. SigningHub will define the port automatically when
using the “New Instance” option.

2) If by any chance you have Redis server installed or you want to use Redis server
from Azure or Amazon, you need to know the app name, password and port to
connect to that instance. In that case, select Existing Instance in the above
screen..

By default, SigningHub Installer installs Redis 3.0. You must upgrade Redis to the
latest version, which is more secure. For detailed steps on how to install latest Redis
server, see Appendix H — Installing Redis Server.

On the Redis Server Configurations screen you can either choose a “New Instance”
or “Existing Instance” option.

If this is a new instance, then use the first option i.e. “New Instance” and provide the
appropriate Redis server configurations.

The information displayed above is an example and you should configure the relevant
settings for your own environment.
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The following table details the configuration options:

Item Description

Server Address Specify the Redis server address. This server is used to send real-
time on-screen notifications for document sharing.

Port Specify the service port for the Redis server.

Redis App Name Specify the name of Redis App. This can be any random name that
will be used to identify this server in Redis console logs for
monitoring or debugging.

Password Specify the password to authenticate the Redis server.

Confirm Password | Specify the same password again as provided in the above
password field to confirm it.

Redis can enforce password-based security to save or read the key value pairs from
the Redis server. To enable password-based security, follow these instructions:

1) Goto [SigningHub Installation Directory]/Redis

2) Run the Redis command line interface by click on “redis-cli” application in
administrator mode

3) Run the command “CONFIG SET requirepass "[password]"”
4) Sign into SigningHub Administrator account

5) Go to Configurations>Redis and change the password in Redis Server
Connection String

6) Update the settings and Restart 1IS

Redis can disable asking for password for saving and reading the key value pairs
u from the Redis server. To turn off the password, follow these instructions:

1) Goto [SigningHub Installation Director]/Redis

2) Run the Redis command line interface by click on “redis-cli” application in
administrator mode

3) Run the command “CONFIG SET requirepass ""”
4) Sign into SigningHub Administartor account

5) Go to Configurations>Redis and change the password as empty in Redis Server
Connection String

6) Update the settings and Restart IIS

For Load balanced deployments, only one instance of Redis is needed for
SigningHub to work with. Rest of the instances of SignignHub will communicate with
Redis using HTTP/s address and Port configured in SigningHub Admin.
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If this is not a new instance, and you are choosing the second option i.e. “Existing
Instance” then the following screen will appear:

- X
€ [ SigningHub Enterprise Installer

Redis Server Configurations

Installation Type
(O New Instance ®) Existing Instance

Redis Service Configurations
Redis App Name: Redis Server App |
Connection String: QA-RIP1:6379, password=P@ssword,ssl=False, abortConnect= Falsel

NOTE: Redis App name can be any randem name that will be used to identify this server in Redis console logs for

maonitering or debugging.

The information displayed above is an example and you should configure the relevant
settings for your own environment.

The following table details the configuration options:

Item Description

Redis App Name Specify the name of Redis App. This can be any random name that
will be used to identify this server in Redis console logs for
monitoring or debugging.

Connection String | The following is a sample connection string for a Redis Server:

“[Redis Server Address]: [port], password=[Redis
Server Password],ssl=False, abortConnect=False”

Click the Next button to select specific modules: -
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o X
& [ SigningHub Enterprise Installer
SigningHub Modules

SigningHub Admin

Website Name: ladmin | Port:
SigningHub Desktop Web

Website Name: Iweb I Port:
SigningHub API (RESTful Web Services)

Website Name: Iapi ’ Port:
SigningHub Mobile Web

Website Name: ‘mobile I Port:
[ Website Integration Demo

Website Name: !demo I Port: (84
SigningHub Core

Website Name: |core ’ Port:

Select the appropriate modules to install the required features. For each selected
application, provide the web application name and port. A typical in-house installation
of SigningHub Enterprise should only include Admin, Desktop Web and Mobile Web.
Where tight integration through Web Services API is required, then the APl Web
Services option must also be installed.

The information displayed above is an example, which you may change to suit your
environment and organisation preferences. However, the example shown is sufficient.
The names will appear as websites under IIS.
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The following table details the modules options:

Item

Description

SigningHub Enterprise
Admin

SigningHub Enterprise Admin console is used by the
administrators to manage the system wide configurations,
service plans, user accounts, billing, access control etc.

SigningHub Enterprise
Desktop Web

SigningHub Enterprise Desktop Web is used to create
workflows, share documents, create digital/electronic signatures
etc.

SigningHub Enterprise
API

REST API provides the functionality to communicate with
SigningHub Enterprise server to create workflows, upload
documents, apply templates, share documents etc. from
business applications.

SigningHub Mobile
Web

Web application for mobile browsers; it provides the client-facing
functionality for document workflow approval/sign-off and user
account management.

SighingHub Enterprise
Website Integration
Demo

A demo application to illustrate SigningHub Enterprise and
business application integration.

SigningHub Enterprise
Core

SigningHub Enterprise Core is used to manage backend
processes, e.g. send emails, delete documents, auto reminders
for pending documents and many others. This is a mandatory
module for SigningHub Enterprise.

Click the Next button to configure the SMTP server and email settings:

SMTP Server:

Port:

Username:
Password:

From:

To:

Subject:

€ [ SigningHub Enterprise Installer

Email Configurations

SMTP Cenfigurations

Failure Email Configurations

|mai|.5igninghub.com

255
[1: Use S5L/TLS authentication;

Use username/password authentication

|0mar.ahsan |

| ********* |

|notification@signinghub.com |

All email notifications will be sent from this address,

|a|ert@signinghub.com |

In case of errors/warnings emails will be sent at this address.

[SigningHub Notification | | Test Email

Subject for errors/warnings emails.

Cancel
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Configure the SMTP Server and email settings for your environment. SigningHub
Enterprise must have access to a suitable SMTP server. Without which users will not
be able to receive registration emails that are required to complete the sign-up process.
In addition, administration notification and alert emails will also not be sent. Although
the latter will not prevent functionality, but it is not a recommended approach.

The information displayed above is an example and you should configure the relevant
settings for your own environment.

The configuration items are explained in the following table:

ltem

Description

SMTP Server

Defines the email server address. This email server is used to send
email notifications to users as required, such as for account
registration, document sharing, and workflow completion. It is also
used for sending notification emails to SigningHub Enterprise
administrators.

Port

Define the service port for the SMTP mail server.

Use SSL/TLS
authentication

Select this option if the SMTP mail server requires SSL/TLS.

Username Configure the SMTP mail server username that is used to send
SigningHub Enterprise generated emails.

Password Define the password to authenticate the SMTP server.

From Configure the “From” email address that should be used to send
notification emails to users and administrators.

To Configure the email address where error notifications should be sent.

This is usually the IT support team address.

Email Subject

Define a subject line for the notification emails that are sent to the
administrator, e.g. SigningHub Enterprise Issue Alert.

After configuring these SMTP settings, click the Test Email button to verify that SMTP
configurations are valid.

Click the Next button to proceed.
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Now its time to install the ADSS Signing Server engine that powers SigningHub
Enterprise.

The following screen is shown:

€ F. SigningHub Enterprise Installer

ADSS Signing Server Configurations

Installation Type
(®) Install new ADSS Signing Server () Use an existing ADSS Signing Server

Database Configurations

Server Address: |Producti0n |
Database Mame: |ad555er\rer| |

[] Use windows authentication

Username: |omar.ahsan |

Password:

AR |

On the ADSS Signing Server screen you can either choose to do a fresh installation of
the ADSS Signing Server along with SigningHub Enterprise installation or use an
existing ADSS Signing Server installation.

If this is a fresh installation of SigningHub Enterprise, then use the first option “Install
New ADSS Signing Server” and provide the appropriate ADSS Signing Server
database credentials.

The information displayed above is an example and you should configure the relevant
settings for your own environment.
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This table details the options:

Item

Description

Database Server

Database server |IP address or DNS name.

Port

Database listening port. For SQL Server the default port is 1433 and
for Oracle the default port is 1521.

Database Name/
Service Name/SID

Name of the database instance. Note this must exist prior to the
installation.

Provide Service Name/SID for Oracle database management
system.

Use windows
authentication

If enabled, the installer will use the Windows logged in user to
communicate with database.

If your requirement is to use SQL Server authentication, then type
SQL Server user name and password in the underneath fields
without enabling this option.

Windows authentication is not supported for Oracle Database
Management System.

Username Name of the database user. Note this must exist prior to the
installation.
Password Password credential of the database user. Note this must exist prior

to the installation.

When you select the “Install New ADSS Signing Server” option, then from the next
screen you need to generate a Master Key to encrypt the database data and take a
backup of the Master Key in the form of three components. Use the Backup buttons
one by one to take the backup of each Master key component. The installer will prompt
to provide a password for each Master Key component and encrypt it with the provided
password before saving on the disk:
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& [ SigningHub Enterprise Installer

ADSS Signing Server Configurations

Backup ADSS Server Master Key Components

ADSS Server will use a local Master Key to protect sensitive data. It is important to backup this Master Key using
secure components which should be assigned to different administrators. Click the Backup button against each
component to complete the process. Ensure the components remain available to rebuild your Master Key.

Backup Master Key Component 1: Backup C\Users\muhammad.shafique\Desktop\ADSS_Backup_K
Backup Master Key Component 2: Backup C:\Users\muhammad.shafique\Desktop\ADSS_Backup_K
Backup Master Key Component 3: Backup C:\Users\muhammad.shafique\Desktop\ADSS_Backup_K

The following dialog will appear to input password and confirm password for backup
keys:

Keep all the Master key components secure and remember their passwords.

For any reason, if you lose these keys/ passwords then you cannot upgrade this
ADSS Server to the next versions and even Ascertia cannot help you to recover
these keys.
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& [ SigningHub Enterprise Installer

ADSS Signing Server Configurations

Backup ADSS Server Master Key Components

ADSS Server will use a local Master Key to protect sensitive data. It is important to backup this Master Key using
secure components which should be assigned to different administrators. Click the Backup button against each
component to complete the process. Ensure the components remain available to rebuild your Master Key.

Backup Master Key Component 1: Backup C\Users\muhammad.shafique\Desktop\ADSS_Backup_K
£ Master Key Component Password X

Backup Master Key ( bktop\ADSS_Backup_K

Password: | """" | 3

Backup Master Key ( bktop\ADSS_Backup_K

Confirm Password: | """" |

[k ] | Cocel

Next | Cancel

If this is not a fresh installation and you choose the second option to “Use an existing
ADSS Signing Server” then the following screen is shown:
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- X
& E.| SigningHub Enterprise Installer
ADSS Signing Server Configurations
Installation Type
(O Install new ADSS Signing Server () Use an existing ADSS Signing Server
Configuration Information
ADSS Signing Server Address: |http:_a’_a’|oca|hn5t:8??? |
Originator ID: |samp|e5_te5t_c|ient |

Configure the ADSS Signing Server Address and Originator ID. The ADSS Signing
Server administrator will be able to provide this information. The Originator ID shown
above is the default one when installing ADSS Signing Server with sample data.
Ascertia recommends configuring a dedicated Originator ID for the use of SigningHub
Enterprise.

Every client of ADSS Signing Server requires an Originator ID to identify itself, click
here to get details as how to obtain it from ADSS Signing Server. This is like well-known
APIs keys of Google, etc. Note this Originator ID will be created automatically if you
chose to install a fresh ADSS Signing Server via the installer.

Click the Next button to see the summary and complete the installation:
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& [ SigningHub Enterprise Installer

SigningHub Installation Summary

The following modules will be installed:
- SigningHub Admin

- SigningHub Desktop Web

- SigningHub API (RESTful Web Services)
- SigningHub Mobile Web

- Website Integration Demo

- SigningHub Core

- ADSS Signing Server

This screen shows the installation summary by listing the different product modules
that will be installed.

If you think any listed item is incorrect then use the Back button (arrow towards the
top-left of the dialogue box) to correct your choices before proceeding ahead.

Otherwise, click the Next button to continue with the installation.
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The following screen may also occur to show the ADSS Signing Server installation
progress if its a fresh installation:

ADSS Server installation is in progress...

-~~~
)
7]
(a]
<
N
]
-2
=
]
®
g
2
©
c

.| SigningHub Enterprise Installer

Installation Progress

Executing database script for SigningHub on database: SigningHub
Creating default configurations

Creating default connectors and profiles

Updating SMTP configurations in database

Creating website for SigningHub Admin: admin

Creating website for SigningHub Desktop Web: web

Creating website for SigningHub AP api

Creating website for SigningHub Mobile Web: mobile

Creating website for SigningHub Integration Demo: demo

Creating website for SigningHub Core: core

Executing database script for ADSS Signing Server on database: ADSS
Installing ADSS Signing Server with database

Updating system settings

Updating document storage configuration

Updating Redis server configurations

SigningHub installation completed!
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Click Finish to complete the installation process.

Please note that Local Signing will not be available by using sessionState mode
“SQLServer”. However, if users still require performing Local Signing, then please follow
these steps to replace sessionState mode with” InProc”:

1. Open the [SigningHub-Installation-Dir]/web/web.config file of all
deployments of SigningHub:

o 2. Replace:

0 “<sessionState mode="SQLServer"
allowCustomSqlDatabase="true"
sglConnectionString="AdocsEntities" cookieName="SH_ID"
timeout="60" compressionEnabled="true">

</sessionState>"
3. With:
“<sessionState mode="InProc" timeout="60" cookieName="SH_ID" />”
You can configure an AJP Connector as mentioned in Appendix A

Please note that Local Signing will not be available by using sessionState mode
“SQLServer’. However, if users still require performing Local Signing, then please
follow these steps to replace sessionState mode with” InProc”:

1) OPEN the [SighingHub-Installation-Dir]/web/web.config file of all deployments
of SigningHub:

2) Replace:

o “<sessionState mode="SQLServer"
allowCustomSglDatabase="true"
sglConnectionString="AdocsEntities" cookieName="SH ID"
timeout="60" compressionEnabled="true">

</sessionState>"

With:
“<sessionState mode="InProc" timeout="60"
cookieName="SH ID" />"

You can configure an AJP Connector as mentioned in Appendix A
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Once the installation progress is complete for Oracle DBMS, an alert will be displayed
before you could click the Finish button, as shown in the following image:

£ SigningHub Enterprise Installer ‘

Installation Progress

Executing database script for SigningHub on database:
Creating default configurations ‘
Creating default connectors and profiles

Updating SMT!
Creating websi{ SigningHub Enterprise Installer X
Creating websil

Creating websil
Creating websil
Creating websil |
Creating websii =
Creating websil
Configuring Si
Updating syste

SigningHub ing

Few more manual steps are needed to complete installation.
Follow the steps in the SigningHub installation guide section -5.1 Fresh
Installation of SigningHub Enterprise

Finish

You must execute some scripts manually when SigningHub Enterprise is installed
with Oracle Database Management System:

1) Copy “session” folder from [Installation Directory/setup/db-scripts/Oracle and
paste it in any directory on the Oracle server.

3) Login to the Oracle Server (For Linux, use Putty while for Windows use cmd)
o 4) Go to directory (CD [File Path])
5) Write command “sglplus”

6) Connect to database using “User Name” and “Password” which was given for
installation of SigningHub Enterprise (e.g. [signinghub user
name]@[serviceinameJ)

7) Execute command: SQL>@InstallAllOracleASPNETProviders.sql;
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5.1.1 SigningHub Enterprise URLs
Use these URLSs to access the SigningHub Enterprise web sites:

Desktop Web

Service URL Format Example
SigningHub https://<machine- https://localhost:443
Enterprise Admin | name>:PORT

SigningHub http://<machine-name>:PORT | http://localhost:81
Enterprise

SigningHub
Enterprise API

http://<machine-name>:PORT

http://localhost:82

Enterprise Demo

SigningHub http://<machine-name>:PORT | http://localhost:83
Mobile Web
SigningHub http://<machine-name>:PORT | http://localhost:85

SigningHub Core

http://<machine-name>:PORT

http://localhost:86

ADSS Signing
Server

https://<machine-

name>:8774/adss/console

https://localhost:8774/adss/console

Where necessary (i.e. browsing Admin website or ADSS Signing Server Console) your
web browser will prompt you to select the appropriate certificate for authentication
purposes. Note the installation process places the necessary certificates into the
Windows Security Store, so Internet Explorer, Edge, Chrome and related browsers
that rely on the security store can use them as such.

If you wish to use Firefox and similar web browsers that utilise their own respective
security stores you will need to import “ads-default-admin.pfx” and “signinghub-
default-admin.cer” from “ [SigningHub Installation Directory]\setup\certs”
directory.

When SigningHub Mobile Web is installed as part of SigningHub installation, the
installer adds the redirection URLs for Mobile Web e.g. http://machine-name:83/ in
[SigningHub-Installation-Dir]/web/web.config file under rewrite element. This is
enough if the SigningHub Mobile Web needs to be accessed only within the
organization's internal network.

If the SigningHub Mobile Web needs to be publicly accessible, then it is required to
manually update these redirection URLSs in the web.config file so that interactive
version of SigningHub Mobile Web is launched when accessed from a mobile device
e.g. replace all http://machine-name:83/ with the configured mobile URL
https://mobile.signinghub.com/ .
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There are two options to set secure binding against each SigningHub site:

1. Using standard IIS web server HTTP redirects. This means the basic
installation is done with various SigningHub sites, where each site has their
respective default port/binding but no hostname. You can then add new sites for
each web site and bind this to the desired external public facing hostname and
secure port, likely to be 443. Each site can be configured in such a
fashion. Each default SigningHub site can then be configured to permanently
redirect to the secure version.

2. Once the deployment of SigningHub is complete the bindings of each site can
be changed to use a secure (443) port. The new binding will include the
appropriate public facing hostname.

o The preferred one is option two.

5.2

Once the bindings of IIS web sites have been put in place, access the SigningHub
administration console and make changes to the general configuration settings. This
means changing the public and private URLs for the Desktop Web and API sites
accordingly. Once done save the changes and Publish them.

Public addresses should also be updated in the following files:

1) Configure the Mobile Web public URL in [SighingHub-Installation-
Dir]/web/web.config file e.g. replace http://machine-name:83/ with the
configured mobile URL https://mobile.signinghub.com/.

2) Configure the API public URL in [SigningHub-Installation-
Dir]/mobile/web.config file e.g. replace http://machine-name:82/ with the
configured mobile URL https://api.signinghub.com/.

Please note that for securing the websites you have to follow the Appendix B, C and
D of this document.

Installing SigningHub Enterprise with a Load-Balanced
Configuration

Follow these instructions to install SigningHub Enterprise with a load-balanced
configuration.

Launch the installer by right-clicking the file name “[SigningHub Installation
Directory]/setup/install.bat” and select Run as administrator.

Follow the installation wizard as described previously until the ‘Installation Type’
screen is shown:
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# £ SigningHub Enterprise Installer

Installation Type

(O Install SigningHub for the first time

(®) Install SigningHub as ancther instance within a load-balanced configuration
(O Install SigningHub with an existing database

(O Upgrade an existing SigningHub instance to the latest one

(@) Change database credentials

(O Uninstall SigningHub

Cancel

Click the Next button to show the License Agreement:

& [ SigningHub Enterprise Installer

License Agreement

ASCERTIA SERVER SOFTWARE LICENSE AGREEMENT
IMPORTANT - PLEASE READ CAREFULLY:

1.0 ACCEPTANCE.

Ascertia Limited (“Ascertia”) is willing to license this software (the Software) and documentation (together the
Product) in this installation package to you as an individual or as an authorised representative of the company or
legal entity that will be using the Software only on condition that you accept all of the terms of this license
agreement. You or the company or legal entity (referred to as the Licensee) can accept the terms of this License
Agreement by clicking on the "l agree" button below, and proceed with the installation. To reject the terms of
this License Agreement, click on the "l disagree" button below and exit the installation process and make no
further use of the software.

BY INSTALLING AND USING THIS ASCERTIA SOFTWARE, YOU AGREE FOR YOU OR YOUR ENTERPRISE TO BE
BOUND BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, DO
NOT INSTALL OR USE THE ASCERTIA SOFTWARE.

Licensee and Ascertia may hereinafter be referred to as individually, a "Party”, or, together, the "Parties."

2.0 LICENSE

Evaluation Copy. If you acquired the license for the Software on an evaluation basis, you may use the Software
without charge until the evaluation limits are reached or for a maximum of 3 months from the day that you
install the Software. After this you must pay the appropriate license fee to continue to use the Software. To pay
the license fee and register your copy, you should contact an authorised sales agent or email
sales@ascertia.com.

| Disagree
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Click the I Agree button to proceed.

The following screen to prompt for database details is displayed:

& €

- X
SigningHub Enterprise Installer
SigningHub Database Configurations

Database Management System Type

® Microsoft SQL Server () Oracle
Installation Type

® Basic (O Advanced
Database Configurations
Database Server: |Fr0ducti0n |
Port: 1423
Database Mame: |Sigr1ir|gHub |

[ Use windows authentication

Username: |Jhon.c|ark |
Password: e |

The information displayed above is an example and you should configure the relevant
settings for your own environment.

The SigningHub Enterprise database schema and the version required by the
installer must be the same.

o If the current SigningHub Enterprise database schema is older than the version
required by the installer, and you click Next, the installer will prompt you that
SigningHub Enterprise database schema will be upgraded to the latest version. Click
OK to authorise the schema update.

Click the Next button to select specific modules:

Ascertia Limited 2021 Commercial-in-Confidence Page 47 of 133



@
SigningHub Installation Guide ascerfia

€ [ SigningHub Enterprise Installer

SigningHub Modules

SigningHub Admin
Website Name: ladmin l Port:

SigningHub Desktop Web
Website Name: ]web l Port:

[V SigningHub API (RESTful Web Services)
Website Name: lapi I Port:

[+ SigningHub Mobile Web
Website Name: {mobile | Port: |83

Website Name: ldemo | Port:

SigningHub Core
Website Name: !core | Port:

w

Cancel

Select the appropriate modules to install the required features.

Click the Next button to show the summary and complete the installation:
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& [ SigningHub Enterprise Installer

SigningHub Installation Summary

The following modules will be installed:
- SigningHub Admin

- SigningHub Desktop Web

- SigningHub API (RESTful Web Services)
- SigningHub Mobile Web

- Website Integration Demo

- SigningHub Core

- ADSS Signing Server

This screen shows the installation summary by listing the different product modules
that will be installed.

If you think any listed item is incorrect then use the Back button (arrow towards the
top-left of the dialogue box) to correct your choices before proceeding ahead.
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& [ SigningHub Enterprise Installer

SigningHub Installation Summary

The following modules will be installed:
- SigningHub Admin

- SigningHub Desktop Web

- SigningHub API (RESTful Web Services)
- SigningHub Mobile Web

- Website Integration Demo

- SigningHub Core

- ADSS Signing Server

Cancel

Click the Next button to continue with the installation.
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E.| SigningHub Enterprise Installer

Installation Progress

Creating website for SigningHub Admin: admin

Creating website for SigningHub Desktop Web: web
Creating website for SigningHub API: api

Creating website for SigningHub Mobile Wel: mobile
Creating website for SigningHub Integration Demao: demo
Creating website for SigningHub Core: core

SigningHub installatien completed!

|

Click Finish to complete the installation process.

The site IDs of deployed IIS websites should be the same across all the instances in
a load balanced environment to run SigningHub Enterprise properly.

Please note that Local Signing will not be available in a Load Balanced environment
by using sessionState mode “SQLServer”. However, if users still require performing

Local Signing, then please follow these steps to replace sessionState mode with”
InProc”:

1) Open the [SigningHub-Installation-Dir]/web/web.config file of all deployments
of SigningHub:

o 3) Replace:

“<sessionState mode="SQLServer"

allowCustomSglDatabase="true"

sglConnectionString="AdocsEntities" cookieName="SH ID"

timeout="60" compressionEnabled="true">
</sessionState>"

With:
“<sessionState mode="InProc" timeout="60"
cookieName="SH ID" />”"

4) Configure sticky session on load balancer server

Ascertia Limited 2021 Commercial-in-Confidence Page 51 of 133



D
SigningHub Installation Guide ascerfia

5) Configure an AJP Connector as mentioned in Appendix A

Also note that if someone wants to change email templates in case of a Load Balanced
environment, then email templates will have to be replaced manually across all instances.

5.3 Installing SigningHub Enterprise with an Existing Database
Follow these instructions to install SigningHub Enterprise with an existing database.

Launch the installer by right-clicking the file name “[SigningHub Installation
Directory]/setup/install.bat” and select Run as administrator. Follow the installation
wizard as described previously until the ‘Installation Type’ screen is shown:

- X

€ T SigningHub Enterprize Installer

Installation Type

(O Install SigningHub for the first time

() Install SigningHub as another instance within a load-balanced configuration
(®) Install SigningHub with an existing database

() Upgrade an existing SigningHub instance to the latest one

(0) Change database credentials

(O Uninstall SigningHub

Cancel

Click the Next button to show the License Agreement:
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& [ SigningHub Enterprise Installer

License Agreement

ASCERTIA SERVER SOFTWARE LICENSE AGREEMENT A
IMPORTANT - PLEASE READ CAREFULLY:

1.0 ACCEPTANCE.

Ascertia Limited (“Ascertia”) is willing to license this software (the Software) and documentation (together the
Product) in this installation package to you as an individual or as an authorised representative of the company or
legal entity that will be using the Software only on condition that you accept all of the terms of this license
agreement. You or the company or legal entity (referred to as the Licensee) can accept the terms of this License
Agreement by clicking on the "l agree" button below, and proceed with the installation. To reject the terms of
this License Agreement, click on the "l disagree” button below and exit the installation process and make no
further use of the software.

BY INSTALLING AND USING THIS ASCERTIA SOFTWARE, YOU AGREE FOR YOU OR YOUR ENTERPRISE TO BE
BOUND BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, DO
NOT INSTALL OR USE THE ASCERTIA SOFTWARE.

Licensee and Ascertia may hereinafter be referred to as individually, a "Party", or, together, the "Parties."

2.0 LICENSE

Evaluation Copy. If you acquired the license for the Software on an evaluation basis, you may use the Software
without charge until the evaluation limits are reached or for a maximum of 3 months from the day that you
install the Software. After this you must pay the appropriate license fee to continue to use the Software. To pay
the license fee and register your copy, you should contact an authorised sales agent or email
sales@ascertia.com.

|| Disagree |

Click the I Agree button to proceed.
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The following screen to prompt for database details is displayed:

4[| SigningHub Enterprise Installer

SigningHub Database Configurations

Database Management System Type
® Microsoft SQL Server (O Oracle

Installation Type
(@) Basic () Advanced

Database Configurations

Database Server: |Producti0n |

Database Narne: |SigningHub |

[ Use windows authentication

Username: |Jhon.c|ark |

Password: | ********* |

Cancel

The information displayed above is an example and you should configure the relevant
settings for your own environment.

The SigningHub Enterprise database schema and the version required by the
installer must be the same.

o If the current SigningHub Enterprise database schema is older than the version
required by the installer, and you click Next, the installer will prompt you that
SigningHub Enterprise database schema will be upgraded to the latest version. Click
OK to authorise the schema update.

Click the Next button to select the SigningHub data storage directory:

Document Storage Configurations screen will not appear if it is already configured in
existing database.

On the SigningHub Document Storage Configurations screen you can either choose a
“File System Storage” or “Azure Blob Storage” or “Database Storage”.
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If the Document Storage is either on local file system or on the local network path, then
select the option “File System Storage”.

€ [ SigningHub Enterprise Installer

SigningHub Document Storage Configurations

Document Storage Type
(® File System Storage (O Azure Blob Storage (O Database Storage
File System Storage

Browse the SigningHub documents storage directory:

E:\Ascertia Browse

Documents Storage Path: E:\Ascertia\SigningHub-Data

You should have atleast 10 GB of disk space.

Cancel

The information displayed above is an example and you should configure the relevant
settings for your own environment.

Click Browse and specify a storage path to store the SigningHub data.

Document Storage path can be a local drive, a network drive or an Azure blob. If the
path is on a local drive, then the installer will automatically assign the read/write
permissions to the "lIS_IUSRS" user group.

If the path is on a network/Azure drive, then the permissions should be assigned
manually to a user before continuing the installation process. To add the permissions
o on a network drive, follow these instructions:

1) Create a domain/Azure user with read/write permissions.

2) Add the read/write permissions on the directory [Document Storage Path] and
complete the installation process.

3) Now go to IIS Manager and add the user created in step 1 in Application Pool
against all SigningHub websites one by one as shown below (Skip this step if
SigningHub Enterprise is installed by using Windows Authentication):
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File View Help
: 55 licati |
Application Pools
e Hiz e & Aep
- Start Page This page lets you view and manage the list of application pools on the server. Application poo ide isq
~ -8 QA-RC1 (ASCERTIAD\Rizw- Advanced Settings ? x
1) Application Pools Filter: - WG| Add Application Pool..
v-[8] Stes T Thame Satus 4| SetApplication Pool Defaults... ~ (General) ~
;@ admin stamed | ot \NET CLR Version v4.0
@ a . Enable 32-Bit Applications  True
@ demo Stated  vig s Joolldentity A
: Started P lenti Managed Pipeline Mode Integrated
ated v Joolldenti
@ mobile £ Regycle.. i Mame web_1
& web Started S Bascsets Joolldentity Queve Length 1000
ot o asic Settings.. b ueue Leng
et Recycling... hago Start Mode OnDemand
s 3 . Advanced Settings.. Roolidentity | | ¥ Y
- Limit (percent) 0
Staned v Rename Joolldentity
Limit Action NoAction
Stated V% Remove Joolldentity
Limit Interval (minutes) 5
Started | Joolldentity . Affinty Erabled F‘
Started  w View Applications Joolldentity Pma“wm‘mw N:‘E kE 4:;:967295
Jhweb D ared D Integrated ASCERTIAD\sh.qa rocessor Affinity Mas
. Processor Affinity Mask (64-bit ¢ 4204967295
o v Process Model
5 Generate Process Model Event L
ASCERTIAOUh g a4
Idle Time-out (minutes) 0 T~
Idle Time-out Action Terminate v
Identity
[identityType, usemame, password] Configures the application pool to run
as built-in account, i.e. Application Pool Identity (recommended), Network
Service, Local System, Local Service, or a5 a specific user identity.
oK Cancel

If this is not a File System Storage and you choose the second option to “Azure Blob
Storage” then the following screen is shown:

€ [ SigningHub Enterprise Installer

SigningHub Document Storage Configurations

Document Storage Type
(O File System Storage (® Azure Blob Storage (O Database Storage

Azure Blob Storage

Azure blob storage configurations:

Account Name: |azure_7a5caeb71testee12346eetettteee@azure.com |

Account Key: I l

Cancel

The information displayed above is an example and you should configure the relevant
settings for your own environment.
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The following table details the configuration options:

Item

Description

Account Name

Account Name of the Azure. Note this must exist prior to the
installation.

Account Key

Account Key of the Azure. Note this must exist prior to the
installation.

If this is not a File System Storage and you choose the third option to “Database
Storage” then the following screen is shown:

€ [ SigningHub Enterprise Installer

SigningHub Document Storage Configurations
Document Storage Type
(O File System Storage (O Azure Blob Storage (® Database Storage
Database Storage

NOTE: All of the PDF documents will be saved in database table in blob format. With this selection it is
recommended to increase the space for database accordingly.

Cancel

Click the Next button to proceed. The following screen for Redis Server will appear:

Redis Server Configurations screen will not appear if it is already configured in
existing database.
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= X
& T SigningHub Enterprise Installer

Redis Server Configurations
Installation Type

® New Instance O Existing Instance
Redis Service Configurations

You are creating a new Redis instance, please enter your new Redis server details below

Server Address: LAPTOP-MSHAFIQU

Redis App Name: |Redis Server App ‘

Password: esbitod i l

Confirm Password: i ‘
NOTE: Redis App name can be any random name that will be used to identify this server in Redis console logs for

monitoring or debugging.
G

Redis is a light weight server, which works as backplane and message broker for
SigningHub application over an HTTP/s port. For further information, https://redis.io/

It is bundled within SigningHub package. SigningHub will communicate with the
server on that HTTP/s port. It is like SQL Server you need to have an account on
Redis server, password is optional.

1) For new instance of Redis Server we create that account with provided details
automatically in New Instance screen. It will install a new instance of Redis on
the current machine and the configurations will be saved in SigningHub
database.

2) If by any chance you have Redis server installed or you want to use Redis server
from Azure or Amazon, you need to know the app name, password and port to
connect to that instance. In that case, select Existing Instance in the above
screen.

On the Redis Server Configurations screen you can either choose a “New Instance”
or “Existing Instance” option.

If this is a new instance, then use the first option i.e. “New Instance” and provide the
appropriate Redis server configurations.
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The information displayed above is an example and you should configure the relevant
settings for your own environment.

The following table details the configuration options:

Iltem Description

Server Address Specify the Redis server address. This server is used to send real-
time on-screen notifications for document sharing. In future will be
used for cache and message broker.

Port Specify the service port for the Redis server. It is automatically
populated the available port

Redis App Name | Specify the name of Redis App. This can be any random name that
will be used to identify this server in Redis console logs for
monitoring or debugging.

Password Specify the password to authenticate the Redis server.
Confirm Specify the same password again as provided in the above
Password password field to confirm it.

Redis can enforce password-based security to save or read the key value pairs from
the Redis server. To enable password-based security, follow these instructions:

1) Goto [SigningHub Installation Directory]/Redis

2) Run the Redis command line interface by click on “redis-cli” application in
administrator mode

3) Run the command “CONFIG SET requirepass "[password]"”
4) Sign into SigningHub Administrator account

5) Go to Configurations>Redis and change the password in Redis Server
Connection String

o 6) Update the settings and Restart 1IS

Redis can disable asking for password for saving and reading the key value pairs
from the Redis server. To turn off the password, follow these instructions:

1) Goto [SigningHub Installation Director]/Redis

2) Run the Redis command line interface by click on “redis-cli” application in
administrator mode

3) Run the command “CONFIG SET requirepass ""”
4) Sign into SigningHub Administartor account

5) Go to Configurations>Redis and change the password as empty in Redis Server
Connection String

6) Update the settings and Restart 1IS
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For Load balanced deployments, only one instance of Redis is needed for
SigningHub to work with. Rest of the instances of SignignHub will communicate with
Redis using HTTP/s address and Port configured in SigningHub Admin.

If this is not a new instance, and you are choosing the second option i.e. “Existing
Instance” then the following screen will appear:

€ T SigningHub Enterprise Installer

Redis Server Configurations

Installation Type
() Mew Instance (® Existing Instance

Redis Service Configurations

Redis App Mame:

Connection String:

NOTE: Redis App name can be any random name that will be used to identify this server in Redis console logs for
monitoring or debugging.

Redis Server App |

(QA-RIP1:6379, password =P @ssword,ssl=False, abortConnect= Falsel

The information displayed above is an example and you should configure the relevant
settings for your own environment.

The following table details the configuration options:

Item

Description

Redis App Name

Specify the name of Redis App. This can be any random name that
will be used to identify this server in Redis console logs for
monitoring or debugging.

Connection
String

The following is a sample connection string for a Redis Server:

“[Redis Server Address]: [port], password=[Redis
Server Password],ssl=False, abortConnect=False”

Ascertia Limited 2021

Commercial-in-Confidence Page 60 of 133



@
SigningHub Installation Guide ascerfia

Click the Next button to select specific modules: -

& [ SigningHub Enterprise Installer

SigningHub Modules

SigningHub Admin
Website Name: ladmin I Port:

SigningHub Desktop Web
Website Name: Iweb I Port:

SigningHub API (RESTful Web Services)
Website Name: lapi J Port:

SigningHub Mobile Web
Website Name: |mobi|e l Port:

Website Name: 'demo | Port:

SigningHub Core

w

Website Name: Icore I Port: (85

Cancel

Select the appropriate modules to install the required features.

Click the Next button to show the summary and complete the installation:
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& [ SigningHub Enterprise Installer

SigningHub Installation Summary

The following modules will be installed:
- SigningHub Admin

- SigningHub Desktop Web

- SigningHub API (RESTful Web Services)
- SigningHub Mobile Web

- Website Integration Demo

- SigningHub Core

- ADSS Signing Server

This screen shows the installation summary by listing the different product modules
that will be installed.

If you think any listed item is incorrect then use the Back button (arrow towards the
top-left of the dialogue box) to correct your choices before proceeding ahead.

Click the Next button to continue with the installation.
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£ SigningHub Enterprise Installer

Installation Progress

Creating website for SigningHub Admin: admin

Creating website for SigningHub Desktop Web: web
Creating website for SigningHub APL: api

Creating website for SigningHub Mobile Web: mobile
Creating website for SigningHub Integration Demo: demo
Creating website for SigningHub Core: core

Updating system settings

SigningHub installation completed!

Click Finish to complete the installation process.

5.4 Post Installation Steps

1)  After installing SigningHub Enterprise, provide read/write access to the
IIS_IUSRS user on Document Storage Directory if it is created on a
network path.

2) If you have installed ADSS Signing Server with Windows Authentication,
then make sure that the following services in Windows Services Panel
are running under a domain user, otherwise these services may fail to
start:

3) Ascertia-ADSS-Console

4)  Ascertia-ADSS-Core

5)  Ascertia-ADSS-Service

Ascertia Limited 2021 Commercial-in-Confidence Page 63 of 133



]
SigningHub Installation Guide ascerfia

5.5 Upgrading SigningHub Enterprise

The upgrade process for SigningHub Enterprise is quick and easy. The existing data
files, database schema and database entries are automatically upgraded during the
process when the base (current) installation is v6.2 or higher. To upgrade to version
6.2 from version 5.x contact support@ascertia.com.

Read the information in SigningHub-Upgrade-Information.pdf file before proceeding
the upgrade.

5.5.1 ADSS Signing Server Dependency

ADSS Signing Server should be upgraded to the latest version before upgrading
SigningHub Enterprise. The instructions to complete the ADSS Signing Server
upgrade are:

e Take a backup of the ADSS Signing Server and SighingHub Enterprise
databases.

¢ Download the latest SigningHub Enterprise package and extract it on the same
server machine, where the system is currently deployed but in a different folder.

e Go to the location “[New SigningHub Installation Directory]/tools/adss-
server/setup” folder.

o Take a backup of the “install.xml” file by renaming it to a different name, e.g.
“‘install.xml.backup”.

e Rename the “install.xml.upgrade” file to “install.xml”.

e Run the install.bat file with administrative privileges (otherwise ADSS Signing
Server services will not be registered in Windows Services Panel) to launch the

installer.
(%] install. ;== o s accaanng
=| install. Open
|| install. Edit
= install. Print

Qi memo Wy Run as administrator
¢] readm| [f Edit with Notepad++
[%] uninsti £ Scan with Windows Defender...

— —a —a Sa S =

For further details, follow the instructions in the section 3.1.3 of ADSS-Server-
Installation-Guide.pdf which can be found in the [SH-Home]/tools/adss-server/docs
directory.

Note if you are upgrading from ADSS Signing Server v4.5.7 or an earlier version to
the latest version, then you must obtain a new ADSS Signing Server license file.
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5.5.2 Upgrade Procedure
Follow these instructions to upgrade an older version of SigningHub Enterprise to the
latest version.

Launch the installer by right-clicking the file name “[SigningHub Installation
Directory]/setup/install.bat” and select Run as administrator.

Follow the installation wizard as described previously until the ‘Installation Type’
screen is shown:

€ [l SigningHub Enterprise Installer

Installation Type

O Install SigningHub for the first time

(O Install SigningHub as another instance within a load-balanced configuration
O Install SigningHub with an existing database

@ Upgrade an existing SigningHub instance to the latest one

(O Change database credentials

(O Uninstall SigningHub

Cancel

Click the Next button to view and accept the license agreement:
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€ [ SigningHub Enterprise Installer

License Agreement

ASCERTIA SERVER SOFTWARE LICENSE AGREEMENT "
IMPORTANT - PLEASE READ CAREFULLY:

1.0 ACCEPTANCE.

Ascertia Limited (“Ascertia") is willing to license this software (the Software) and documentation (together the
Product) in this installation package to you as an individual or as an authorised representative of the company or
legal entity that will be using the Software only on condition that you accept all of the terms of this license
agreement. You or the company or legal entity (referred to as the Licensee) can accept the terms of this License
Agreement by clicking on the "l agree" button below, and proceed with the installation. To reject the terms of
this License Agreement, click on the "l disagree" button below and exit the installation process and make no
further use of the software.

BY INSTALLING AND USING THIS ASCERTIA SOFTWARE, YOU AGREE FOR YOU OR YOUR ENTERPRISE TO BE
BOUND BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, DO
NOT INSTALL OR USE THE ASCERTIA SOFTWARE.

Licensee and Ascertia may hereinafter be referred to as individually, a "Party”, or, together, the "Parties.”

2.0 LICENSE

Evaluation Copy. If you acquired the license for the Software on an evaluation basis, you may use the Software
without charge until the evaluation limits are reached or for a maximum of 3 months from the day that you
install the Software. After this you must pay the appropriate license fee to continue to use the Software. To pay
the license fee and register your copy, you should contact an authorised sales agent or email
sales@ascertia.com.

| Disagree |

Click the I Agree button to proceed.

- X
€ [ SigningHub Enterprise Installer
Existing SigningHub Configurations
Browse the existing SigningHub installation directory:
Ci\Users\omar.ahsan\Desktop\SigningHub\Build\SigningHub-v6.5
Before continuing - ensure that you have taken a backup of the SigningHub and ADSS Signing Server databases,
Mext Cancel
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Click Browse and define the path to the existing SigningHub Enterprise installation
directory.

Click the Next button to select the SigningHub data storage directory:

On the SigningHub Document Storage Configurations screen you can either choose a
“File System Storage” or “Azure Blob Storage” or “Database Storage”.

If the Document Storage is either on local file system or on the local network path, then
select the option “File System Storage”.

- X
€ [ SigningHub Enterprise Installer

SigningHub Document Storage Configurations

Document Storage Type

@ File System Storage (O Azure Blob Storage (O Database Storage

File System Storage

Browse the SigningHub documents storage directory:

E\Ascertia Browse

Documents Storage Path: E:\Ascertia\SigningHub-Data

You should have atleast 10 GB of disk space.

The information displayed above is an example and you should configure the relevant
settings for your own environment.

Click Browse and specify a storage path to store the SigningHub data.

Document Storage path can be a local drive, a network drive or an Azure blob. If the
path is on a local drive, then the installer will automatically assign the read/write
permissions to the "lIIS_IUSRS" user group.

o If the path is on a network/Azure drive, then the permissions should be assigned
manually to a user before continuing the installation process. To add the permissions
on a network drive, follow these instructions:

1) Create a domain/Azure user with read/write permissions.
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2) Add the read/write permissions on the directory [Document Storage Path] and
complete the installation process.

Now go to IS Manager and add the user created in step 1 in Application Pool
against all SigningHub websites one by one as shown below (Skip this step if
SigningHub Enterprise is installed by using Windows Authentication):

File View Help

Q- Wi |8 ggl Application Pools
) 3 | > £
~95 Start Page This page lets you view and manage the list of application paols an the server. Applicatian poo ideis
.93 QA-RC1 (ASCERTIAD\Rizwe~ Advanced Settings ? x
i 2} Application Pools 1 Fiter - G| AddApplication Pool...
Site —_— | —
~ aﬁéidmin Name Status N Set Application Pocl Defaults... v f;lecr::\’ = "
: ersion v
@ api Started | oot ooldentity Enable 32-Bit Applications ~ True
@ demo Stated Vi sto colldentity !
P N Managed Pipeline Mode Integrated
& mobile Started v 4 oolldentity
& Recydle.. Name web_1
@ web Started v oolldentity =
asic Settings.. ueue Leng
sarted | v (=] Basic Sett nas QueueLength 1000
St Recycling. h:qa Start Mode OnDemand
s 3 4 Advanced Settings... oolldentity h fput " 0
Stined” wi Rename solldentity Lfmftf:'i"a") Nohct
. imit Action oAction
Stated /3¢ Remove oolldentity Limit Interval (minutes) 5
Stated v oolldentity
| View Applications Processor Affinity Enabled False
- Staited oolldentity Processor Affinity Mask 4294967295
Glweb D tated w0 Integrated ASCERTIAO\sh.qa

Processor Affinity Mask (64-bit ¢ 4204967235
~  Process Model
Generate Process Model Event L

ASCERTIAO\sh.qa ] 4

dle Time-out (minutes) 0 |

Idle Time-out Action Terminate v
Mdentity

[identityType, usemame, password] Configures the application pool to run
as built-in account, i.e. Application Pool Identity (recommended), Network
Service, Local System, Local Service, or as a specific user identity.

oK Cancel

If this is not a File System Storage and you choose the second option to “Azure Blob
Storage” then the following screen is shown:
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- X
€ [ SigningHub Enterprise Installer
SigningHub Document Storage Configurations
Document Storage Type

O File System Storage (® Azure Blob Storage (O Database Storage

Azure Blob Storage
Azure blob storage configurations:
Account Name: lazure_?aScaeb71testee12346eete’ctteee@azure.com |
Account Key: I I

Cancel

The information displayed above is an example and you should configure the relevant
settings for your own environment.

The following table details the configuration options:

Iltem Description

Account Name Account Name of the Azure. Note this must exist prior to the
installation.

Account Key Account Key of the Azure. Note this must exist prior to the
installation.

If this is not a File System Storage and you choose the third option to “Database
Storage” then the following screen is shown:

Ascertia Limited 2021 Commercial-in-Confidence Page 69 of 133



@
SigningHub Installation Guide ascerfia

€ [ SigningHub Enterprise Installer

SigningHub Document Storage Configurations

Document Storage Type

O File System Storage (O Azure Blob Storage (® Database Storage

Database Storage

NOTE: All of the PDF documents will be saved in database table in blob format. With this selection it is
recommended to increase the space for database accordingly.

Cancel

Click the Next button to proceed. The following screen for Redis Server will appear:

- X
& [ SigningHub Enterprise Installer

Redis Server Configurations

Installation Type
@ New Instance (O Existing Instance

Redis Service Configurations

Server Address: QA-RIPT

Port: 6379

Redis App Mame: |Redis Server App |
Password: |"‘"“""""""“"""""“"“1 |

Redis App name can be any randoem name that will be used to identify this server in Redis console logs for

monitering or debugging.

NOTE:

Cancel
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Redis is a light weight server, which works as backplane and message broker for
SigningHub application over an HTTP/s port. For further information, https://redis.io/

It is bundled within SigningHub package. SigningHub will communicate with the
server on that HTTP/s port. It is like SQL Server you need to have an account on
Redis server, password is optional.

o 1) For new instance of Redis Server we create that account with provided details
automatically in New Instance screen. It will install a new instance of Redis on
the current machine and the configurations will be saved in SigningHub
database.

2) If by any chance you have Redis server installed or you want to use Redis server
from Azure or Amazon, you need to know the app name, password and port to
connect to that instance. In that case, select Existing Instance in the above
screen.

On the Redis Server Configurations screen you can either choose a “New Instance”
or “Existing Instance” option.

If this is a new instance, then use the first option i.e. “New Instance” and provide the
appropriate Redis server configurations.

The information displayed above is an example and you should configure the relevant
settings for your own environment.
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The following table details the configuration options:

Item

Description

Server Address Specify the Redis server address. This server is used to send real

time on screen natifications for document sharing.

Port

Specify the service port for the Redis server.

Redis App Name | Specify the name of Redis App. This can be any random name that

will be used to identify this server in Redis console logs for
monitoring or debugging.

Password Specify the password to authenticate the Redis server.

This is sample text for adding special notes in the document

Redis can enforce password-based security to save or read the key value pairs from
the Redis server. To enable password-based security, follow these instructions:

1)
2)

3)
4)
5)

6)

Goto [SigningHub Installation Directory]/Redis

Run the Redis command line interface by click on “redis-cli” application in
administrator mode

Run the command “CONFIG SET requirepass "[password]"”
Sign into SigningHub Administrator account

Go to Configurations>Redis and change the password in Redis Server
Connection String

Update the settings and Restart IIS

u Redis can disable asking for password for saving and reading the key value pairs
from the Redis server. To turn off the password, follow these instructions:

1)
2)

3)
4)
5)

6)

Goto [SigningHub Installation Director]/Redis

Run the Redis command line interface by click on “redis-cli” application in
administrator mode

Run the command “CONFIG SET requirepass """
Sign into SigningHub Administartor account

Go to Configurations>Redis and change the password as empty in Redis Server
Connection String

Update the settings and Restart IIS

For Load balanced deployments, only one instance of Redis is needed for
SigningHub to work with. Rest of the instances of SignignHub will communicate with
Redis using HTTP/s address and Port configured in SigningHub Admin.
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If this is not a new instance, and you are choosing the second option i.e. “Existing

Instance” then

the following screen will appear:

Installation Type

€ [ SigningHub Enterprise Installer

= *

Redis Server Configurations
() Mew Instance (@) Existing Instance

Redis Service Configurations
Redis App Name: Redis Server App |
Connection String: QA-RIP1:6379, password=P@ssword,ssl= False,abortConnect:FalseI

NOTE: Redis App name can be any random name that will be used to identify this server in Redis console logs for
menitering or debugging.

The information displayed above is an example and you should configure the relevant
settings for your own environment.

The following table details the configuration options:

Iltem

Description

Redis App Name

Specify the name of Redis App. This can be any random name that will
be used to identify this server in Redis console logs for monitoring or
debugging.

Connection
String

The following is a sample connection string for a Redis Server:

“[Redis Server Address]: [port], password=[Redis
Server Password],ssl=False, abortConnect=False”

Click the Next button to select specific modules: -
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& [ SigningHub Enterprise Installer

SigningHub Modules

SigningHub Admin

Website Name: [admin

SigningHub Desktop Web

Website Name: Iweb

SigningHub API (RESTful Web Services)

Website Name: lapi

SigningHub Mobile Web

Website Name: |mobi|e

[]:Website Integration Demo:

Website Name: 'demo

SigningHub Core

Website Name: lcore

| o
| o
| o
| o
| o
| o

This screen shows a list of all SigningHub Enterprise modules. Components that are
already installed are displayed but ‘greyed out’, while any SigningHub Enterprise
module(s) that have not been installed previously can be selected for installation during

the upgrade.

Click the Next button to see the upgrade summary:
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4 [ SigningHub Enterprise Installer

SigningHub Upgrade Summary

Existing Installation

Installation Path: ChAUsers\omar.ahsan'Desktop'SigningHub\Build\SigningHub-v6.3
SigningHub Version: g508

SigningHub Database Version: 6500

Database Machine / Port: ga-rip2 / 1433

Database Name: signingHub

New Installation

Installation Path: Ch\Users\omar.ahsan'DesktoptSigningHub\Build\SigningHub-v7.1
SigningHub Version: 7100

SigningHub Database Version: 7100

Database Machine / Port: qga-rip2 / 1433

Database Mame: signingHub

Cancel

Click the Next button to start the upgrade progress.
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£ SigningHub Enterprise Installer

Upgrade Progress

Changing website paths to the new SigningHub directory
Updating system settings
SigningHub upgrade completed!

Click the Finish button to complete the SigningHub Enterprise upgrade process.
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5.6 Changing Database Credentials for an Existing Installation

Database credentials stored by SighingHub and ADSS Signing Server are encrypted
for security purpose. If you need to make changes in your database server
configurations, then these changes must be reflected in the SigningHub and ADSS
Signing Server installations for the signing operations to continue.

SigningHub provides an option through the installer to update the following types of
database related information:

1. Database username and password

2. Database name and/or server (in case if database is restored from production
database otherwise you need to install with existing database option)

3. Authentication types (from SQL Server to Windows authentication and vice
versa)

Click here for instructions to change ADSS Signing Server database credentials.

Follow the installation wizard until the Installation Type screen is shown:

& [T SigningHub Enterprise Installer

Installation Type

(O Install SigningHub for the first time

() Install SigningHub as another instance within a load-balanced configuration
() Install SigningHub with an existing database

(O Upgrade an existing SigningHub instance to the latest one

®) Change database credentials

() Uninstall SigningHub

Cancel

Click the Next button to show the License Agreement:
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€ [ SigningHub Enterprise Installer

License Agreement

ASCERTIA SERVER SOFTWARE LICENSE AGREEMENT A
IMPORTANT - PLEASE READ CAREFULLY:

1.0 ACCEPTANCE.

Ascertia Limited (“Ascertia”) is willing to license this software (the Software) and documentation (together the
Product) in this installation package to you as an individual or as an authorised representative of the company or
legal entity that will be using the Software only on condition that you accept all of the terms of this license
agreement. You or the company or legal entity (referred to as the Licensee) can accept the terms of this License
Agreement by clicking on the "l agree" button below, and proceed with the installation. To reject the terms of
this License Agreement, click on the "l disagree" button below and exit the installation process and make no
further use of the software.

BY INSTALLING AND USING THIS ASCERTIA SOFTWARE, YOU AGREE FOR YOU OR YOUR ENTERPRISE TO BE
BOUND BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, DO
NOT INSTALL OR USE THE ASCERTIA SOFTWARE.

Licensee and Ascertia may hereinafter be referred to as individually, a "Party", or, together, the "Parties.”

2.0 LICENSE

Evaluation Copy. If you acquired the license for the Software on an evaluation basis, you may use the Software
without charge until the evaluation limits are reached or for a maximum of 3 months from the day that you
install the Software. After this you must pay the appropriate license fee to continue to use the Software. To pay
the license fee and register your copy, you should contact an authorised sales agent or email
sales@ascertia.com.

| Dissgree

Click the I Agree button to proceed.

The following screen to prompt for database details is displayed:

€ £ SigningHub Enterprise Installer

SigningHub Database Configurations

Database Management System Type
® Microsoft SOL Server (O Oracle

Installation Type

(@ Basic () Advanced
Database Configurations
Database Server: |Producti0r1 |
Port: 1433
Database Mame: |SigningHub |

[ Use windews authentication

Username: |Jhon.clark |

Password: |ﬁm |

Cancel
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Click the Next button to update the database configurations.

£ SigningHub Enterprise Installer

Installation Progress

Changing database crendentials process started
SigningHub Admin database crendentials changed
SigningHub Desktop Web database crendentials changed
SigningHub API database crendentials changed
SigningHub Mobile Web configurations changed
SigningHub Demo App configurations changed
SigningHub Core configurations changed

Changing database crendentials process completed
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5.7 Troubleshooting

1.

If SigningHub Enterprise Admin module is installed on Windows 2012 R2, then
the HTTP 403.16 error code may occur when you access the SigningHub Admin
console from web browser.

Follow these instructions to solve this issue:

a. Open registry and add the key:

b. KEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProvi
ders\SCHANNEL

c. Create a new key with Value Type: REG_DWORD (32-bit)
d. Set Value Name: ClientAuthTrustMode
e. Edit the field and set Value Data: 2

If you are interested to know more details about it, browse the following
Microsoft KB link: https://support.microsoft.com/en-us/kb/2464556

If you receive the HTTP error code 500.19 whilst accessing Admin, Web or API
then:

a. Open IIS Management Console

b. Go to Application Pools

c. Select a site and click the Advanced Setting

d. In General, make sure that Enable 32-Bit Applications is set to False

If you cannot start ADSS Signing Server from Windows Services panel on
Azure, then make sure that you are not starting those services under Windows
user that you have created while creating the Azure instance. You must create

another Windows user with Administrative rights and start the services under
that user.
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6  SigningHub Enterprise Uninstallation

Though we will not be pleased to let you go, but sometimes we have to say goodbye.
You may uninstall SigningHub Enterprise anytime. For this:

Right click the “[SigningHub Installation Directory]/setup/install.bat” file and choose
Run as administrator.

Follow the installation wizard until the Installation Type screen is shown:

& T SigningHub Enterprise Installer

Installation Type

() Install SigningHub for the first time

(O Install SigningHub as another instance within a load-balanced configuration
(O Install SigningHub with an existing database

() Upgrade an existing SigningHub instance to the latest one

() Change database credentials

®) Uninstall SigningHub

Uninstall ADSS Signing Server

Cancel

Select “Uninstall SigningHub” to remove all websites from 1IS mapped, this directory
and from the SigningHub Core. If you select the “Uninstall ADSS Signing Server”
option as well, then ADSS Signing Server will also be uninstalled, provided it is
installed from this installation directory. If it is installed from a different installation
directory, then you need to uninstall ADSS Signing Server by executing:

[ADSS-Server-Home]/setup/uninstall.bat script from there.

Click the Next button to proceed further.
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The following screen is shown:

& [ SigningHub Enterprise Installer

Uninstallation Summary

The following modules will be uninstalled:

- SigningHub Admin

- SigningHub Desktop Web

- SigningHub API (RESTful Web Services)
- SigningHub Mobile Web

- Website Integration Demo

- SigningHub Core

Cancel

Click the Next button to proceed with the uninstallation.
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£ SigningHub Enterprise Installer

Uninstallation Progress

Uninstallation process started

Uninstalling SigningHub Admin module
Uninstalling SigningHub Web module
Uninstalling SigningHub Web Services APl module
Uninstalling SigningHub Mobile Web

Uninstalling SigningHub Demo module
Uninstalling SigningHub Core

Uninstallation process completed

Click the Finish button to complete the process.
Note this procedure does not remove the system database and its respective contents.

If you intent to uninstall ADSS Signing Server, read ADSS Signing Server Installation
Guide which is located at: [ADSS Signing Server installation directory]/docs/.
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Appendix A - Configuring AJP Connector for Local
Signhing
When you need to sign using local smartcards or USB Tokens, then ADSS Signing

Server Go>Sign Service is required. This relies on proper configuration of an AJP
connector on the proxy server (if used).

Consult the following points to configure AJP services.
A.1 Prepare the Packages

o Retrieve the package "tomcat_iis_connector.zip" from the path "[SigningHub
Installation Directory]/tools/adss-server/support”. It contains the configuration
files necessary for the ISAPI filter to run and communicate with ADSS Signing
Server.

e Extract the zip file and place the contents in a folder at a convenient location on
your server machine. The default and recommended location is
C:\tomcat_iis_connector.

e Copy the 'isapi_redirect.dll' file from either of the x32 or x64 directories (based
on your hardware architecture on the server machine). These folders are in the
'‘tomcat_iis_connector' directory. Place this dll file at the root level of
'tomcat_iis_connector’ directory.

e If you extracted the AJP Connector to a directory other than the default
recommended directory (i.e. C:\tomcat_iis_connector), then edit the
‘isapi_redirect.properties’ file and ensure that the " 10g file’,

‘worker file’, ‘worker mount file’ and ‘rewrite rule file’
properties are pointing to the correct locations.

If your ADSS Signing Server is not running on the same server as SigningHub
Enterprise, then edit the ‘worker.properties.minimal’ file in the ‘conf’ directory so that
the ‘worker.worker1.host’ and ‘worker.worker2.host’ properties point to the IP address
or host name of your ADSS Signing Server installation.
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A.2 Add ISAPI Filter for SigningHub Enterprise

Note if ISAPI Filter element (11S feature and not SigningHub Enterprise) is not installed
on your IS then click here for help.

e Open Internet Information Services (11S) Manager.

e Inthe 'Connections' panel, ensure that the SigningHub Enterprise Desktop Web
application (i.e. by default named as ‘Web’) is selected. Now double-click the
'ISAPI Filters' icon in 'Features View":

@j Internet Information Services (IIS) Manager — m] X
€ €@ » LAPTOP-RA » Sites » web » @ <@

File  View Help

Connections Actions
e Q web Home .
=] Open Feature
K= -
v 3 LAPTOP.RA.(ASCERTMO Filter: - Go %Show All  Group by: _ @ Explore
i[5} Application Pools T . .
[ =y =) Edit Permissions...
w ":‘;. Sites ;5‘? L’E_ I%?‘ & L J_-I; 2
& admin 8 o ) = Edit Site
. . Machine Key Pages and Providers  Session State SMTP E-mail -
g 9 api Controls Bindings...
> 9 deme D Basic Settings...
& mobile 15 ~ Tl
&P office | e ]
. g web % rj‘_il \é| (V] =)) fiew Virtual Directories
ASP Authentic... Compression Default Directory Manage Website A

Document  Browsing

e Restart
#1 I
i . Stop
ErrorPages  Handler LI3API Filters :  Logging
Mappings Browse Website
j_']T\' {.'E%ﬂ EE— % Browse *:81 (http)
L Advanced Settings...

MIME Types  Modules Output Request S5L Settings

Caching Filtering Configure
. = Limits...
F’f| '@' Help
URL Rewrite  WebDAY v
< 3 .;Cantent‘u‘iew
Ready ej

e From the 'Actions' panel on the right, click 'Add'. Set the 'Filter name' t0 ‘tomcat’
and set the 'Executable' to point to the ‘isapi_redirect.dIl’ file that you placed in
root level of 'tomcat_iis_connector' in the above step:

r B
Add ISAPI Filter — (B
Filter name:
tomcat
Executable:
Cih\tomeat_iis_connectoriisapi_redirect.dll E]
(0].4 ] [ Cancel
| &
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e Click 'OK". The new filter should now be listed in the ISAPI Filters list for the
website:
[ @3 Internet Inforrr_b.ation Services (IIS) Manager E@Iﬂw
@C [@ » LAPTOP-YK-WIN » Sites » web » |& -~ @ -
File  View Help
Connections Actions
. &P IsAPIFilters "
“ aﬂ LAPTOP_-YK_-WTN (ASCERTLA Use this feature to configure ISAPI filters that process requests made to Edit...
2 A.ppllcatlon Pools the Web server. Rename
“ ‘-L;es . Group by: No G = H Remove
s & admin P by: Mo Grouping
b 9 web -

4 | i

Name
ASP.Met_2.050727.0
ASP.Met_2.050727-64
tomcat

Executable

Sawindir?E\Microsoft. NET\Framework'
Sewindir?E\Microsoft. MET\Frameworki
Ci\tomcat_iis_connectorisapi_redirec

4 | 1

[ Features View || (= Content View

A.3

Configuration: 'localhost' applicationHost.config, <lecation path="web">

G —————

Revert To Parent
View Ordered List...
'@' Help

Online Help

b

Add Virtual Directory

Now add a virtual directory in the SigningHub Enterprise Desktop Web application to
host the ISAPI Filter.

In the 'Connections' panel, ensure that the SigningHub Enterprise Desktop Web

application (i.e. by default named as ‘Web’) is selected. Right-click Web and
select “Add Virtual Directory”:
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= =
v B
u'j Internet Information Services (IS) Manager — [-:" E‘g
——— . e
@@ [@ » LAPTOPVICWIN » Sites » web » | &l 5 @ -
File View Help
Connections Actions
- @ web Home "
-~ B Explore e
JC= YK- icsions
4 j Lff:PTOP.YK. WIN (ASCERTIA Filter: . %Go . % Showall | Groupby: Edit Permissions...
e jot Application Pools =] -
[ Edit Site
4.[@] Sites ASP.MET = c
" i — indings...
& admin ot & i ;
@ webl ’_‘% N~ it 0 [E Basic Settings...
g Explore T NET Error NET Vi plications
Edit Permissions... ation Pages Globalization Vi rtual Directories
£ Add Application... 2N 9 é‘f) 3 Manage Web Site @
= L=l - .
& Add Virtual Directory... | oles  NET Trust  .MET Users & Restart L
Level Ctart E
Edit Bindings.. el C
= e B Stop
Manage Web Site » Bb) il’j = R | ™ e
& Refresh ction Machine Key  Pages and Browse *:81 (hittp)
gs Controls — ;
K Remove Browse *:444 (https)
Deploy » @ @" Advanced Settings...
,g” Install Application From Gallery State SMTP E-mail (onfiyxe I
Limits...
Rename ———
} : ) _ Deploy &
[Tz Switch to Content View ! @ « Install Application From
- = = Gallery
nep Avthentic e Comnreccinn & Export Application...
. - 1 | [ETFeatures View | % Content View & Import Application... i
Ready qﬂ:i
ST -

e Set'Alias' to 'jakarta' and 'Physical Path' to

(e.g. C:\tomcat_iis_connector). Click OK:

‘tomcat_iis_connector’ directory

—
Add Virtual Directory

Site name:  web
Path: !
Alias:
jakarta

Example: images
Physical path:
C:\tomcat_iis_connector

Pass-through authentication

LConnect as... ] ’ Test Settings... ]

(2 oo

-

o Verify that the 'jakarta’ virtual directory is how present under the SigningHub
Enterprise Desktop Web application:
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-
q_ﬁ Internet Informaticn Services (IIS) Manager
e ——

@@ [1 » LAPTOP-YKWIN » Sites » web » jakarta » | < 5@
File View Help
Connections - aka Actions
= akarta Home
L] .tJ J B Explore
-85 LAPTOP-YK-WIN (ASCERTIA it Permissions...
<4 APTOPVIWIN Filter: - 00 Go - GyShowAll |Groupby: Edit RenmEsion
=t Application Pools - | D Basic Settings
4 -[&] Sites ASP.MET B sic 5
|'> - admin = , Ma Virtual Directol (€3]
3 5 . ——
4 0 web : s = Browse Virtual Directory
B [ account MNET MET .MET Error MNET I
b [ ajax Authorizat.. Compilation Pages Globalization
>-£1 api = P -
- | App_GlobalResou 0= L‘? Lég) 3 Edit Virtual Directory
b assets \NET Profile .NETRoles .NET Trust .NET Users Advanced Settings...
b1 bin Levels o Install Application From
B ] defaults N - = Gallery
7
- | fonts ab| ;E? | @ Help
b htmls Application  Connection Machine Key  Pages and Online Help
M;J jakarta | Settings Strings Controls
b J License y
= R 8 3
= i =
st
D % Masters Providers  Session State SMTP E-mail
-l scripts I
B [ shep
- | signatureAppeara s
b temp ) ]
- 1] themes = i )
-] uicontrols AGD Aarbhentic At Chranreceinn S
R , | [ restres view | 2 Content view
Ready 9
S — 4
e Now select the 'jakarta' virtual directory from the 'Connections' panel, and

double-click the 'Handler Mappings' icon in the 'Features View':
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r ™
Qﬂ Internet Informaticn Services (IIS) Manager E@g
.
) |0 v LAPTOP-YK-WIN » Sites » web » jakarta » @@ -
ShE j
File View Help
Connections - Ak Actions
™ = akarta Home
# _g_J J Open Feature
-85 LAPTOP-YK-WIN (ASCERTIA|
‘4 ﬂ o { Filter: - [Go - gShowAll |Groupby:  _ Bl Explore
‘. [Z} Application Pools T
el Edit Permissions...
4. 8| Sites -
>0 admin IS D Basic Settings...
4 @ w.eb p— = Manage Virtual Directory &
s - | account Q _(’}E) \fa|
b ajax = i Browse Virtual Directory
- = api ASP Authentic... CGL Compression Browse %81 (http)
b5 App_GlobalResou ) Browse 444 (https)
p [ assets =0 = Edit Virtual Directory
> -] bin /] = | _ ot P
: . : Advanced Settings...
o[ defaults Default Directory Handler —
b . fonts Document  Browsing i Mappings an Install Application From
b J fort - E Gallery
o] htmls £| = .-%ﬂ
bl =
» o jakarta J j’] & ® Help
>+ License HTTP Logging MIME Types  Modules - Online Help
) gging ¥ =
b - | logs Respon...
» .| masters _ G
s ] scripts ?)’ﬁ o= % I
b | shop Output Request  S5L Settings
»-[ | signaturefppeara Caching Filtering b i
. ‘J temp Management
s .| themes
> | uicontrols = =
(i | [ Festuesview i Content iew
Ready 9
T

e Click the 'Edit Feature Permissions' link in the 'Actions' panel. Ensure that the
'‘Execute’ option is selected along with the ‘Read’ and ‘Script’ options:

F Rl
Edit Feature Permissions - M

Permissions:
Eead
Script

| Execute

i

W [ OK ] ’ Cancel ]

L

e Click OK to close the dialogue message box.

A.4 Register ISAPI Extension

Next, register ‘isapi_redirect.dll’ as an authorised ISAPI Extension.

e Inthe 'Connections' panel, ensure that the local IIS Server instance is selected:
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-
wj Internet Information ices (IS) Manager R —— Elﬁu
-—ﬂ iy
6@ [ » LAPTOP-vK-WIN » EEEICE
File View Help
Connections Actions
0‘;’ LAPTOP-YK-WIN Home
Manage Server
€2 LAPTOP-YK-WIN (ASCERTIA 2
R YW € Filter: - BfiGo - GhShow Al |Groupky: i || ¥ Pestot
2 Application Pools 5 P Start
a .Eges [ http://localhost/ }P.NEI' B B sop
3 admin P A i
1 4 web '_5 g\é Q View Application Pools
NET NET \NET Error NET View Sites
Authorizat.. Compilation Pages Globalization Deploy ._5_.
E| = = A5 §
'-E?’ ab| ;!E E %J’ Export Server Package...
. I rt Serv Site Package...
MNET Trust  Application Connection Machine Key e
Levels Settings Strings Change .NET Framework
- Version
‘Iﬂ‘!; i% @l @ Help
Pages and Providers ~ Session State SMTP E-mail Online Help
Controls
s
e =]
ASP Authentic... CGI Compression I
Nafanlk Nirartane  Erenr Damar Eactr il 52
R )| [ Festres Ve 5 Contert View
Ready -1
B — y

e Double-click the 'ISAPI and CGI Restrictions' icon in 'Features View':

-
g5 Internet Information W’ (IIS) Manager R —— Elﬁu
—
6@ [€5 v LapTOP-v-WIN » |& = @ -
File View Help
Connections Actions
@;’ LAPTOP-YK-WIN Home
4 Open Feature
8| LAPTOP-YK-WIN (ASCERTIA|
4% 4., o ( Filter: - (G0 -G show Al | Groupby: | Manage Server
L=} Application Pools 7| 2 Restart
4.[&] Sites s i M
: . P Start
|_>-0 admin S P
3 s B 4 -
ASP Authentic.. Cal Compression View Application Pools
View Sites
6 Deploy ‘.i\_.'
Default Directory  Error Pages FastCaGl po) Bt Pack.age.”
Document  Browsing Settings ﬁ Import Server or Site Package...
. Change .NET Framewark
@ @ Version
Handler HTTP ISAPIand | ISAPIFilters L @ rep
Mappings  Respon.. Cal 1 Online Help
- Restrictions -
8 - B
Legging  MIME Types  Modules Output
Caching L I
= a2l Q
o= L_“l’ &R“
Request Server Worker
Filtering Certificates ~ Processes =2
‘ 1 v | [E]Features View |2 Content View
Ready 9
[ S——— |
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e Click 'Add' in the 'Actions' panel, and set the 'ISAPI or CGI path' to the
‘isapi_redirect.dIl' you placed at the root level of directory ‘tomcat_iis_connector’
in the step above. Set the 'Description' to 'tomcat'. Ensure that the 'Allow
extension path to execute' option is selected:

r B
Add ISAPI or CGI Restriction -2 [

ISAPI or CGI path:
Ch\tomncat_iis_connectonisapi_redirect.dll E

Description:

tomcat

Allow extension path to execute

e Click OK to close the dialogue message box.
e Verify that the new ISAPI item (i.e. tomcat) is listed in the table with the 'Allowed'

restriction:
r ™
Qﬂ Internet Information Services (IS} Manager E@ﬂ
——. — -
@'\'f) [€5 » LAPTOP-VK-WIN » | &« M @ -
File  View Help
Connections Lo Actions
qgl ISAPI and CGI Restrictions s
= Add...
JCE _YK-
“ j L,_":PTOP_YK_ MWIN (ASCERTL, Use this feature to specify the ISAPI and CGI extensions that can run on Deny
il Application Pools the Web server. Edit...
4. 8| Sites x _
5@ admin Groupby: No Grouping  ~ Remov
> 4 web Descripti(;n Restriction Path Edit Feature Settings...
Active Server Pages  Allowed Fewindire\system32\inetsr '@' Help
ASP.NET v2.0.50727  Allowed Fewindirfe\Microsoft. NETY Online Help
ASP.NET v2.0.50727  Allowed Fewindirfe\Microsoft. NETY
ASP.MET v4.0.30319 Mot Allowed CAWindows\Microsoft.NE
ASP.MET v4.0.30319 Mot Allowed CAWindows\Microsoft.NE
tomcat Allowed E\Installationshadocs-v5.5
|
4 | i b
e+ [ElFeshueview i@ Contentview
Configuration: 'localhest’ applicationHost.config '@ﬂ
T
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A.5 Update ADSS Signing Server & SigningHub Enterprise
Configuration

ADSS Signing Server G0>Sign Service must be updated to cater for local signing in
SigningHub. To do this follow these instructions: -

Open the ADSS Signing Server console and login.

Click on Go>Sign Service menu option.

Click on the Service Manager option from the left-hand menu.

In the Go>Sign Service Address field, paste the URL that points at the AJP

connector server. This is the address of the ‘web’ web site that includes the

AJP connector configured in IS, i.e. https:/<your_domain>. Note no postfix URL

settings is required.

e Click on the Update button.

¢ Now go to Go>Sign Profiles and add/edit the profile. (Note that if sample data is
added then Go>Sign Profile adss:gosign:profile:001 is configured to work with
SigningHub)

e Setthe Go>Sign Profile Type as PDF Hash.

e Save the configurations.

e  When prompted, click on the Restart button.

Next update the ADSS Signing Server connector in SigningHub Enterprise Admin to
use the ADSS Signing Server host URL behind AJP connector, e.g. use http://machine-
name/ instead of the default URL http://machine-name:8777/. To do this, follow these
instructions: -

Open the SigningHub Enterprise admin console and login.

Select the Configurations menu.

Select the Connectors menu from the right-hand side.

Choose to edit the ADSS Signing Server connector.

Update the Go>Sign Service Address entry. It should match the entry used
directly above in the Go>Sign Service Address field, i.e. the address of the
‘web’ web site that includes the AJP connector configured in 1IS. Ensure that
the final ‘’ character at the end of the URL is not omitted.

e  Save the changes.

e Choose the Publish Changes option found towards the top right of the browser.

In order to deploy the AJP connector with SigningHub Enterprise x64 bit package, it
is recommended to explicitly set the "Enable 32-Bit Application" option to "False"
under the advanced properties in IIS, otherwise AJP connector might not function
correctly.

u To do this go to Internet Information Services (11S), then Application Pools, and
select the Web Site and click Advanced Settings. A small window will appear from
there you can set the "Enable 32-Bit Application” option to "False". Restart the
application pool and web site once this is done.
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Please note that Local Signing will not be available by using sessionState mode
“SQLServer’. However, if users still require performing Local Signing, then please
follow these steps to replace sessionState mode with “InProc”:

1) Open the [SigningHub-Installation-Dir]/web/web.config file of all
deployments of SigningHub:

7) Replace:
“<sessionState mode="SQLServer"
allowCustomSglDatabase="true"
sglConnectionString="AdocsEntities" cookieName="SH ID"
timeout="60" compressionEnabled="true"></sessionState>"

With:
“<sessionState mode="InProc" timeout="60"
cookieName="SH ID" />"

Restart IIS from the 'Connections' panel. Right-click on the IS local instance and
Restart the IIS Server.

Appendix B - Securing SigningHub Desktop Web

B.1

B.2

B.3

Securing cookies

To secure SigningHub cookies, make sure following tag is set to true, under
[SigningHub-Installation-Dir]/web/web.config file:

<httpCookies httpOnlyCookies="true" requireSSL="true"/>

Note that it should only be enabled when SigningHub is configured to run over SSL.

'X-XSS-Protection' header

The HTTP X-XSS-Protection response header is a feature of Internet Explorer,
Chrome and Safari that stops pages from loading, when they detect reflected cross-
site scripting (XSS) attacks. This header is added by default in web.config.

HTTP Strict Transport Security (HSTS) header

The HTTP Strict-Transport-Security response header (often abbreviated as HSTS) is
a security feature that lets a website to tell browsers that it should only be
communicated over HTTPS, instead of HTTP.

To enable HSTS, add the following header in HTTP Response Headers of IIS against
SigningHub Desktop Web website:

Strict-Transport-Security: max-age=<expire-time>; includeSubDomains
max-age

The time, in seconds, that a browser should remember that this site is only to be
accessed using HTTPS e.g. 31536000.

includeSubDomains [Optional]
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If this Optional parameter is specified, this rule applies to all of the site's subdomains
as well.

B.4 HTTP Public Key Pinning header

The HTTP Public-Key-Pins response header associates a specific cryptographic public
key with a certain web server to decrease the risk of MITM attacks with forged
certificates. If one or several keys are pinned and none of them is used by the server,
the browser will not accept the response as legitimate, and will not display it. To enable
Key Pinning, add the following header in HTTP Response Headers of 1IS against
SigningHub Desktop Web website:

Public-Key-Pins: pin-sha256="<pin-value>"; max-age=<expire-time>;
includeSubDomains

pin-sha256

The quoted string is the Base64 encoded Subject Public Key Information (SPKI) fingerprint. It
is possible to specify multiple pins for different public keys. Some browsers might allow other
hashing algorithms than SHA-256 in future.

max-age

The time, in seconds, that a browser should remember that this site is only to be
accessed using one of the defined keys e.g. 31536000.

includeSubDomains [Optional]

If this Optional parameter is specified, this rule applies to all of the site's subdomains
as well.

B.5 TLS Fallback SCSV

To work around interoperability problems with legacy servers, many TLS client
implementations do not rely on the TLS protocol version negotiation mechanism alone.
They will intentionally reconnect using a downgraded protocol if initial handshake
attempts fail. Such clients may fallback to connections in which they announce a
version as low as TLS 1.0 (or even its predecessor, Secure Socket Layer (SSL) 3.0)
as the highest supported version. To avoid the TLS Fallback SCSV attacks, it is
recommended to disable all TLS protocols except TLS 1.2. Click here for instructions
to disable the weak protocols.

B.6 SSL Medium Strength Cipher Suites

SigningHub does not use the Medium Strength Ciphers (> 64-bit and < 112-bit key, or
3DES), so you can disable them to avoid any misuse. Click here for instructions to
disable the weak or medium ciphers.

B.7 Hiding Application Errors and Server Information

Printing of an exception in browser, server OS information, application data or version
number can be of great value for an attacker. By default this is turned off to help
troubleshooting errors, however when deployed in production then this should be
turned on. It can be turned on by setting customErrors="0On" in [SigningHub-
Installation-Dir]/web/web.config.
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B.8 Content Security Policy Header

This header helps to prevent code injection attacks like cross-site scripting and
clickjacking by telling the browser which dynamic resources are allowed to load.
The value of the Content-Security-Policy header is made up of x segments separated
by a semicolon; self translates to the same origin as the HTML resource. With this
minimum configuration, your HTML is allowed to fetch JavaScripts, stylesheets etc.
from the same domain that served the HTML referencing of the resources. You won't
be able to include external scripts from CDNs and similar. This header is added in
web.config and you need to change the SigningHub URLs accordingly:

<add name="Content-Security-Policy" value="default-src 'self'
https://client.go-sign-desktop.com:8782/gosign-desktop; connect-src 'self'
https://graph.microsoft.com/vl.0/me?%24select=mySite
https://dc.services.visualstudio.com/v2/track https://www.facebook.com/tr/
https://client.go-sign-desktop.com:8782/gosign-desktop
https://graph.microsoft.com/vl.0/drive/items/
https://graph.microsoft.com/vl1.0/me/drive/items/ https://client.go-sign-
desktop.com:8782 https://web.signinghub.com/adss/gosign/handler
ws://web.signinghub.com/; child-src 'self' https://docs.google.com/picker
https://client.go-sign-desktop.com:8782/gosign-desktop
https://accounts.google.com https://www.google.com/; script-src 'self'
'unsafe-inline' 'unsafe-eval'
https://www.googleadservices.com/pagead/conversion.js
https://bat.bing.com/bat.js http://apis.google.com
https://apis.google.com/js/api.js https://docs.google.com/picker
https://js.live.net https://www.google—-analytics.com https://client.go-
sign-desktop.com:8782/gosign-desktop https://web.signinghub.com
https://api.taxamo.com/js/vl/taxamo.all.js
https://graph.microsoft.com/v1.0/me/drive/items/
https://www.gstatic.com/recaptcha/api2/; style-src 'self' 'unsafe-inline';
img-src 'self' * data: blob:;frame-src 'self' *;" />

This is sample text for adding special notes in the document

Add the following URLs in connect-src for Belgian elD Card, in addition to the above
CSP headers:

https://client.localmiddleware.be:20202/version
https://client.localmiddleware.be:20202/status
https://client.localmiddleware.be:20202/events
https://client.localmiddleware.be:20202/session
https://client.localmiddleware.be:20202/eID/signingSession
o https://client.localmiddleware.be:20202/eID/id
https://client.localmiddleware.be:20202/eID/nonRepudiationCertif
icate
https://client.localmiddleware.be:20202/eID/citizenCertificate
https://client.localmiddleware.be:20202/eID/rootCertificate
https://client.localmiddleware.be:20202/eID/signRsa

Add the following URLSs in child-src and the last one in script-src for Stripe, in addition
to the above CSP headers:

https://api.taxamo.com/
https://c.taxamo.com/
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https://p.taxamo.com/
https://api.taxamo.com/js/vl/taxamo.all.]js

Add the following URLs in connect-src for T1C Signing, in addition to the above CSP
headers:

https://accapim.tlt.be:443 https://localhost:10443/v2/

This configuration lets your web application to load resources and styles from its own
domain plus scripts from http://apis.google.com, https://js.live.net, and https://www.google-
analytics.com

B.9 Referrer Policy Header

Browsers automatically add the Referrer header, when a user clicks a link on your site.
This means that a linked website will be able to see where the users are coming from.
While this is a great feature for Analytics, you may have sensitive information in your
URLs which you don't want to forward to other domains. To remove the referrer
entirely, add the following header in web.config:

<add name="Referrer-Policy" value=" origin" />

B.10 ‘X-FRAME-OPTIONS’ Response Header

To restrict frameable response vulnerability. X-FRAME_OPTIONS can be set to
‘DENY’ in web.config. However, it is not recommended when SigningHub has to be
used within IFrame.

<add name="X-Frame-Options" value="DENY" />

B.11 Cacheable HTTPS Response

To prevent sensitive information to be stored in browsers local cache, set no-cache
option by adding following header under web.config.

<add name="Cache-Control" value="no-cache" />

B.12 CAPTCHA Configurations

Google CAPTCHA must be configured in SigningHub application to prevent brute force
attack. This can be configured in SigningHub admin console under connectors and has
to be set as default Google CAPTCHA under Global Settings.
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Appendix C - Securing SigningHub API
C.1 'X-XSS-Protection' header

The HTTP X-XSS-Protection response header is a feature of Internet Explorer,
Chrome and Safari that stops pages from loading, when they detect reflected cross-
site scripting (XSS) attacks. This header is added by default in web.config.

C.2 Content Security Policy Header

This header helps to prevent code injection attacks like cross-site scripting and
clickjacking by telling the browser which dynamic resources are allowed to load.
The value of the Content-Security-Policy header is made up of x segments separated
by a semicolon; self translates to the same origin as the HTML resource. With this
minimum configuration, your HTML is allowed to fetch JavaScripts, stylesheets etc.
from the same domain that served the HTML referencing of the resources. You won't
be able to include external scripts from CDNs and similar. This header is added in
web.config and you need to change the SigningHub URLs accordingly:

<add name="Content-Security-Policy" value="default-src 'self'
https://client.go-sign-desktop.com:8782/gosign-desktop ;connect-src 'self'
https://dc.services.visualstudio.com/v2/track https://www.facebook.com/tr/
https://client.go-sign-desktop.com:8782/gosign-desktop
https://graph.microsoft.com/vl.0/drive/items/
https://graph.microsoft.com/vl1.0/me/drive/items/ https://client.go-sign-
desktop.com:8782 https://web.signinghub.com/adss/gosign/handler
ws://web.signinghub.com/; child-src 'self' https://docs.google.com/picker
https://client.go-sign-desktop.com:8782/gosign-desktop
https://accounts.google.com https://www.google.com/ ; script-src 'self'
'unsafe-inline' 'unsafe-eval'
https://www.googleadservices.com/pagead/conversion. js
https://bat.bing.com/bat.js http://apis.google.com
https://apis.google.com/js/api.js https://docs.google.com/picker
https://js.live.net https://www.google-analytics.com https://client.go-
sign-desktop.com:8782/gosign-desktop https://web.signinghub.com
https://api.taxamo.com/js/vl/taxamo.all.js
https://graph.microsoft.com/vl.0/me/drive/items/
https://www.gstatic.com/recaptcha/api2/; style-src 'self' 'unsafe-inline';
img-src 'self' * data: blob:;frame-src 'self' *;" />

This configuration lets your web application to load resources and styles from its own
domain plus scripts from http://apis.google.com, https://js.live.net and https://www.google-
analytics.com

C.3 ‘X-FRAME-OPTIONS’ Response Header

To restrict frameable response vulnerability. X-FRAME_OPTIONS can be set to
‘DENY’ in web.config. However, it is not recommended when SigningHub has to be
used within IFrame.

<add name="X-Frame-Options" value="DENY" />
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CA4

Cacheable HTTPS Response

To prevent sensitive information to be stored in browsers local cache, set no-cache
option by adding following header under web.config.

<add name="Cache-Control" value="no-cache" />

Appendix D - Application Settings

D.1

The Application Settings is an <appSettings> tag in the “web.config” file of SigningHub
application that includes multiple <add> tags. Each <add> tag is uniquely identified by
its “key” attribute.

The setting of these <add> tags affect how the relevant SigningHub features would
work. By default, these settings are pre-configured with the installation; however, you
may modify them as per your requirements.

The following sections illustrate the features that you can configure in App Settings for
Desktop Web, Mobile Web, API and SigningHub Admin.

Desktop Web

Make the following changes in the “web.config” file to configure Application Settings
for SigningHub Desktop Web.

To display Global Sign Logo under system tray:

<add key="ShowGlobalSignLogo" value="false" />

For the tag with the “ShowGlobalSignLogo” key, set the value to “True”.

To perform client-side signing using Applet option:
<add key="SupportApplet" value="False" />

For the tag with the “SupportApplet” key, set the value to “True”. This enables to
download the JS file for performing client-side signing using the applet.

To display an error if no RUT value found in user identity table:
<add key="ValidateRUT" value="False" />

For the tag with the “ValidateRUT” key, set the value to “True”, else system will work
as of today and will let user sign the document.

To add signature policy information while performing signatures:

<add key="SignaturePolicyURI" value=""/>
<add key="SignaturePolicyName" value=""/>

1) For the tag with the “SignaturePolicyURI” key, set the value to a valid
downloadable link of the signature policy document.

2) For the tag with the “SignaturePolicyURI” key, set the value to a name of a
signature policy document with extension, which is placed under default
directory in SigningHub deployment directory at the following path:
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[SigningHub Deployment Directory]\default\signaturepolicydocuments

There is a workaround needed to be done at ADSS end for verification of EPES
signatures as ADSS is unable to download the document from the provided URI in
signature due to which the policy document needs to be placed under policy folder at
the following path:

[ADSS Installation Directory]/service/policy

Moreover, OID and path in the 'policy.properties' file must be added at the following
path:

[ADSS Installation Directory]/service
Example:

Sample-0ID = D:/Deployments/ADSS-Server/service/policy/Sample-Policy-
Document.pdf

To add signature policy information while performing signature
<add key="SignaturePolicyOID" value=""/>

For the tag with the “SignaturePolicyOID” key, set the value to the signature policy OID
according to the policy document.

To add the '00' IDD prefix (if not already present) in the mobile number:
<add key="MODIFY MOBILE NUMBER FOR SAM" value=""/>

For the tag with the “MODIFY_MOBILE_NUMBER_FOR_SAM” key, set the value
“True” SigningHub work as of today by adding the '00' prefix (if not already present) in
the mobile number before sending it to the ADSS Server's SAM.

If it's “False”, SigningHub will send the mobile number to the ADSS's SAM without any
modifications.

D.2 Mobile Web

Make the following changes in the “web.config” file to configure Application Settings
for SigningHub Mobile Web.

To open SigningHub Application for iOS or Android from Mobile Web Interface:

These are smart banner app settings attributes 'apple-itunes-app', 'google-play-app'.
Remove these attributes if a banner is not desired.

<add key="apple-itunes-app" value="app-1d=1546086577" />
<add key="google-play-app" value="app-id=com.shub77%app" />

Android app parameters to open from browser.

<add key="andriod intent filter" value="mobile.shub779%app.com" />
<add key="andriod scheme" value="shub779%app" />

<add key="andriod package" value="com.shub77%app" />

<add key="ios app url" value="https://t5ud7.app.goo.gl/31ldv" />
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D.3 API

Make the following changes in the “web.config” file to configure Application Settings
for SigningHub API.

To add signature policy information while performing signatures:

<add key="SignaturePolicyURI" value=""/>
<add key="SignaturePolicyName" value=""/>

1) For the tag with the “SignaturePolicyURI” key, set the value to a valid
downloadable link of the signature policy document.

2) For the tag with the “SignaturePolicyURI” key, set the value to a hame of a
signature policy document with extension, which is placed under default
directory in SigningHub deployment directory at the following path:

[SigningHub Deployment Directory]\default\signaturepolicydocuments

There is a workaround needed to be done at ADSS end for verification of EPES
signatures as ADSS is unable to download the document from the provided URI in
signature due to which the policy document needs to be placed under policy folder at
the following path:

[ADSS Installation Directory]/service/policy

Moreover, OID and path in the 'policy.properties' file must be added at the following
path:

[ADSS Installation Directory]/service

Example:

Sample-0ID = D:/Deployments/ADSS-Server/service/policy/Sample-Policy-
Document.pdf

To add signature policy information while performing signature
<add key="SignaturePolicyOID" value=""/>

For the tag with the “SignaturePolicyOID” key, set the value to the signature policy OID
according to the policy document.

To display an error if no RUT value found in user identity table:
<add key="ValidateRUT" value="False" />

For the tag with the “ValidateRUT” key, set the value to “True”, else system will work
as of today and will let user sign the document.

To add the '00' IDD prefix (if not already present) in the mobile number:
<add key="MODIFY MOBILE NUMBER FOR SAM" value=""/>

For the tag with the “MODIFY_MOBILE_NUMBER_FOR_SAM” key, set the value
“True” SigningHub work as of today by adding the '00' prefix (if not already present) in
the mobile number before sending it to the ADSS Server's SAM.
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If it's “False”, SigningHub will send the mobile number to the ADSS's SAM without any
modifications.

D.4 Admin

Make the following changes in the “web.config” file to configure Application Settings
for SigningHub Admin.

To add the '00' IDD prefix (if not already present) in the mobile number:
<add key="MODIFY MOBILE NUMBER FOR SAM" value=""/>

For the tag with the “MODIFY_MOBILE_NUMBER_FOR_SAM” key, set the value
“True” SigningHub work as of today by adding the '00' prefix (if not already present) in
the mobile number before sending it to the ADSS Server's SAM.

If it's “False”, SigningHub will send the mobile number to the ADSS's SAM without any
modifications.

Appendix E - Securing SigningHub Mobile Web

E.1 Securing cookies

To secure SigningHub cookies, make sure following tag is set to true, under
[SigningHub-Installation-Dir]/mobile/web.config file:

<httpCookies httpOnlyCookies="true" requireSSL="true"/>

Note that it should only be enabled when SigningHub is configured to run over SSL.

E.2 'X-XSS-Protection' header

The HTTP X-XSS-Protection response header is a feature of Internet Explorer,
Chrome and Safari that stops pages from loading, when they detect reflected cross-
site scripting (XSS) attacks. This header is added by default in web.config.

E.3 Content Security Policy Header

This header helps to prevent code injection attacks like cross-site scripting and
clickjacking by telling the browser which dynamic resources are allowed to load.
The value of the Content-Security-Policy header is made up of x segments separated
by a semicolon; self translates to the same origin as the HTML resource. With this
minimum configuration, your HTML is allowed to fetch JavaScripts, stylesheets etc.
from the same domain that served the HTML referencing of the resources. You won't
be able to include external scripts from CDNs and similar. This header is added in
web.config and you need to change the SigningHub URLs accordingly:

<add name="Content-Security-Policy" value="default-src 'self'
https://client.go-sign-desktop.com:8782/gosign-desktop ;connect-src 'self'
https://dc.services.visualstudio.com/v2/track https://www.facebook.com/tr/
https://client.go-sign-desktop.com:8782/gosign-desktop
https://graph.microsoft.com/vl.0/drive/items/
https://graph.microsoft.com/vl.0/me/drive/items/ https://client.go-sign-
desktop.com:8782 https://web.signinghub.com/adss/gosign/handler
ws://web.signinghub.com/; child-src 'self' https://docs.google.com/picker
https://client.go-sign-desktop.com:8782/gosign-desktop
https://accounts.google.com https://www.google.com/ ; script-src 'self'
'unsafe-inline' 'unsafe-eval'
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E.4

E.5

https://www.googleadservices.com/pagead/conversion.js
https://bat.bing.com/bat.js http://apis.google.com
https://apis.google.com/js/api.js https://docs.google.com/picker
https://js.live.net https://www.google-analytics.com https://client.go-
sign-desktop.com:8782/gosign-desktop https://web.signinghub.com
https://api.taxamo.com/js/vl/taxamo.all.]js
https://graph.microsoft.com/vl.0/me/drive/items/
https://www.gstatic.com/recaptcha/api2/; style-src 'self' 'unsafe-inline';
img-src 'self' * data: blob:;frame-src 'self' *;" />

This configuration lets your web application to load resources and styles from its own
domain plus scripts from http://apis.google.com, https://js.live.net and https://www.google-
analytics.com

‘X-FRAME-OPTIONS’ Response Header

To restrict frameable response vulnerability. X-FRAME_OPTIONS can be set to
‘DENY’ in web.config. However, it is not recommended when SigningHub has to be
used within IFrame.

<add name="X-Frame-Options" value="DENY" />

Cacheable HTTPS Response

To prevent sensitive information to be stored in browsers local cache, set no-cache
option by adding following header under web.config.

<add name="Cache-Control" value="no-cache" />

Appendix F- Configuring SigningHub Demo Site

To configure SigningHub Integration Demo to work in your environment, follow these
instructions:

1. Log into SigningHub Desktop Web.

2. SetaClient ID and generate the Client Secret from Enterprise Settings >
Integrations. Click here for more details.

3. Create a template in Enterprise Settings > Templates. Add an enterprise user,
add a signature field and save the template. Click here for more details.

4. Upload the same document in Enterprise Settings > Library. Click here for
more details.

5. Open the demo\web.config file and set the parameters as explained below:

a. INTEGRATION_HOST_URL is the address of the SigningHub web services
deployment e.g. https://api.signinghub.com

b. VIEWER_URL is the SigningHub Desktop Web address of document
viewer e.g. https://web.signinghub.com/Integration

c. Set CLIENT_ID and CLIENT_SECRET that are generated in step 2. These
parameters are used to communicate with SigningHub web services.

d. USER_NAME / DESKTOP_USER_NAME is the email address of the user
used in step 1.
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e. USER_PASSWORD / DESKTOP_USER_PASSWORD is the password of
the user used in step 1.

f.  DEMO_WORKFLOW_TEMPLATE /
DESKTOP_DEMO_WORKFLOW_TEMPLATE is the template name
created in step 3.

0. SERVER_SIGN_DOC_ID and CLIENT_ID_DOC_ID is the document ID
created in step 4.

Parameters starting with DESKTOP/CLIENT are used for client side signing while
the rest ones are used for server-side signing. You can skip the parameters that are
not required in your environment.

Appendix G - Proxy Settings in Internet Explorer

To use SigningHub application while using a proxy server, can be configured in IE
browser. To configure proxy settings, follow these instructions:

1.

2.

Open Internet Explorer.

Select Tools from top menu bar of your Internet Explorer window.
Select Internet Options.

Select the Connections tab.

Select LAN settings.

Tick checkbox under ‘Proxy server’ (Address and Port will now turn to be
editable).

Enter your proxy server name and port number in their respective text boxes.
Click on Ok to all opened windows.

Relaunch your Internet Explorer and your configurations must be working.

Appendix H - Installing Redis Server

H.1 Issues in Existing Redis Installation

SigningHub installs Redis 3.0 by default with its installer. This distribution of Redis is
ported specially to work with Windows operating systems. Following are the issues
identified in the ported version of Redis 3.0

Vulnerabilities were reported in Redis v3.0 so it is recommended to upgrade on
latest stable version.

This specialized ported version do not support upgrade to any latest version of
Redis
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o If Redis is already installed for your SigningHub instance then first uninstall the
existing version of Redis 3.0 using the following steps.

H.2 Uninstall Redis Service

e Launch windows command prompt as an Administrator and stop the installed
Redis services by typing following command. redis-server - -service-stop

B Cormmand Prompt - O X

s\haroon.najeeb>G:

d G:\V777\5igningHub-v7.7.7-Win64-21Jan202@

igningHub-v7.7.7-Win64-21Jan2628\redis>

e Now uninstall the service by using the following command redis-server - -
service-uninstall

EH Command Prompt - O X

ningHub-v Jin64-21Jan2820\redis>

Existing version of Redis 3.0 will be uninstalled from the system. If you have more then
one instances of Redis server installed in your environment, uninstall all of these
versions using the above steps.
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H.3 Installation of Latest Redis Server

Redis server instances are not available for windows operating systems by default.
SigningHub application is usually installed on windows operating systems with IIS. To
install latest Redis server on windows operating systems, we first need to enable
windows sub system for Linux.

Installing Redis on Linux distribution using Windows 10 Bash

To enable ‘Windows Subsystem for Linux’, run ‘Windows PowerShell as an
administrator

¢ Run following command to enable Windows Subsystem for Linux (WSL).
Enable-WindowsOptionalFeature -Online -FeatureName Microsoft-

Windows-Subsystem-Linux

E¥ Administrator: Windows PowerShell

¢ Reboot Windows after making changes.

¢ Once system has rebooted, go to the Microsoft Store and search for “Ubuntu”.
Install Ubuntu.

e Incurrent case Ubuntu 20.04 LTS has been installed, which have Redis v6.2.3
(Redis v6.2.3 is currently the latest stable release, for reference on latest Redis
version info see following link: https://redis.io/download)

e This product is installed.

e
Ubuntu 20.04 LTS T

Canonical Group Limited * Developer tools > Utilities
£ Share

Ubuntu 20.04 LTS on Windows allows you to use Ubuntu Terminal and run Ubuntu command line utilities including
bash, ssh, git, apt and many more.

More

| AR C I

e  Once the Ubuntu installed on machine, launch Ubuntu by running it as an
Administrator.
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n Ubuntu 20.04 LTS
App

Search work and web

Ubuntu 20.04 LTS

L ub - See work and web results > App

Folders (2+)

a

Open

4l

Run as administrator

Pin to Start

Pin to taskbar

& u u

App settings

Wi

Rate and review

Share

=2

Uninstall

When installing Redis on Linux environment but not using Windows environment,
then five steps are not required and Linux commands from here onwards needs to
be executed only.

e Advanced Package Tool (APT) package manager use to install Redis from the
official Ubuntu repositories. If you want to have more recent version of Redis
Server, you may opt to use Personal Package Archives (PPA)
repository maintained by Redis Development, using following command.

sudo add-apt-repository ppa:redislabs/redis
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\r:l haroon@DotNet-Haroon: ~ — 0 b
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GP haroon@DotNet-Haroon: ~ - m} X

ubuntu
ubuntu
ubuntu

ubuntu
ubuntu

e Now that Ubuntu is running in Windows 10 environment, type following
command to update newly installed ubuntu. sudo apt-get update

haroon@DotNet-Haroon: ~ = O X

$ sudo apt-get update
http://archive.ubuntu.com/ubuntu focal InRelease
2 http://ppa.launchpad.net/redislabs/redis/ubuntu focal InRelease
htt /archive.ubuntu.com/ubuntu focal-updates InRelease [114 kB]
http://security.ubuntu.com/ubuntu focal-security InRelease [114 kB]
http://archive.ubuntu.com/ubuntu focal-backports InRelease [101 kB]
http://archive.ubuntu.com/ubuntu focal-updates/main a ackages [988 kB]
http://archive.ubuntu.com/ubuntu focal-updates/main Translation-en [224 kB]
//archive.ubuntu.com/ubuntu focal-update i 64 c-n etadata [13.4 kB]
://archive.ubuntu.com/ubuntu focal-updates/restricted amd64 Packages [226 kB]
hive.ubuntu.com/ubuntu focal-updates/restricted amde etadata [436 B]
/security.ubuntu.com/ubuntu focal-security/main amd64 Packages [ kB]
.ubuntu.com/ubuntu focal-updates/universe amd64 Packages [777 kB]
hive.ubuntu.com/ubuntu focal-updat i e amd64 c-n-f Metadata [17.5 kB]
hive.ubuntu.com/ubuntu focal-updates/multiverse amd64 Packages [21.7 kB]
/security.ubuntu. /ubuntu focal-security/main Translation-en [134 kB]
://archive.ubuntu.com/ubuntu focal-updates/multiverse Translation-en [5564 B]
/archive.ubuntu.com/ubuntu focal-u multiverse am c-n etadata [604 B]
://security.ubuntu.com/ubuntu focal-security/main amd64 c-n-f Metadata [7 B]
urity.ubuntu.com/ubuntu focal-security/restricted amd64 Packages [207 kB]
curity.ubuntu.com/ubuntu focal-security/restricted Translation-en [30.7 kB]
://security.ubuntu.com/ubuntu focal-security/restricted amd64 c-n-f Metadata [440 B]
/ urity.ubuntu /ubuntu focal-security/universe amd64 Packages [578 kB]
/security.ubuntu.com/ubuntu focal-security/universe Translation-en [90.1 kB]
curity.ubuntu.com/ubuntu focal-security/universe amd64 c-n-f Metadata [11.3 kB]
://security.ubuntu.com/ubuntu focal-security/multiverse amd64 Packages [19.9 kB]
ity.ubuntu.com/ubuntu focal-security/multiverse Translation-en [4 B]
.ubuntu.com/ubuntu focal- urity/multiverse amd64 c-n-f Metadata [528 B]
Fetched 4350 kB in 17s (261 kB/s)
ing package lists... Done

e After update, type upgrade command to upgrade the ubuntu instance. sudo apt-
get upgrade
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(:) haroon@DotNet-Haroon: ~ s 0 %

¢ Now we are ready to install Redis server using the following command. sudo
apt-get install redis-server

@) haroon@DotNet-Haroon: ~ — O b4

/main am
main

/main am
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e After installation Redis server can be reached with the following command to
check if installation is properly done. redis-cli =v

@) haroon@Dothet-Haroon: ~ [m} K

Get:1 http = . is/ubuntu f
is/ubuntu f

ubuntu f

e To ‘restart’ the Redis Server and to ensure it is running, type following
command. sudo service redis-server restart

@) haroon@DotNet-Haroon: ~ — ] .

e  After restart, ping Redis service using following command. redis-cli and ping.
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To Install Redis on Linux Distribution using Windows Server environment same
commands are applicable but ‘Windows Subsystem for Linux’ not supported in all
versions of Windows Server, see Limitations section at the end.

Update Redis Server Configurations for SigningHub

To update Redis server connection string in SigningHub, login to SigningHub admin

and navigate to ‘Configurations -> Redis’. Redis Server connection string can be
updated, as shown in below screenshot.

Click on ‘Save’ to keep changes and restart 1IS where SigningHub is deployed.

5% CONFIGURATIONS REDIS

Global Settings
Connectors Redis App Name
Authentication Profiles beta

Certification Profiles Name that will be used 1o identify this server in Redis console lags for monitoring or debugging
Signing Profiles

Redis Server Connection String
Verification Profiles

Virtual ID Profiles [ deployment_machine:6379,password=*****+x* ss|=False,abortConnect=False ]

Workflow Evidence
Report

Service Agreements Connection String Format: [SERVER URL][PORT] password=[PASSWORD],ssl=False abortConnect=False
Document Settings
Data Security
Billing
License
Branding

Instances

Security

It is recommended to set a strong password for the Redis Service. Redis password
can be set using following steps:

How to Set Redis Service Password?

o By default Redis password will not be set
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e Open Redis windows config file from package and edit ‘requirepass foobared’
by omitting # and set custom password e.g. requirepass password
e After updating the file, restart Redis service from windows services

[ redis windows conf £ |
270 # By default min-slaves—to-write is set to 0 (feature disabled) and
371 # min-slaves-max-lag is sst to 10.
37
37 FEEEEIEEEEEESEEEFEFEFEREEEEEE884F SECURITY FFEESHEEEFEpEFasastrinasaasarsases
=5
3 # Require clients to issus AUTH <PASSWORD> before processing any other
37 # commands. This might be useful in enviromments in which you do not trust
3 # others with access to the host running redis—server.
3 #
3 # This should stay commented cut for backward compatibility and because most
280 # people do not need auth (e.g. they run their own servers).
as1
282 # Warning: since Redis is pretty fast an outsids ussr can try up to
282 # 150k passwords per second against a good box. This means that you should
284 # use a very strong password otherwise it will be very easy to break.
385
386 # requirepass foobared
387
288 # Command renaming.
3B £
290 # It is possible to change the name of dangerous commands in a shared
291 # environment. For lnstance the CONFIG command may be renamed into something
252 # hard to guess so that it will still be available for internal-use tools
3932 # but not available for gsneral clients.
394 £
295 # Example:
3%¢ #
2597 # rename-command CONFIG b840fc02d524045429541cclS5£5%e4lchbThbetcS52
[ redis windows. corf E3

@

Wb

$# By default min-slaves—to-write is set to 0 (feature disabled) and
# min-slaves-max-lag is set to 10.

fitttfftftttfftatttiffstgtifffettdd croURITY tHiffsetifdaettifdaettifsaetteasas

# Require clients to issue AUTH <PASSWORD> before processing any other

# commands. This might be useful 1n enviromnments in which you do not trust
# others with access to the host running redis-server.
#

# This should stay commented out for backward compatibility and because most
# people do not need auth (e.g. they run their own servers).

Ed

4§ Warning: since Redis is pretty fast an outside user can try up to

# 150k passwords per second against a good box. This means that you should
# use a very strong password otherwise it will be very easy to break.

#

regquirepass bassword

Command renaming.

environment. For instance the CONFIG command may be renamsd into something
hard to gusss so that it will still ke available for internal-use tools

£
k3
4 It is possible to change the name of dangerous commands in a shared
#
#
£ s 5 ilaele £ 1oaliems

e Now again Access command prompt and ping Redis. System will ask for the

password
o Enter set password by typing AUTH {set password}
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8 Administrator: Command Prompt - redis-cl

Limitations

Windows sub system for Linux is supported from Windows Server 2016 (build 1709)
and onwards. All previous versions do not support “Windows sub system for Linux”

2 Select Administrator: Windows PowerShell

Windows Powershell ) X

Copyright (C) 2016 Microsoft Corporation. All rights reserved.
PS C:\WINDOWS\Sy:

mj >

stem32> Enable-windowsOptionalFeature Microsoft-windows-Subsystem-Linux
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For More Information about Redis go to the following link:
o https://redis.io/topics/quickstart

For further details contact us on sales@ascertia.com or visit www.ascertia.com

Appendix | - Enable Transparent Data Encryption (TDE)

.1 1 Introduction

Transparent Data Encryption can be configured for SigningHub, so that the data will
be encrypted at rest for SigningHub database, which means the data and log files are
protected from any potential threat of hacking or misusing of data.

Transparent Data Encryption (TDE) encrypts SQL Server data files, which are
commonly known as encrypting data at rest. The user can take several precautions to
help secure the database such as designing a secure system, encrypting confidential
assets, and building a firewall around the database servers. However, in a scenario
where the physical media (such as drives or backup tapes) are stolen, a malicious
party can just restore or attach the database and browse the data. One solution is to
encrypt the sensitive data in the database and protect the keys that are used to encrypt
the data with a certificate. This prevents anyone without the keys from using the data,
but this kind of protection must be planned.

TDE performs real-time 1/O encryption and decryption of the data and log files. The
encryption uses a database encryption key (DEK), which is stored in the database boot
record for availability during recovery. The DEK is a symmetric key secured by using
a certificate stored in the master database of the server or an asymmetric key protected
by an EKM module.

It provides the ability to comply with many laws, regulations, and guidelines established
in various industries. This enables software developers to encrypt data by using AES
and 3DES encryption algorithms without changing existing applications.

.2 How It Works?

To configure TDE, following are the high level steps that need to done.

e Create master key. The Server Master Key is created at the time of the initial
SQL Server instance setup. The Service Master Key encrypts the database
Master Key for the master database.

e Create certificate protected by master key. The database master key creates
a certificate in the master database. Keep in mind that you must create a backup
of this certificate. Not only for environmental refreshes but disaster recovery
purposes.

e Enable database encryption. Once Transparent Data Encryption is enabled on
the database, you won’t be able to restore or move it to another server unless
this same certificate has been installed.

e Take a backup of certificate. Keep good (and secure records) of the certificate
and password.

e Verify the TLS configurations by executing queries on SQL Server, which are
mentioned in upcoming sections.
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.3 Create Master Key

We must first create the master key. It must be created in the master database, so as
a precautionary measure, begin this statement with the USE MASTER command. The
syntax of the command is:

USE Master;

GO

CREATE MASTER KEY ENCRYPTION

BY PASSWORD='ProvideStringPassword’;
GO

.4 Create Certificate Protected by Master Key

Once the master key is created along with the strong password (that you should
remember or save in a secure location), we will go ahead and create the actual
certificate. The syntax of command is:

CREATE CERTIFICATE TDE Cert
WITH

SUBJECT="'Database Encryption';
GO

.5 Create Database Encryption Key

Now, we must utilize our USE command to switch to the database that we wish to
encrypt. So, that we can create a connection or association between the certificate that
we just created and the actual database. Then, we indicate the type of encryption
algorithm we are going to use. In this case it will be AES_256 encryption. The syntax
of command is:

USE TDE TestDB

GO

CREATE DATABASE ENCRYPTION KEY

WITH ALGORITHM = AES 256

ENCRYPTION BY SERVER CERTIFICATE TDE Cert;
GO

.6 Enable Encryption

Finally, we can enable encryption on our database by using the ALTER DATABASE
command. The syntax of command is:

ALTER DATABASE TDE TestDB
SET ENCRYPTION ON;
GO

Once the encryption is turned on, depending on the size of the database, it may take
some time to complete. You can monitor the status by querying the
sys.dm_database_encryption_keys

.7 Backup Certificate

It's important to backup the certificate you created and store it in a secure location. If
the server ever goes down and you need to restore it elsewhere, you will have to import
the certificate to the server. In certain environments, the DR servers are already stood
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up and on warm/hot standby, so it's a good idea to just preemptively import the saved
certificate to these servers. The syntax of command is:

BACKUP CERTIFICATE TDE Cert

TO FILE = 'C:\temp\TDE_Cert'

WITH PRIVATE KEY (file='C:\temp\TDE CertKey.pvk',
ENCRYPTION BY PASSWORD='ProvideStrongPasswordHere')

Backup files of databases that have TDE enabled are also encrypted by using the
database encryption key. As a result, when you restore these backups, the
certificate protecting the database encryption key must be available. This means
that in addition to backing up the database, you have to make sure that you maintain
backups of the server certificates to prevent data loss. Data loss will result if the
certificate is no longer available.

Restoring Certificate

In order to restore the certificate, you will once again have to create a service master
key on the secondary server.

USE Master;

GO

CREATE MASTER KEY ENCRYPTION

BY PASSWORD='ProvideStrongPasswordHere';
GO

Once that is done, you must remember where you backed up the certificate and the
encryption/decryption password.

1.9

USE MASTER

GO

CREATE CERTIFICATE TDECert

FROM FILE = 'C:\Temp\TDE_Cert'

WITH PRIVATE KEY (FILE = 'C:\TDECertiKey.pvk',
DECRYPTION BY PASSWORD = 'InsertStrongPasswordHere' );

Something to note before applying TDE are its drawbacks which Transparent Data
Encryption encrypts the underlying database files including the backups. You can’t
just take the files and dump them onto another SQL Server without the appropriate
encryption keys and certificates. It does NOT allow for granular user level
encryption.

Restoring Certificate

In order to verify if the TDE has been implemented on a specific database, use following
gueries:
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1. Following query will return the databases list and ‘encryption_state =3 shows the
database is actually TDE enabled.

Select * from sys.databases

2. Following query will return the list of certificates and the one that was created
above can be looked in the table.

Select * from sys.certificates

3. Following query will return the databases encryption keys details.

Select * from sys.dm database encryption keys

.10 Limitations and Restrictions on TDE

The following operations are not allowed during initial database encryption, key
change, or database decryption:

Dropping a file from a filegroup in the database

Dropping the database

Taking the database offline

Detaching a database

Transitioning a database or filegroup into a READ ONLY state

The operations which are not allowed while performing the processes like CREATE
DATABASE ENCRYPTION KEY, ALTER DATABASE ENCRYPTION KEY, DROP
DATABASE ENCRYPTION KEY, or ALTER DATABASE...SET ENCRYPTION

statements are:

Dropping a file from a filegroup in the database

Dropping the database

Taking the database offline

Detaching a database

Transitioning a database or filegroup into a READ ONLY state
Using an ALTER DATABASE command

Starting a database or database file backup

Starting a database or database file restore

Creating a snapshot

The following operations or conditions will prevent the CREATE DATABASE
ENCRYPTION KEY, ALTER DATABASE ENCRYPTION KEY, DROP DATABASE

ENCRYPTION KEY, or ALTER DATABASE...SET ENCRYPTION statements:

The database is read-only or has any read-only file groups.
An ALTER DATABASE command is executing.

Any data backup is running.

The database is in an offline or restore condition.

A snapshot is in progress.

Database maintenance tasks.
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¢ When creating database files, instant file initialization is not available when TDE
is enabled.

In order to encrypt the database encryption key with an asymmetric key, the
asymmetric key must reside on an extensible key management provider.

All these configurations are verified on SQL Server 2019 Standard Edition for now.
U TDE is only supported to specific SQL Server versions.

Appendix J - Enable Transport Security Layer (TLS)

J.1 Introduction

SigningHub application must be configured over TLS (Transport Layer Security) to
connect it with the SQL Server database over the secure connection.

The reason behind incorporation of TLS into the SigningHub is because it provides the
data encryption while using the SQL Server. The SQL Server can use Transport Layer
Security (TLS) in order to encrypt the data which will be transmitted across the network
between an instance of SQL Server and the client application. The basic reason to
configure TLS into the SQL server is:

e Enabling TLS encryption increases the security of data transmitted across
networks between instances of SQL Server and applications.

e TLS performs server validation, for instance, when a client connection will
request the encryption, then following procedure will run: If the instance of SQL
Server is running on a computer that has been assigned a certificate from a
public certification authority, identity of the computer and the instance of SQL
Server is guaranteed by the chain of certificates that lead to the trusted root
authority. Such server validation will be going to require that the computer on
which the client application is running should be configured to trust the root
authority of the certificate that is used by the server.

J.2 How It Works?

To enable TLS configurations for SigningHub following are high level steps that need
to be done.

e Configure a certificate (where Common Name (CN) must have Fully Qualified
Domain Name (FQDN), Enhanced Key Usage must have Server
authentication, Subject Alternative Name (SAN) property must
have FQDN under DNS)

e Import this certificate under Microsoft Management Console (MMC)
> Trusted Certificates, on machine where SQL Server is running.

e Set Force Encryption to true under SQL Configuration Manager.

o Select Certificate from certificate tab under SQL Server Configuration
Manager.

e Restart SQL Service
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J.3

e Add required parameters under connection string.
¢ Run the application after restarting IIS.

Configuration for Certificate Enrollment
To setup TLS configuration Certificate, following are requirements which must be done.

A Certificate is required initially (which can be created under ADSS or any third party
CA). There are certain requirements that a certificate needs to have in order to work
seamlessly with the SQL Server. Some important information which must be known
while creating a certificate is as follows:

CN (Common Name) under Subject property of certificate must have Fully Qualified
Domain Name (FQDN) as a parameter, of your SQL Server. (For instance
SQLDB.ascertia.com.pk).

CN can be defined as the Subject property on the certificate which must specify a
Common Name (CN) that should be same as the host name or fully qualified domain
name (FQDN) of the SQL Server.

In order to perform Server Authentication without any error, FQDN for SQL Server
must be known.

To verify these parameters, double click on certificate and following dialog will appear.

Open File - Security Warning

Do you want to open this file?

Name: .\muhammad.shafique\Downloads\QA-RC1-Server.cer
§3  Publsher Unknown Publisher
Type Secunty Certificate
From: C\Users\muhammad.shafique\Downloads\QA-RC1-S..

Concel

(4] Always ask before opening this file

Click ‘Open’ and go to the ‘Details’ Tab and select Subject field. CN must contains
FQDN as a parameter value.
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-~
§ General Detals Ceruficavon Path
G - < AR > ~

L Vabue -~
[Llvasd from Tuesday, Februsey 25, 2020 1...
| Vabkd to Thaursday, February 2%, 2021 ...
[QWQ Qa v C 2. ancer Ba . CoMm . Dk
| . Public key REA (2040 tvtn)

l L Public ey parameters 0sS 00
?])\.m‘ Alternative Name DING Name «ga «c 2. ascar ia.co. . .
m.jm""m Server Authenticaton (1.3.6. ..,
e W f s Foentnd Sarsnmbr e Do 52 mew s bl |
JON = Q8 v C 2, an0er Ba. OO Dk

Dot Wy oo Dew. . Copy o Fée. ..
o

DNS (Domain Name System) under the Subject Alternative Name (SAN) property
must contain FQDN. As shown in the image below.

a Certificate

General Detads Certification Path

Show: <All> Nt

Field Value ~
| _IPublic key RSA (2048 Bits)

| IPublic key parameters

Subiect Alternative Name DINS Name =Qascl.ascCertia.co

&) Server Authentication (1.3.6....

Iy, |key Usage Digital Signature, Non-Repudia. ..
L,‘jauc Constraints Subject Type =End Entity, Pat...

| Thumbprnt d3ca016 3190 5a 756 7af6e 104f. ..

~
IONS Name =qa +c2. ascertia.com. pk
Edit Properties. .. Copy to Fie...
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The certificate must be meant for server authentication. Select Enhanced Key
Usage field. The value under this property must contain Server Authentication

(1.3.6.1.5.5.7.3.1).

an Centificate >
General Detals Certification Path
Show: < AN > ~
Fledd Value ~
| vahd from Tuesday, February 25, 2020 1...
. Vakd to Tharsday, February 25, 2021 ...
Subject Qa<cl. ancertia. com, pk
- Public key RSA (2048 tits)
L Public key parameters 0% 00
) Subject Alternative Name DINS Name =ga rc2.ascertha . Co...
P Enhanced Key UsagQe Server Authenticathon (1.3.6..
L S B T Mot nl St e N A orw wrlin S
Server Authentication (1.3.6,1.5.5,.7.3.1)
Echt Pyoper hes Copy to File...

The current system time must be after the Valid from property of the certificate and
before the Valid to property of the certificate, to make sure that the Certificate must be
valid i.e. valid from and valid to values are within current date.
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a Certificate

General Details Certification Path

A

&5 valid to
Il G hiset

Show: <Al> v
Field Value
|| version V3
| |serial number 04b40efc92d76b04d7363c964. .
|| Signature algorithm sha256RSA
I_‘_' Signature hash algorithm sha256
|| Issuer ADSS Samples Test CA, Ascert...
|~ valid from Tuesday, February 25, 2020 1...

Thursday, February 25, 2021 ...

na-rr) acrertia com nk

Thursday, February 25, 2021 12:12:28 PM

Edit Properties... Copy to File...

Once a certificate with above pre-requisites is generated, then certificate needs to

import under certificate store of machine where the SQL Server is running.

J.4 Installation of SQL Server Certificate Using Microsoft

Management Console

If you obtained a certificate which fulfils the above requirements then, you are now able
to import it to the certificate store on your database server, while following the steps

mentioned below.

First click on the Start menu and write MMC in the search box and then Open the
Microsoft Management Console (MMC). Press Open button, as shown below.
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sl rrada b

BAMIC

Search the web

MhAC
B RN 3

s

o ERCICW S|

Insen Design Layout Reforences

i Comole [Comsole Root)

‘ File Action Vienw Favorites Window Help

T N Crie N
Open Ctrle O

1
Save CirleS

Save As

Add/Remove Snap-in. Curle M

Opions

Exat

Select Certificates, click on Add button.
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Add or Remove Snap-ins > <

You can select snapns for this console from those avallable on your computer and configure the selected set of snapns. For
extensble 301, you an configure which extensions are enabled.

Avalable gnap-s: Sefecied v s
[ | I o
S0 e A B Consoke Root] Edt Extensirs...
-, ActrveX Control Mcrosoft Cor.... 5
Maosoft Cor.,.,
- Mcrosoft Cor ., Movelp
.lo:mw Moosoft Cor... add > ove (o
7 Dak Management Maosoft and...
|d/ Evert Vewer Mcosoft Cor...
_ Folder Mcresoft Cor...
| Group Polkcy Object ... Mcrosoft Cor..,
(Pirternet Informato. .. Mcrosoft Cor,.,
!PMW MoosoftCor... Adyrced...

Descrpbon:
:TNFWMdaom-mhbnm.ﬂ-mumbmmmw.

[oc ][ cnu

Now you are prompted to open the certificates snap-in, select computer account and
click Next.
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Certificates snap-in W
1 of snap-ine. For
L
Thes wruss o will shwirs marage certhcaley o
() My user account -
O Extermons
I @) Computer account || [ e
l Move LUp
[ Migem D
0
| 2o Rl ——
o Carxel

The certificate must be located in either the local computer certificate store or the
current user certificate store, thus, select Local computer, and then click Finish, as
shown below.

Select Computer X

Select the compuler you wart this snag-n o manage
Thes snap-n vl abwiays manage:
l—! Local comguier the compuler this consdle i unrng on)

T Brwtther comprder Browse

[[] Miow the selected computer to be changed when launching from the command ine. This |
only apphes | you save the consols

Ascertia Limited 2021 Commercial-in-Confidence Page 125 of 133



@
SigningHub Installation Guide ascerfia

Click OK in the Add/Remove Snap-in dialog box. After that click, select the Trusted
Root Certification Authorities folder in the left pane.

Click on Certificates and right click to select All Tasks->Import.

I— [ R

i Comsoie! - [Ciwacee Rt

|.-'4 kicr  Vom  tperti Bedos  Fei

TR ETH L

Tormoke Root [ Aciors

& rviane ool [ompue H— -
Loreact & rcle g Cormole foct
Frd (otioate Wrs B, ]
LA Fed Cobeton Grtore L lrear &
o Wil s M (v ) ol compuatr . Moey ichory ’

hasmataly freol aec lptoeee (it

[
[ ]

Import required certificate, that was created using above steps.
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Now, you must be able to see the certificate in the folder with the fully qualified domain
name of your SQL Server.

J.5 Configuration of SQL Server to Use Encrypted Connections

Once you've successfully installed the certificate, it needs binding to the database
engine service in SQL Server Configuration Manager.

To configure TLS using the SQL Server Configuration Manager. First run SQL Server
Configuration Manager under the SQL Server service account. The only exception is
if the service is running as Local System, Network Service, or Local Service, in this
case you can use an administrative account.

Expand SQL Server Network Configuration and right-click on Protocols for
<YourMSSQLServer>, select Properties.

On the Certificate tab, select the certificate you would like to use and click ‘OK’.
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Protocols for MSSQLSERVER Properties

Flags Ceruficate Advanced

Certificate: VAEW...

Qo rc. ascerta.com. pk
l

Expiration Date T 21
Friendly Name ascertia.com.ph
Issued By

D9

Issued To prcertia. com.phk

Expiration Date

| O | Cancel Appiy

Ascertia Limited Ascermtia Son

On the Flags tab, select ‘Yes'’ in the Force Encryption box, then click OK.

Flags Certificate Advanced
i Farce Encryplion Yes - ]
Hide Instance Mo
Force Ervcryplion
Turn an ar all endyption for ieledted server iInitande
L= Cancel Apply Helpy

Restart the SQL Server service.
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Right click to certificate under MMC, and under properties select Enable only the
following purposes option. Select Server Authentication option, as shown below.

R Bl naln Al aanni

Laptop-MShafique.ascertia.com.pk Properties 4 >

j General Cross Certficates OCSP Extended Valdation
J Ceruficate purposes
1 C ) Enable all purposes for thes cortificate
Dasable all prrposes for thes certificate
(@) Enable oy the follovwsng purposes

Note: You may only edit certficate purposes that are allowed by
the certficabon path

¥ Server Authentcaton

J.6 Post Configurations Steps
If certificate is not available in the list, then following steps are required.

Click Start and write Run and now write Regedit in the field and then open it.
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:":‘;'ﬁ’ - Detnots G 2 (v set set
- roncht S0L Server o i gy

e - IR
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Add Thumbprint property value under registry (Thumbprint value can be obtained
from the certificate details.

Following path which will be used to find the Certificate Key.

HKEY LOCAL MACHINE -> Software -> Microsoft -> Microsoft SQL Server -
> MSSQL13.MSSQLSERVER->MSSQLServer->SueperSocketNetLib->Certificate
(Key)

Example Value for Thumbprint:

d3 ca 0f 63 £9 05 a7 £f5 67 af 6e 10 df 6f be ab 3f 72 14 4e (It must
be without spaces).

a Cenficate >

General Detads Certficaton Path

Show: <Al > ~
Fueld b ~ |
[ Puthe key REA (2048 Bits)
. Pubic ey parameters 0% 00
[ ) [ fibject Alternative Name DNS Name =ga w2 .ascertia.co. .
%) trhanced Key Usage Server Authentication (1.3.6....
Iy, [ney Usage Dot Signature, Non-Repuds., . .
i._ Basic Constrants Subnect Type -Erndd Entity, Pat,,

Thumbew wit d 3CHOTE IS0 Sa 7156 7alGe 1041

d3caltf631905%5a71567al b0l ldisiboablit 721440

FaAt O ot teen Copy to Fle...
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Also add the PFX under personal store under MMC of SQL DB Server, as illustrated
below.
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SQL Server Service Account must have the Read permissions to access the TLS
certificate by SQL Server Configuration Manager.

J.7 Configurations Required for SigningHub Connection String

To setup SigningHub application to run over TLS connection with SQL Server,
connections string for SigningHub must be set as per following recommendations.

1. Two parameters that are required to add under connection string to setup TLS
connection for SigningHub with SQL Server.

Encrypt=true; TrustServerCertificate=false

2. Add these parameters under web config of application in following format:

connectionString="data source={%FQDN SQLSERVER%},1433;initial
catalog={%DB_NAMES%};user
id=sa;password={%$PASSWORDS};MultipleActiveResultSets=True;Pooling=true
;Encrypt=true;TrustServerCertificate=false"

Remember to use FQDN of your SQL Server in data source under connection string
in order to make TLS work.

3. Restart IIS after changes in web configuration.
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J.8 Verification of TLS Configurations

In order to verify if the connections are being encrypted with SQL Server DB, execute
following query on SQL Server.

SELECT session id, connect time, net transport, encrypt option,
auth scheme, client net address
FROM sys.dm exec connections where encrypt option = 'true'

It will return all the encrypted connections for the DB Server.

To verify whether all the connections are encrypted or not, execute following query.
This has set three levels i.e. RED means no encrypted connections, GREEN means
all the connections are encrypted and AMBER shows there were some connections
that are not encrypted.

Here is the SQL Query:

WITH CTE Summary AS

(

SELECT encrypt option, COUNT (*) cnt
FROM sys.dm exec connections
GROUP BY encrypt option

)

SELECT @@ServerName AS [Server Name],

CASE WHEN COUNT (*)=1 AND MIN (encrypt option) = 'FALSE' THEN 'RED - no
connections are encrypted'
WHEN COUNT (*)=1 AND MIN(encrypt_option) = 'TRUE' THEN 'GREEN - all

connections are encrypted'

ELSE 'AMBER - some connections are encrypted'
END AS [Connection Encryption RAG Status]
FROM CTE Summary

J.9 Update Existing SigningHub Instance Connection String Over
TLS

If an existing SigningHub instance has to be configured over the TLS then connection
string has to be updated, and it can be done using SigningHub installer using update
database credentials option.

Just simply execute install.bat file (Run as Administrator), which is present in 'Setup'
folder under the package installation directory. Select Change DB Credentials option
and provide connection string as follows.

Click Next and the database credentials will update. Click on finish to complete the
process.
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€ [ SigningHub Enterprise Installer

SigningHub Database Configurations
Database Management System Type

® Microsoft SQL Server O Oracle

Installation Type
O Basic @® Advanced

Database Configurations

Connection String: data source=[DB Server], 1433;initial catalog=[DB Name];user

id=sa;password=
[Password];MultipleActiveResultSets=True;Pooling=true;Encrypt=true; TrustServer
Certificate=true

==

For further details contact us at sales@ascertia.com or visit www.ascertia.com

*** End of Document ***
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