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1 Introduction

1.1 Scope

This document explains the role of Gateway Services in ADSS Server. It describes how different gateways,
such as OCSP, Verification, Signing, RAS, and CSP, work as secure entry points for client applications.
Each gateway checks requests for correct format, required information, and client authorization before
passing them to the back-end service. This helps protect the back-end services, ensures standards
compliance, and allows only trusted requests to be processed.

1.2 Intended Readership

This document is for system administrators, security officers, integrators, and application developers who
use ADSS Server Gateway Services. It will help readers understand how the gateways work, the type of
checks they perform, and how they protect and optimize the back-end services.

1.3 Conventions
The following typographical conventions are used in this guide to help locate and identify information:

e Bold text identifies menu names, menu options, items you can click on the screen, file names, folder
names, and keyboard keys.

e Courier New fontidentifies code and text that appears on the command line.

e Bold Courier New identifies commands that you are required to type in.

1.4 Technical Support

If Technical Support is required, Ascertia has a dedicated support team. Ascertia Support can be
reached/accessed in the following ways:

Website https://www.ascertia.com
Email support@ascertia.com
Knowledge Base Ascertia Community Portal

In addition to the free support services detailed above, Ascertia provides formal support agreements with all
product sales. Please contact sales@ascertia.com for more details.

When sending support queries to Ascertia Support team send ADSS Trust Monitor logs. Use the Ascertia’s
trace log export utility to collect logs for last two days or from the date the problem arose. It will help the
support team to diagnose the issue faster. Follow the instructions on how to run the trace log export utility.
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2 Application Gateways

An application layer gateway (ALG) is a type of security software or device that acts on behalf of the
application servers on a network, protecting the servers and applications from traffic that might be malicious.
The application gateway accepts incoming traffic on one or more listeners. Here, a listener is a logical entity
that checks for connection requests. It is configured with a frontend IP address, protocol, and port number
for connections from clients to the application gateway.

ADSS Server provides gateways for its service modules that will be discussed in this document.
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3 Gateway Services in ADSS Server

Gateway Services in ADSS Server are designed to protect back-end services by preventing them from being
directly exposed to the internet. This ensures that all services operate in a secure and controlled way

ADSS Server provides gateway options for the following modules:
e OCSP

e Verification

e Signing
e RAS
e CSP

This document gives an overview of how each gateway works and the role it plays in securing requests
before they reach the back-end service. All gateway features are controlled through the ADSS Server
license.

When the gateway sub-module is enabled, the server instance can only function as a gateway, and other
configuration options will not be available. If the gateway sub-module is not included in the license, only the
standard service option will appear in the Service Manager.

For a gateway-enabled module, at least one back-end server address must be configured in the Service
Manager. During installation with a gateway license, sample data is not installed. In the case of an upgrade,
the system will continue using any server addresses that were already configured in the existing gateway
sub-module.
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4 OCSP Gateway

The ADSS Server OCSP Service is a powerful implementation of the Online Certificate Status Protocol
(OCSP). It provides up-to-date certificate revocation information using either CRLs or real-time data. The
service follows the IETF standards RFC 6960 and RFC 8954, and partly RFC 5019, and can handle
certificates issued by multiple CAs defined in the Trust Manager.

In Gateway mode, the OCSP Gateway checks that each incoming request is a valid OCSP request based
on these standards. It makes sure all required fields are present, the request format is correct, and the client
is properly authenticated. Only valid requests are forwarded to the back-end OCSP Server, while invalid
ones are blocked

4.1 Implementation of OCSP Gateway

The OCSP Gateway operates in the OCSP Service by following the below-mentioned two modes:

e Service
In the Service mode, the OCSP Service will receive the revocation status requests, process the
requests and return the results.

o Gateway
In Gateway mode, the OCSP Service operates as an intermediary. Instead of processing requests
directly, the gateway verifies the request structure and authenticates the client through the client
manager. If the validation is successful, the request is forwarded to the back-end OCSP Server
according to the configurations described below. If the validation fails, an error message is sent
back to the requesting application. In this setup, the operator is responsible for configuring the
address and other settings for the back-end service.

4.2 Configuration of OCSP Gateway in ADSS Server

When enabled, this OCSP Service instance will function as a gateway for the back-end OCSP Server. The
OCSP Service will verify the request structure and validate the client. If successful, it will relay the request
to the back-end OCSP Server using the specified configurations.

Follow the instructions below:
1. Launch the ADSS Server Console
2. Navigate to OCSP Service > Service Manager

© Ascertia Limited Commercial-in-Confidence Page 6 of 22
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Operator: admin | Role: Administrator | Session started on: Unity Console | Home | Help | Logout
[ ]
ascerria ADSS Server - ADSS Server|

Signing Service | Verification Service | Certification Service OCSP Service RA Service | RAS Senvice | SAM Service

I ERUrElEER The ADSS OCSP Service provides a FIPS 201, RFC 6960 and RFC 8554 compliant on-line certificate status protocol (OCSP) validation authority. It can respond for
[ —— one or multiple CAs, using unigue QCSP response signing keys and validation policies as required. CA CRL management policies are defined within the Trust
= Manager module and the CRLs are downloaded and checked by the CRL Monitor Service.
Advanced Settings
Forwarding Modes
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i CA-2
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i
Management Reporting o
9 -
OCSP Request 5 ] o
5 8 = CA-4
= 5 - ¢(—
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Server & Deskiop @ E ADSS OCSP
apps with OCSP Server
client functionality (&) Good
OCsp ~
Response (%) Revoked |
N
(@ Unknown
VA-1

HSM {Optional)
ocsp

VA-2

The AD55 QCSP Service interface offers these options to 2 suitably privileged operator:

Start or stop the ADSS OCSP Service

Manage the CAs for which QCSP services are provided

Manage the default validation policy and OCSP validation polides for individual Cas
Manage the OCSP service access rights

Manage the auto-archiving of log records

Manage real-time alerts

View the OCSP service transaction records and examine these in detail

Create management reports

[TTETAAT
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Figure 1 — OCSP Service — Home

3. Mark the ‘Enable Gateway Mode’ radio button , it will display the following screen:
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OCSP Service = Service Manager

— QCSP Service
Server Names™: i
Status: Running
= Restart
— OCSP Service Settings
Log OCSP transactions
— OCSP Service Mode
) Enable Service Mode
ey ® Enable Gateway Mode
QCSP Service Address: | Add
e.q. hitp://localhost:8777/adssfocsp/
List of OCSP Service Addresses™: [hitp://localhost:8777/adss/ocsp/
Remove Test

Figure 2 — OCSP Service — Service Manager

4. Once the radio button is enabled, its relevant fields will start displaying on the screen. The list of
fields that becomes available are:

a. OCSP Service Address: Thisfield displays the OCSP Service Address(es) used to forward
requests to the back-end OCSP Server. You can add multiple service addresses. The Test
button allows you to check if the service is available, and the Remove button lets you delete
a configured service address.

b. Remove: the Remove button lets you delete a configured service address.

c. Test: The Test button allows you to check if the service is available.
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5 Verification Service Gateway

The ADSS Server Verification Gateway is the main entry point for verification requests from client
applications. It ensures that only correct and safe requests reach the back-end Verification Service.

In Gateway mode, the service checks each request against the DSS/Verification schema. It confirms that
the request is properly structured, includes all required information, and is free from harmful content. The
client is also authenticated through the Client Manager. If everything is valid, the request is forwarded to the
back-end service; otherwise, an error is returned

5.1 Implementation Modes of Verification Gateway
The Verification Gateway operates in the Verification Service by following the below-mentioned two modes:

e Service
In the Service mode, the Verification Service will receive the verification requests, process the
requests and return the results.

o Gateway
In Gateway mode, the Verification Service operates as an intermediary. Instead of processing
requests directly, the gateway verifies the request structure and authenticates the client through the
client manager. If the validation is successful, the request is forwarded to the back-end Verification
Server according to the configurations described below. If the validation fails, an error message is
sent back to the requesting application. In this setup, the operator is responsible for configuring the
address and other settings for the back-end service.

5.2 Configuration of Verification Gateway in ADSS Server

The Verification Gateway will be configured in ADSS Server by enabling the ‘Enable Gateway Mode’ option.
If this option is enabled, the current instance of the Verification Service will function as a Gateway for the
back-end Verification Server.

Follow the instructions below:
1. Launch the ADSS Server Console

2. Navigate to Verification Service - Service Manager

© Ascertia Limited Commercial-in-Confidence Page 9 of 22
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Operator: admin | Role: Administrator | Session started on: Unity Console | Home | Help | Logout
[ ]
ascertia ADSS Server - ADSS Server

Signing Service Verification Service Certification Service | OCSP Service | RA Service | RAS Service | SAM Service

SR O The ADSS Verification Service provides extensive functionality to verify signed data objects and validate the associated certificate chains. All common signature

e = formats can be verified including PDF, XML DSig, PKCSZ7, CM3, 5/MIME, ETSI PAJES, XAdES and CAJES signatures. The interface to the ADSS Verification Service is
— C liant with QASIS D55 and D55-X and a high-speed HTTP/S option is also available. Certificates can also be sent to this service to be validated. Simple and
Koy Algorithm Qualty complex path building and path validation methods are supported.

Hash Algorithm Quality

Transactions Log Viewsr
Logs Archiving @
AL CA-1
=
Management Reporting I
CRLs, OCSP, Ch-2
(HTTP/S & LDAP/S)
[ i
Incoming Signed CA-3
Documents: Verification Request §
- — 183 < o
OR — E NN (rnt.em‘eT) = q— ] =
¢ ] — L2 ) < CA-4
Q o= " © ADSS Verification
Servers leg. ERP, P N
Certificates CRM.ECM) feesen ) Tusted Service
/1 Indeterminate
(%) Not Trusted
@
Any document with a standard signature format (e.g. PAJES, XAdES, CAdES, CMS, S/MIME, TSAL
PKCS#1 etc.) Timestamp
(RFC 3161 Over
Verification Response status can be Trusted, Not Trusted or Indeterminate (Low-level details also provid- HTTP/S) v
ed for signer, issuing autherities, signature, evidence (OCSP, CRLs), imestamps, signature and certificate TSA-2

quality levels)

To protect document confidentiality and ensure higher transfer speed, business applications can choose
to only send the document hash and signature value to the ADSS Verification Service.

The AD55 Verification Service interface offers these options to a suitably privileged operator:

Start or stop the ADSS Verification Service

Manage the Verification Profiles which define how signed object are verified including which Cas are
trusted, which signature types are accepted, how certificates are validated and other advanced
options

Assign PEPPOL quality ratings for signatures and their certificates

Manage the auto-archiving of log records

Manage real-time alerts

View the Verification service transaction records and examine these in detail

Create management reports

4444 BN 44

© Ascertia Limited. All rights reserved.
Figure 3 — Verification Service — Home

3. Mark the ‘Enable Gateway Mode’ radio button , it will display the following screen:
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Verification Service = Service Manager

— Verification Service

Server Names™; A
Status: Running

I Stop I Restart

— Verification Service Mode
() Enable Service Mode

el @) Enable Gateway Mode

Verification Service Address: | Add

e.g. https:/{localhost: 8778/ adss/verification/hsvi
List of Verification Service

Addresses™:

Remove: I Test |

Verification Profile: | |

Client I0: | |

Use TLS Client Authentication
Certificate™: | TLS_Client_Cerificate w [ View Certificate |

Enable Document Confidentiality

Enable Response Signing

Response Signing Certificate™: | samples_verification_service_certificate v | [ View Cartificate
Hashing Algorithm":l SHAZG56 bd |

Save

Figure 4 - Verification Service — Service Manager

4. Once the radio button is enabled, its relevant fields will start displaying on the screen. The list of
fields that becomes available are:

a. Verification Service Address: The Verification Service Address displays the location of
the back-end Verification Service to which all requests will be sent through the gateway.
You can input multiple addresses for the verification service, and arrange them in a
preferred order. If the gateway encounters issues with the first address, it will attempt to
connect using the subsequent addresses in the designated sequence.

b. Verification Profile: Thisis a profile set up within the back-end service, which the gateway
includes in every request it sends. If a profile is included in the request, the gateway will
disregard the profile configured in this field and use the one received in the request instead.
Note that if the operator hasn't configured any profile here, and the client application also
doesn't include any profile in the request, the back-end service will utilize the default
Verification Profile to handle the request.

c. Client ID: The gateway functions as a client for the back-end service, requiring prior
registration in the Client Manager of the back-end service using a unique Client ID. This
same Client ID must be configured on this screen and will be included in every request sent
by the gateway to the back-end service.

d. Use TLS Client Authentication: If communication between the gateway and back-end
service necessitates TLS Client Authentication, you must select this option. Once selected,
a drop-down menu will appear below this checkbox, listing TLS Client Authentication
Certificates for you to choose from.

© Ascertia Limited Commercial-in-Confidence Page 11 of 22
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e. TLS Client Authentication Certificate: This TLS Client Authentication Certificate is used
by the gateway to authenticate itself with the back-end service over TLS. If the 'Use TLS
Client Authentication' checkbox is checked, you must select a certificate from the list
provided.

5.2.1 Enable Document Confidentiality

It's important to prevent the document from being sent to the back-end service for signature verification in
order to maintain the document confidentiality. When the document confidentiality checkbox is enabled, only
the signatures and hash data will be sent to the back-end Verification Service, rather than the entire
document. This applies even when a single document contains multiple signatures.

To use this feature, enable the checkbox is mentioned in the screen below:

Enable Document Confidentiality

Enable Response Signing

Response Signing Certificate™: | samples_verification_service_certificate v |[ View Certificate
Hashing Algorithm™: | SHAZ56 v |

Figure 5 - Verification Service — Enable Document Confidentiality
The configuration items are explained below:

a. Enable Response Signhing: This checkbox is accessible to the operator when the 'Enable
Document Confidentiality’ option is turned on. When enabled, it allows the response
received from the Verification Service to be signed on the DSS interface before being sent
back to the client.

b. Response Signing Certificate: In the case of the Document Confidentiality feature,
verification response messages are signed to ensure trust in the ADSS Verification
Service's responses. To designate the signing certificate (and private key), select from the
options in the drop-down menu labelled Response Signing Certificate.

c. Hashing Algorithm: The selected hashing algorithm is used to sign the generated
Verification responses. The available options are SHA1l, SHA224, SHA256, SHA384,
SHA512, SHA3-224, SHA3-256, SHA3-384, SHA3-512, and RipeMD160.

© Ascertia Limited Commercial-in-Confidence Page 12 of 22
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6 Signhing Service Gateway

The ADSS Server Signing Service allows client applications to sign data and documents in many formats,
such as PDF, Word, ETSI standards (PAJES, CAdES, XAdES), PKCS#1, PKCS#7, CMS, and S/MIME.

In Gateway mode, the Signing Service checks that the signing request is correctly structured and includes
the necessary details, like the signer’s certificate. It also verifies the client’s identity through the Client
Manager. Valid requests are then forwarded to the back-end Signing Server for processing, while invalid or
incomplete requests are rejected

6.1 Working of Signing Service Gateway

Currently, the Signing Profile has the following option to enable remote signing:

6.1.1 Forward signing request to a remote ADSS Signing Server

If this option is selected, the Signing Service functions as a gateway, forwarding the request to a back-end
Signing Service to compute the PKCS#1 signature. In this gateway mode, the Signing Service does not
have access to the Certification database. Therefore, business applications must include the signer
certificate in the request. This setup causes the ADSS Server to act as a proxy server. The proxy ADSS
Server will hold the document locally and only send the signature structure to the Signing Server for signing,
operating in synchronous mode. Additionally, the signing gateway will verify with the client manager to
ensure the requesting client is authorized to use the service.

Follow the instructions below:
1. Launch the ADSS Server Console
2. Navigate to Signing Service - Signing Profiles

© Ascertia Limited Commercial-in-Confidence Page 13 of 22
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Operator: admin | Role: Administrator | Session started on: Unity Console | Home | Help | Logout
[ ]
ascerria ADSS Server - ADSS Server,

Signing Service Verification Service | Certification Service | OCSP Service | TSA Service | Go=Sign Service | RA Service | RAS Service | SAM Service | CSP Service

ERUrElEER The ADSS Signing Service provides the capability to digitally sian documents and data of various formats using PDF, XML DSig, PKCS#7, CMS, 5/MIME, ETSI PAdES,
[ — ¥AdES and CAdES signatures. The interface to the ADSS Signing Service is compliant with QASIS D55 and a high-speed HTTP/S option is also available, PDF
aming h documents can also have blank signature fields added, be hashed and have signatures passed in for final assembly.

PDF Sig. Appearsnces

PDF Sig. Locations

=2
Transactions Log Wiewer Timestamp (RFC 3161) ¢
Logs Archiving Any_TSA
Aleis ie.g. ADSS TSA Server)
Management Reporting -— <
Business Application — @ Remote Signing f_I@
Servers (e.g. ERP, CRM, Signing Request & - — — |83
ECM) N N c—/ =2
= 2 -
= i n ADSS RAS Service
== 3
@ 3 ADSS Signing ¢ Certs, CRLs (X.509)
Signing Response Server = @
(S =2
T Any CA
le.g. ADSS CA Server)
O
HSM (Optional)

Any type of document (PDFs, Word, Excel, Proprietary Format, etc.) — [i;f
Signed document with option of embedding RFC3161 Timestamps and OCSP/CRLs OCSP{RFC 6960} - i
certificates status information (meeting XAdES, CAJES & PAdES specifications). Any OCSP

Any business application can interface with ADSS Signing Server using watched Folder Integration, {e.g. ADSS OCSP Server)

ADSS Client SDK, XML/SOAP web services or email integration using ADSS Secure Email Server.

The ADS5 Signing Service allows authorized operators to:

Start or stop the ADSS Signing Service

Manage the Signing Profiles which define the characteristics of the signing process
Manage the auto-archiving of log records

Manage real-time alerts

View the Signing service transaction records and examine these in detail

RN

Create management reports

© Ascertia Limited. All rights reserved.
Figure 6 — Signing Service — Home

3. The Signing Profiles page will display, click on the New button as indicated below:
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Figure 7 — Signing Service — Signing Profiles
4. Under Signature Types, select ‘PKCS#1’ as shown in the screen below:

Signing Service > Signing Profiles = New
General | Advanced Settings
— Signing Profile Identification

Profile 1D

adss:signing: profile:009 |

Profile Name™:

Profile Description:

— Select Signature Type

PDF (and PAdES profiles)
PDF/PAJES Hash

MS Office

PKCSZ7

CMS {and CAdES profiles)
XML Dsig (and XAJES profiles)
S/MIME

PRCS#1

E-Passport LDS

O®@C0O00000

— Default Signing Certificate

Default Signing Certificate{overridable): | hd | \iew Certificate

[Nt | cameel |
Figure 8 — Signing Service — Signature Type
5. Once the configurations are complete, navigate to the ‘Advance Settings’ tab.

6. Mark the ‘Enable remote signing’ checkbox and then enable the ‘Forward signing request to a
remote ADSS Signing Server’ radio button, it will display the following screen:
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— Remote Signing Settings
Enable remote signing
) Forward signing raquest to ADSS RAS Service

'i' Forward signing request te a remote ADSS Signing Server

o
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=}

Service Address: | e.g. https:Mocalhost:8778/adss/signing/hdsi

e.0. https://localhost:8778/adss/signing/hds!
List of Service Addresses™:
Remove | Test |
Signing Profile: | adss:signing:profile:007 |
Client ID: | sample_test_client |
Use TLS Client Authentication
Certificate*:| TLS-Client-Certificate v | [ view Cerificat=_|

Save Cancel

Figure 9 — Signing Service — Enable remote signing

7. Once the radio button is enabled, its relevant fields will start displaying on the screen. The list of
fields that becomes available are:

a. Service Address: This field displays the Signing Service Address(es) used to forward
requests to the back-end Signing Server. You can add multiple service addresses. The Test
button allows you to check if the service is available, and the Remove button lets you delete
a configured service address.

b. Signing Profile: Select the signing profile configured with PKCS#1 signature type as
mentioned before.

c. Client ID: The gateway functions as a client for the back-end service, requiring prior
registration in the Client Manager of the back-end service using a unique Client ID. This
same Client ID must be configured on this screen and will be included in every request sent
by the gateway to the back-end service.

d. Use TLS Client Authentication: If communication between the gateway and back-end
service necessitates TLS Client Authentication, you must select this option. Once selected,
a drop-down menu will appear below this checkbox, listing TLS Client Authentication
Certificates for you to choose from.

e. TLS Client Authentication Certificate: This TLS Client Authentication Certificate is used
by the gateway to authenticate itself with the back-end service over TLS. If the 'Use TLS
Client Authentication' checkbox is checked, you must select a certificate from the list
provided.
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7 RAS Service Gateway

The ADSS Server RAS Gateway acts as the first point of contact for end-user requests, protecting the back-
end RAS Service.

In Gateway mode, the service checks that each request follows the correct RAS format and includes all
required fields. It also verifies the client’s credentials with the Client Manager. Once validated, the request
is forwarded to the back-end RAS Server. If the request is invalid or unauthorized, it is blocked to keep the
back-end safe

7.1 Working of RAS Gateway

The process starts when the end user or business application sends requests to the RAS Gateway. The
RAS Gateway independently verifies the client via Client Manger, and checks the necessary request
parameters. Once validated, it forwards the request for the backend RAS service, using the client settings
configured in its service manager, and forwards it accordingly. Additionally, the Profile ID can be modified
in the RAS Gateway service manager; if provided by the client, it takes precedence; otherwise, it uses the
setting from the service. Finally, the ADSS RAS Gateway responds to the client based on the received
response from the RAS service.

7.2 Implementation Modes of RAS Gateway
The RAS Gateway operates in the ADSS RAS Service by following the below-mentioned two modes:

e Service
In the Service mode, the RAS Service will receive the requests directly from end users or
business application, process the requests and return the results.

o Gateway
In the Gateway mode, the requests are received by the RAS Gateway. It verifies the client and

checks the necessary request parameters. Once the credentials are validated, it forwards the
request to the backend RAS service.

7.3 Configuration of RAS Gateway in ADSS Server

When this radio button is selected, the RAS Service will run in Gateway Mode to communicate with a remote
RAS Server.

Follow the instructions below:
1. Launch the ADSS Server Console

2. Navigate to RAS Service - Service Manager
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Figure 10 — RAS Service — Home

3. Mark the ‘Enable Gateway Mode’ radio button , it will display the following screen:

© Ascertia Limited Commercial-in-Confidence Page 18 of 22



[ ]
ascerfla

ADSS Server - Gateway Services Guide AN INFOCERT COMPANY

RAS Service > Service Manager

General | Service Information

— RAS Service
Server Names™: hd |
Status: Running
| I Stop Restart
— RAS Service Mode
() Enable Service Mode
el (@) Enable Gateway Mode
RAS Service Address: |
e.g. https://localhost:8778/adss/service/ras
List of RAS Service Addresses™ [https://localhost: 877 8/adss/serviceiras
Remowve Test |
RAS Profile: | |
Client ID: |
Client Secret:| |
Use TLS Client Authentication
Certificate™: | TLS-Client-Certificate w | [View Certificatz |

Figure 11 — RAS Service — Service Manger

4. Once the radio button is enabled, its relevant fields will start displaying on the screen. The list of
fields that becomes available are:

a. RAS Service Address: The RAS Service Address displays the location of the back-end
RAS Service to which all requests will be sent through the gateway. You can input multiple
addresses for the RAS service, and arrange them in a preferred order.

b. RAS Profile: This field provides the option to specify the RAS profile for requests sent to
the back-end RAS Service. If left unconfigured, requests will be forwarded to the back-end
RAS service without a specific RAS profile. In this case, the back-end RAS Server will utilize
the default RAS profile set for the Client in the Client Manager.

c. Client ID: The gateway functions as a client for the back-end service, requiring prior
registration in the Client Manager of the back-end service using a unique Client ID. This
same Client ID must be configured on this screen and will be included in every request sent
by the gateway to the back-end service.

d. Client Secret: In this field, the user enters the Client Secret generated during the
registration of the configured Client in the back-end RAS Service.

e. Use TLS Client Authentication: If communication between the gateway and back-end
service necessitates TLS Client Authentication, you must select this option. Once selected,
a drop-down menu will appear below this checkbox, listing TLS Client Authentication
Certificates for you to choose from.

f. TLS Client Authentication Certificate: This TLS Client Authentication Certificate is used
by the gateway to authenticate itself with the back-end service over TLS. If the 'Use TLS
Client Authentication' checkbox is checked, you must select a certificate from the list
provided.
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8 CSP Service Gateway

The ADSS Server CSP Gateway provides secure access to the Ascertia Virtual Cryptographic Service
Provider (VCSP). It acts as the public interface between client applications and the back-end CSP Service,
ensuring that all incoming requests are valid and authorized before processing.

The Gateway checks that each request follows the correct CSP/VCSP structure, includes all mandatory
fields, and complies with any configured CSP profiles (such as allowed algorithms or key usages). It also
authenticates the client through the Client Manager and, if enabled, validates TLS client certificates to
confirm secure communication. Only after these checks succeed does the Gateway reconstruct and forward
the request to the back-end CSP Service. This layered approach not only protects the CSP Service from
direct internet exposure but also ensures that only trusted, policy-compliant requests are processed.

8.1 Implementation Modes of CSP Gateway
The CSP Gateway operates in the CSP Service by following the below-mentioned two modes:

e Service
In the Service mode, the CSP Service will receive the requests directly from end users or
business application, process the requests and return the results.

o Gateway
When enabled, this CSP Service instance will function as a Gateway for the back-end CSP Server.

The CSP gateway validates the request structure and the client. If the validation is successful, it
forwards the request to the back-end CSP Server using the configurations specified below. If the
validation fails, it returns an error to the calling application, such as Virtual CSP.

8.2 Configuration of CSP Gateway in ADSS Server

When this radio button is selected, the CSP Service will run in Gateway Mode to communicate with a remote
CSP Server.

Follow the instructions below:
1. Launch the ADSS Server Console

2. Navigate to CSP Service - Service Manager
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Figure 12 — CSP Service — Home

3. Mark the ‘Enable Gateway Mode’ radio button , it will display the following screen:
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CSP Service > Service Manager
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— CSP Service Mode
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s
Remove |  Test |
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Client Secret: | |
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Figure 13 — CSP Service — Service Manager

4. Once the radio button is enabled, its relevant fields will start displaying on the screen. The list of
fields that becomes available are:

a.

CSP Service Address: The CSP Service Address displays the location of the back-end
CSP Service to which all requests will be sent through the gateway. You can input multiple
addresses for the CSP service, and arrange them in a preferred order.

CSP Profile: This field provides the option to specify the CSP profile for requests sent to
the back-end CSP Service.

Client ID: The gateway functions as a client for the back-end service, requiring prior
registration in the Client Manager of the back-end service using a unique Client ID. This
same Client ID must be configured on this screen and will be included in every request sent
by the gateway to the back-end service.

Client Secret: In this field, the user enters the Client Secret generated during the
registration of the configured Client in the back-end CSP Service.

Use TLS Client Authentication: If communication between the gateway and back-end
service necessitates TLS Client Authentication, you must select this option. Once selected,
a drop-down menu will appear below this checkbox, listing TLS Client Authentication
Certificates for you to choose from.

TLS Client Authentication Certificate: This TLS Client Authentication Certificate is used
by the gateway to authenticate itself with the back-end service over TLS. If the 'Use TLS
Client Authentication' checkbox is checked, you must select a certificate from the list
provided.

*** End of Document ***
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